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Definitions

Anti-Money Laundering/Combating the Financing of Terrorism (AML/CFT): Collective
term used to describe the overall legal, procedural, and enforcement regime countries must
implement.

Bearer Share: A bearer share is an equity security that is solely owned by whoever holds the
physical stock certificate. The company tisaues the bearer shares does not register the owner
of the stock nor does it track transfers of ownership. The company issues dividends to bearer
shareholders when a physical coupon is presented.

Black Market Peso Exchange (BMPE):One of the most peitious money laundering

schemes in the Western Hemisphere. It i s als
worth of drug proceeds a year from Colombia alone via tbaded money laundering (TBML),

Asmur fing, 06 cash smmes Y PHkegethodalogies acetalsodaunds ¢ h e
outside the Western Hemisphere. There are variations on the schemes involved, but generally
brokers contact importers in the country receiving the money who want to buy goods from a U.S.
business. Drug dollaege used to pay the exporter on behalf of the foreign importer. The

importer pays the broker in local currency; the broker takes a cut and passes along the remainder

to the responsible drug cartel.

Bulk Cash Smuggling: Bulk cash refers to the largenaunts of currency notes criminals

accumulate as a result of various types of criminal activity. Smuggling, in the context of bulk
cash, refers to criminalsé subsequent attempt
country to another.

Crossborder currency reporting: Per FATF recommendation, countries should establish a
currency declaration system that applies to all incoming and outgoing physical transportation of
cash and other negotiable monetary instruments.

Counter-valuation: Often employd in settling debts between hawaladars or traders. One of
the parties oveor-undervalues a commodity or trade item such as gold, thereby transferring
value to another party and/or offsetting debt owed.

Currency Transaction Report (CTR): Financial instiutions in some jurisdictions are required

to file a CTR whenever they process a currency transaction exceeding a certain amount. In the
United States, for example, the reporting threshold is $10,000. The amount varies per

jurisdiction. These reportsatude important identifying information about accountholders and

the transactions. The reports are generally
(FIV).

Customer Due Diligence/Know Your Customer (CDD/KYC):The first step financial
institutions must take to detect, deter, and prevent money laundering and terrorism financing,
namely, maintaining adequate knowledge and data about customers and their financial activities.

Digital Currency: Digital currency is an interndtased form of errency or medium of
exchange, distinct from physical currencies or forms of value such as banknotes, coins, and gold.

4
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It is electronically created and stored. Some forms are encrypted. They allow for instantaneous
transactions and borderless transfeswnership. Digital currencies generally can be

purchased, traded, and exchanged among user groups and can be used to buy physical goods and
services, but can also be limited or restricted to certain online communities such as a given social
network orinternet game. Digital currencies are purchased directly or indirectly with genuine
money at a given exchange rate and can generally be remotely redeemed for genuine monetary
credit or cash. According to the U.S. Department of Treasury, digital curopecstes like

traditional currency, but does not have all the same attributes; i.e., it does not have legal tender
status.

Egmont Group of FIUs: The international standaisktter for financial intelligence units
(FIUs). The organization was created vl goal of serving as a center to overcome the
obstacles preventing crebsrder information sharing between FIUs.

FATF-Style Regional Body (FSRB):These bodies which are modeled on FATF and are

granted certain rights by that organizatioserve asegional centers for matters related to

AML/ CFT. Their primary purpose is to promote
comprehensive AML/CFT regimes and implement the FATF recommendations.

Financial Action Task Force (FATF): FATF was created biyhe G7 leaders in 1989 in order to
address increased alarm about money | aunderin
This intergovernmental policy making body was given the mandate of examining money

laundering techniques and trends andrsgittiternational standards for combating money

laundering and terrorist financing.

Financial Intelligence Unit (FIU): In many countries, a central national agency responsible for
receiving, requesting, analyzing, and/or disseminating disclosures afiihariormation to the
competent authorities, primarily concerning suspected proceeds of crime and potential financing
of terrorism. An Fl Ubds mandate is backed up
Crimes Enforcement Network (FInCEN) the U.S. financial intelligence unit

Hawala: A centuriesold broker system based on trust, found throughout South Asia, the Arab

world, and parts of Africa, Europe, and the Americas. It allows customers and brokers (called
Ahawal adarso) to transfer moneywinameasefthe ue wi t h
world where banks and other formal institutions have little or no presence. It is used by many

di fferent cultures, but under different names
systems in discussions of terrorism finaigcand related issues.

Hawaladar: A broker in a hawala or hawatgpe network.

International Business Company (IBC): Firms registered in an offshore jurisdiction by a-non

resident that are precluded from doing business with residents in the jurisdiofishore

entities may facilitate hiding behind proxies and complicated business structures. IBCs are
frequently used in the fAlayeringo stage of mo

Integration: The last stage of the money laundering process. The laundered money is
introduced into the economy through methods that make it appear to be normal business activity,
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to include real estate purchases, investing in the stock market, and buying aummyohidleand
other highvalue items.

Kimberly Process (KP): The Ki mberly Process was initiated
Abl oodod di amonds out of international commerc
fuel ar med ¢ on méndpadscingregionsf ri cads di a

Layering: This is the second stage of the money laundering process. The purpose of this stage
is to make it more difficult for law enforcement to detect or follow the trail of illegal proceeds.
Methods include converting castiormonetary instruments, wire transferring money between
bank accounts, etc.

Legal Person: An individual, company, or other entity that has legal rights and is subject to
obligations. In the FATF Recommendations, a legal person refers to a partreghopation,

or other established entity that can conduct business or own property, as opposed to a human
being.

Mutual Evaluation (ME): All FATF and FSRB members have committed to undergoing

periodic multilateral monitoring and peer review to assessthe comp |l i ance wi t h FA/
recommendati ons. Mut ual eval uations are one
determining the effectiveness of a countryads

Mutual Evaluation Report (MER): At the end of the FATF/FSRB mutual evaluatfmocess,
the assessment team issues a report that desc
effectiveness and compliance with the FATF Recommendations.

Mobile Payments or M-Payments: An umbrella term that generally refers to the growing use
of cell phones to credit, send, receive, and transfer money and digital value.

Natural Person: In jurisprudence, a natural person is a real human being, as opposed to a legal
person, which may be a private or public organization. In many cases, fundbinuenan rights
are implicitly granted only to natural persons.

Offshore financial center: Usually a lowtax jurisdiction that provides financial and investment
services to nomesident companies and individuals. Generally, companies doing business in
offshore centers are prohibited from having clients or customers who are resident in the
jurisdiction. Such centers may have strong secrecy provisions or minimal identification
requirements.

Over-invoicing: When money launderers and those involved watlue transfer, trad&aud,

and illicit finance misrepresent goods or services on an invoice by indicating they cost more than
they are actually worth. This allows one party in the transaction to transfer money to the other
under the guise of legitimateatle.

Politically Exposed Person (PEP):A term describing someone who has been entrusted with a
prominent public function, or an individual who is closely related to such a person.

Xi
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Placement: This is the first stage of the money laundering proceéisit thoney is disguised or
misrepresented, then placed into circulation through financial institutions, casinos, shops, and
other businesses, both local and abroad. A variety of methods can be used for this purpose,
including currency smuggling, bank misactions, currency exchanges, securities purchases,
structuring transactions, and blending illicit with licit funds.

Shell Company: An incorporated company with no significant operations, established for the

sole purpose of holding or transferring fesndften for money laundering purposes. As the name
implies, shell companies have only a name, address, and bank accounts; clever money launderers
often attempt to make them look more like real businesses by maintaining fake financial records
and other @ments. Shell companies are often incorporated as IBCs.

Smurfing/Structuring: A money laundering technique that involves splitting a large bank
deposit into smaller deposits to evade financial transparency reporting requirements.

SuspiciousTransaction Report/Suspicious Activity Report (STR/SAR): If a financial

institution suspects or has reasonable grounds to suspect that the funds involved in a given
transaction derive from criminal or terrorist activity, it is obligated to file a repititits

national FIU containing key information about the transaction. In the United States, SAR is the
most common term for such a report, though STR is used in most other jurisdictions.

Tipping Off: Thedisclosure of the reporting of suspicious ousmal activity to an individual
who is the subject of such a report, or to a third partye FATF Recommendations call for
such an action to be criminalized.

Trade-Based Money Laundering (TBML): The process of disguising the proceeds of crime
and moving value via trade transactions in an attempt to legitimize their illicit origin.

Trade Transparency Unit (TTU): TTUs examine trade between countries by comparing, for
example, the export recorttem Country A and the corresponding import records from Country
B. Allowing for some recognized variables, the data should match. Any wide discrepancies
could be indicative of trade fraud (including TBML), corruption, or the back door to
underground maittance systems and informal value transfer systems, such as hawala.

Under-invoicing: When money launderers and those involved with value transfer, trade fraud,
and illicit finance misrepresent goods or services on an invoice by indicating they sakales

they are actually worth. This allows the traders to settle debts between each other in the form of
goods or services.

UNSCR 1267: UN Security Council Resolution 1267 and subsequent resolutions require all
member states to take specific measugesnst individuals and entities associated with the
TalibbanandaRQa i d a . The 1267 Committeed maintains
entities, and countries are encouraged to submit potential names to the committee for

designation.

UNSCR 1373: UN Security Council Resolution 1373 requires states to freeze without delay the
assets of individuals and entities associated with any global terrorist organization. This is

Xii
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significant because it goes beyond the scope of Resolution 1267 and requasr rsates to
impose sanctions against all terrorist entities.

UNSCR 1988: UN Security Council Resolution 1988 requires all UN member states to take

measures to freeze without delay the assets and economic resources of designated individuals

and entitis of the Taliban, and other individuals, groups, undertakings, and entities associated

with the Taliban. In addition, member states must prevent the designated individuals or entities
from entering into, or trans.itihAng itAfrghuagrhi,s ttahr
Sanctions Committeeo oversees the i mplementat

UNSCR 2178: UN Security Council Resolution 2178 requires member states to, consistent with

international |l aw, prevent t he pidgofendividualst i ng, o
who travel to a State other than their States of residence for the purpose of the perpetration,
planning of, or participation in terrorist ac

travel and support of foreign terrstifighters associated with the Islamic State in Iraq and the
Levant (ISIL), atNusra Front (ANL) and other affiliates or splinter groups éPalda.

Zakat: One of the five pillars of Islam, transl at
percentagpe f oneds possessions t o zakatisintendgd.tohel®f t en c
poor and deprived Muslims. The Muslim community is obligated to both cali&etand

distribute it fairly.

Xii
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Legislative Basis for the INCSR

The Money Laundering and Financial Crimes sec
Narcotics Control Strategy Report (INCSR) has been prepared in accordance with section 489 of
the ForeignAsi st ance Act of 1961, as amended (the
INCSR is the 32nd annual report prepared pursuant to the'FAA.

=]

The FAA requires a report on the extent to which each country or entity that received assistance
underchapter8dart | of the Foreign Assistance Act i
goals and objectives of the United Nations Convention Against lllicit Traffic in Narcotic Drugs

and Psychotropic Substanceso (fil1988 UN Drug C

Although the 1988 UN Drug Convention does not contain a list of goals and objectives, it does
set forth a number of obligations the parties agree to undertake. Generally speaking, it requires
the parties to take legal measures to outlaw and punish aB fafrithicit drug production,

trafficking, and drug money laundering; to control chemicals that can be used to process illicit
drugs; and to cooperate in international efforts to these ends. The statute lists action by foreign
countries on the followingssues as relevant to evaluating performance under the 1988 UN Drug
Convention: illicit cultivation, production, distribution, sale, transport and financing, money
laundering, asset seizure, extradition, mutual legal assistance, law enforcement and transit
cooperation, precursor chemical control, and demand reduction.

In attempting to evaluate whether countries and certain entities are meeting the goals and

objectives of the 1988 UN Drug Convention, the Department has used the best information it has
available. The 2016 INCSR covers countries that range from major drug producing and drug

transit countries, where drug control is a critical element of national policy, to small countries or
entities where drug issues or the capacity to deal with them anmahinin addition to

identifying countries as major sources of precursor chemicals used in the production of illicit
narcotics, the INCSR is mandated to identify major money laundering countries (FAA

8489(a)(3)(C)). The INCSR also isrequiredtoreportdii ngs on each countryo
laws and regulations to prevent narcotieiated money laundering (FAA 8489(a)(7)(C)). This

report is the section of the INCSR that reports on money laundering and financial crimes.

A major money launderingcountryi def i ned by statute as one Awl
engage in currency transactions involving significant amounts of proceeds from international
narcotics traffickingo (FAA A 481(e) (7)). Ho
transactionsaday makes it difficult in many cases to distinguish the proceeds of narcotics

trafficking from the proceeds of other serious crime. Moreover, financial institutions engaging

in transactions involving significant amounts of proceeds of other seriousan@melnerable to
narcoticsrelated money laundering. Additionally, money laundering activity has moved beyond

banks and traditional financial institutions to other-fioancial businesses and professions and

1The206r eport on Money Laundering and Financial Cri mes i s dntednaignal Bldrcaticsi Carel Strategy Repattdhtise d sect i on of
2016report on Money Laundering and Financial Crimes is based upon the contributions of numerous U.S. Government agencieiandlistairces. Specifically, the U.S. Treasury

De p ar t Qffeendf Tesorist Financing and Financial Crimegjich has unique strategic and tactical perspective on internationahengy laundering developments. Many other agencies

also provided information on international training as well as technical and other assistance, including the fdllep@mgnent f Ho me | a nidom&8and Security iwéssgations and

Customs and Border Protection Depar t ment of J u sNoneykadraleridgsSectotGrinfinal Di/ison, Nationa Seaunitg Division, Office of International AffaifSrug

Enforcemat Administration, Federal Bureau of Investigation, and Office for Overseas Prosecutorial Develdyssistanceand Training and, Tr e as unesyEdfercefenn anci al Cri
Network Internal Revenue Service, Office of the Comptroller of the CurrencyQ#iuk of Technical Assistance. Also providing information on training and technical assistémee

independenBoard of Governors of théederal ReservBystem
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alternative money and value transfer systems Thi s year 6s | i st of majo
countries recognizes this relationship by including all countries and other jurisdictions whose
financial institutions and/or nefinancial businesses and professions or other value transfer

systems engage iransactions involving significant amounts of proceeds from all serious crime.

A government (e.g., the United States or the United Kingdom) can have comprehensive anti

money laundering laws on its books and conduct aggressivenangy laundering enforceamt

efforts but still be classified a major money laundering jurisdiction. In some cases, this

classification may simply or largely be a function of the size and/or sophistication of the
jurisdictionbds economy. | nnd sffeativie antmomey s di ct i on
laundering efforts by the government are critical. The following countries/jurisdictions have

been identified this year in this category:

Major Money Laundering Countries in 2015:

Afghanistan, Antigua and Barbuda, Argentina, Austalia, Austria, Bahamas, Belize,
Bolivia, Brazil, British Virgin Islands, Burma, Cambodia, Canada, Cayman Islands, China,
Colombia, Costa Rica, Curacao, Cyprus, Dominican Republic, France, Germany, Greece,
Guatemala, Guernsey, Guine&issau, Haiti, Hong Kang, India, Indonesia, Iran, Iraq, Isle
of Man, Israel, Italy, Japan, Jersey, Kenya, Latvia, Lebanon, Liechtenstein, Luxembourg,
Macau, Mexico, Netherlands, Nigeria, Pakistan, Panama, Paraguay, Philippines, Russia,
Singapore,Sint Maarten, Somalia, Spain Switzerland, Taiwan, Thailand, Turkey,

Ukraine, United Arab Emirates, United Kingdom, United States, Uruguay, Venezuela,
West Bank and Gaza, and Zimbabwe.

The Money Laundering and Financial Crimes section provides further information on these
countriesfjirisdictions, as required by section 489 of the FAA.



INCSR 2016 Volume Il Money Laundering and Financial Crimes

Introduction

The2016 International Narcotics Control Strategy Report, Money Laundering and Financial
Crimeshi ghl i ghts the most significant steps coun
Money Laundering Countr i e smondytuwndering/eokneen t o 1 mp
terrorist financing (AML/CFT) regimes. The report provides a snapshot of the AML/CFT legal
infrastructure of each country or jurisdiction and its capacity to share iafimmand cooperate

in international investigations. For each country where it has been completed, thevaite

provides a link to the most recent mutual evaluation performed by or on behalf of the Financial

Action Task Force (FATF) or the FAT$tyleregional body to which the country or jurisdiction

bel ongs. Country reports also provide |l inks
Terrorismo so the reader can | earn more about
financing. Providinghese links will allow those interested readers to find detailed information

on the countryés AML/CFT capacity and the eff

In addition, the report details United States government efforts to provide technical assistance
and traning as well as information on the multilateral organizations we support, either
monetarily and/or through participation in their programs. In 2015, U. S. government personnel
continued to leverage their expertise to share their experience and knowigdgeer 100

countries. They worked independently and with other donor countries and organizations to
provide training programs, mentoring, and support for supervisory, law enforcement,
prosecutorial, customs, and financial intelligence unit personnedlaas private sector entities.

We expect these efforts, over time, will build capacity in jurisdictions that are lacking, strengthen
the overall level of global compliance with international standards and contribute to an increase
in prosecutions and owictions of those who launder money or finance terrorists or terrorist acts.

Money laundering remains a serious global threat. Jurisdictions flooded with illicit funds are
vulnerable to the breakdown of the rule of law, the corruption of public offi@ats

destabilization of their economies. The development of new technologies and the possibility of
linkages among illegal activities that generate considerable proceeds, transnational criminal
organizations, and the funding of terrorist groups only eskete the challenges faced by the
financial, law enforcement, supervisory, legal, and intelligence communities.

The continued development of AML/CFT regimes, as reflected in this report, is vital to

countering these threats. Political stability, demogrand free markets depend on solvent,
stable, and honest financial, commercial, and
for International Narcotics and Law Enforcement Affairs looks forward to continuing to work

with our U.S. and internati@h partners in furthering this important work and strengthening

capacities globally to combat money laundering and the funding of terrorists and terrorism.
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Bilateral Activities

Training and Technical Assistance

During 2015 a number of U.S. lawnforcement and regulatory agencies provided training and
technical assistance on money laundering countermeasures and financial investigations to their
counterparts around the glob&hese courses have been designed to give financial investigators,
regultors supervisors, prosecutoasd the judiciaryhe necessary tools to recognize,

investigate, and prosecute money laundering, financial crimes, terrorist financing, and related
criminal activity. Additionally, training in money laundering awareness has been provided to

both government and private sector entities to enhance their understanding of money laundering
detection and the international standar@surses have been provided in the Unitetes as

well as in the jurisdictions where the programs are targeted.
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Board of Governors of the Federal Reserve System

The Board of Governors of the Federal Reserve System (FRB) conducts a Bank Secrecy Act

(BSA) and Office of Foreign Assets ControlH®&C) compliance program review as part of its

regular safeyandsoundness examination. These examinations are an important component in
the United States6 efforts to detect and det e
monitorsitssupersied f i nanci al institutions®d conduct,
organizations, for BSA and OFAC compliance.

Internationally, during 2015, the FRB conducted training and provided technical assistance to
banking supervisors in AML/CFT tactics during ta@minars; one in Washington, D.C. and one
in the British Virgin Islands. Countries participating in these FRB initiatives were Aruba,
Bahamas, Bermuda, Barbados, British Virgin Islands, Curacao, Haiti, Hong Kong, India,
Jamaica, Jordan, Lebanon, Malawialtd, Malaysia, Nigeria, Philippines, Seychelles, St. Kitts,
Sint Maarten, Suriname, Trinidad and Tobago, and Turks & Caicos Islands.

Due to the importance that the FRB places on
participate regularlyinthd. S. del egati on to the FATF and t h
expert group. The FRB is also an active part

Private Sector Dialogue conferences. Staff also meets frequently with industry groups and
foreignsupervisors to communicate U.S. supervisory expectations and support industry best
practices in this area.
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Department of Homeland Security

Customs and Border Protection

Customs and Border Protection (CBP) patrticipates in the Homeland Securitygatiess

(HSI) Cross Border Financial Investigations Training (CBFIT), designed to educate participants

on financi al cCri mes. CBPOs attendance increa
laundering; including what it is, why it exists, and who engagesi t . CBPO6s main r
this course is to cover the topics of Bulk Cash Smuggling, Post Seizure Analysis, Passenger
Analysis and Selectivity, Targeting and Interdiction, and Reviewing Cargo Documents.

Participants in the CBFIT courses in which CBftigipated include Algeria, Argentina, Brazil,

Egypt, India, Indonesia, Jordan, Kenya, Kuwait, Nigeria, Panama, Paraguay, Philippines, Saudi
Arabia, Senegal, Tanzania, Togo, Turkey, and the United Arab Emirates.

Homeland Security Investigations

In 2015, HSI, the investigative arm of the U.S. Department of Homeland Security (DHS),
provided financial investigations training to over 1,100 foreign law enforcement officers;
regulatory, intelligence, and administrative agencies; and judicial authordresofer 20
nations. Employing broad experience and expertise in conducting international financial
investigations, HSI designed the training to provide the attendees with the critical skills
necessary to successfully identify and investigate financrakst

Cross Border Financial Investigations Training Program

HSI 6s CBFI T program provides specialized trai
related to crosborder financial investigations to foreign law enforcement personnel, intelligence

and administrative agencies, and judicial authorities. CBFdViges foreign partners with the

capability to implement international standards, with special emphasis on new technologies,
dissuasive actions, competent authorities, international cooperation, alternative remittance, and
cash couriers.

The U.S. Departent of State provided HSI with funds to manage and implement the CBFIT
program and to enhance the ability of foreign law enforcement personnel to deter terrorists and
terrorist groups. HSI International Operations administered the CBFIT program andegrovid
blocks of training detailing crodsorder financial crimes, new trends and aspects of money
laundering, and sharing of best practices on how to initiate-juukdictional investigations
following bulk cash interdiction incidents. During fiscal y@@d5, HSI International Operations
conducted 23 CBFIT training events for several countries, including Algeria, Argentina, Brazil,
Egypt, India, Indonesia, Jordan, Kenya, Kuwait, Nigeria, Panama, Paraguay, Philippines, Saudi
Arabia, Senegal, Tanzania, Togairkey, and the United Arab Emirates.

Cross Border Financial Investigations Advisor
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HSI special agents are deployed for extended periods of time to foreign posts to serve as resident
Cross Border Financial Investigations Advisors (CBFIA). For thigeel@ngth of the temporary

duty assignment, the advisors work in support of the HSI attaché with appropriate host nation
agencies (customs/border authorities, investigators, prosecutors, financial investigations units,
etc.) to organize and conduct fingldnvestigation training seminars at various locations within
each host nation. Moreover, the advisors are available to host nation authorities for response to
incidents involving the discovery or interdiction of currency or other financial instruraedts

the development of financial investigations. This provides the host nation the opportunity to
employ the material and tactics learned in the classroom in a real world setting, while at the same
time having the benefit of the experience, guidancejrarastigative resources of HSI. During

fiscal year 2015, HSI deployed 18 subject matter experts to serve as advisors under the CBFIA
program in Argentina, Brazil, India, Indonesia, Jordan, Kenya, Nigeria, Panama, Paraguay,
Philippines, Tanzania, and thenited Arab Emirates.

Trade Transparency Units

TradeTransparencyJnits (TTUs) aredesignedo helpidentify significant disparities in
importandexporttradedocumentationand identify anomaliesrelatedto crossbordertrade
that areindicative of internationaltradebasedmoneylaundering (TBML). TTUs generate,
initiate, and supportinvestigationsand prosecutiongelatedto TBML, the illegal movement
of criminal proceedsacrossinternationalbordersthe abuseof alternativeremittancesystems,
andotherfinancial crimes. By sharingtradedata,HSI and participating foreign governments
areable toseeboth sidesof import andexporttransactiongor commoditiesenteringor
exiting their countries thusassistingin the investigationof internationalmoneylaundering
organizations.Thenumberof TBML investigationeemergingfrom TTU activity continues
to grow.

The United Statesestablisheda TTU within HSI that generatedoth domesticand
internationalinvestigations. HSI continuesto expandthe networkof operationalTTUs,
which now includesArgentina, AustraliaColombia, Dominican Republid.cuador,
GuatemalaMexico, PanamaParaguay, Peru, and the Philippindss partof the TTU
initiative, HSI providesequipmentindincreaseperationalsupportto theseTTU partners
to ensurethe network'ssuccessfutlevelopment.
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Department of Justice

Drug Enforcement Administration

The Drug Enforcement Administrationds (DEAOG6s)
gui dance to DEAG6s domestic and foreign office
agencies, on issues relating to all aspects of financial investigationsofk®in conjunction

with DEA offices, foreign counterparts, and other agencies to effectively identify the financial
infrastructure supporting drug trafficking organizations and provide its financial expertise to

fully dismantle and disrupt all aspecftstioese criminal organizations. Additionally, FO

facilitates cooperation between countries, resulting in the identification and prosecution of drug
money laundering organizations as well as the seizure of assets and the denial of revenue. FO
regularly brefs and educates United States diplomats, foreign government officials, and military

and law enforcement counterparts regarding the latest trends in money laundering, narco

terrorism financing, international banking, offshore corporations, internatioreatransfers of

funds, and financial investigations.

FO conducts international training for foreign counterparts to share strategic ideas and promote
effective techniques in financial investigations. During 2015, FO provided training on basic
moneylaundering, trade based money laundering, undercover financial operations, basic
financial investigations, and financial intelligence to Peruvian law enforcement in Lima, Peru;
Dutch, Belgian, French, Spanish, and Italian law enforcement in Deauvilleg-ramstralian

law enforcement in Manly and Canberra, Australia; the Royal Thailand Police in Bangkok,
Thailand; as well as the Senegalese Gendarmerie in Dakar, Senegal on the development of
money laundering profiles and risk assessment strategies amdrpsog

Federal Bureau of Investigation

The Federal Bureau of Investigation (FBI), through an agreement with the Department of State
and other agencies, provided training and/or technical assistance to law enforcement personnel in
the Philippines and Sowghst Asia.All the trainings and technical assistance programs were
designed to enhance host country law enforcement capacity to investigate and prosecute money
laundering and terrorism financing crimeghe original agreementas intended to support

capacity building efforts from the beginning of fiscal year 2014 through the end of fiscal year

2015. A new agreement was recently signed to extend the program through the end of fiscal year
2017.

As part of this program, an interagency law enforcemehtftase,the Joint Terrorism Financial
Investigation Group (JTFIG), was established in the Philippifiee. JTFIG meets weekly

to address terrorism financing threats in the Philippines and Southeast Asia and includes
representatives from the FBI, the Rppine AnttMoney Laundering Council, the Philippine
National Bureau of Investigation Coun{Berrorism Division, the Philippine Center on
Transnational Crime, and Philippine National Police representatives from the Directorate for
Intelligence, Intelligene Group, Criminal Investigation and Detection Group, Special Action
Force, AntiKidnapping Group, and AntCybercrime Group. To support the initiative, FBI Los
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Angeles has deployed agents to Legat Manila, on a continuing temporary duty basis, to work

with Philippine agencies through the JTFIG and provide terrorism financing trainings, in

coll aboration with the FBIG&s Terrorist Financ
entities in the Philippines and throughout Southeast Asia.

Another lage component of this initiative is to help enhance the overall counterterrorism
capacity in Southeast Asia, by training law enforcement agencies in countries throughout the
region on various components of terrorism financing networks and operabangsg the last

year, TFOS agents have provided weeklong terrorism financing trainings to law enforcement
officials in the Philippines, Indonesia, and Malaydiaaddition, specific followup blocks of
training have been provided to individuals in the Phihpp, Thailand, Malaysia, and Indonesia.
TFOS also provided training in Vietnam.

Il n September 2015, the AFinanci al |l nvestigati
and Other Compl ex Cr i mdtendees wese 30 Rakislafficens wtho h a, Q
oversight of complex financial crime investigations. Objectives for the program include

developing knowledge and skills in the following areas: modern basic financial investigation
techniques, including international best practices; idgngfpatterns of criminal activity linked

to terrorist and other criminal organizations; interpreting and analyzing suspicious transaction

reports; mitigating and combatting threats from emerging technologies; securing, analyzing, and
using financial evidece in criminal trials; asset identification, confiscation, and management;

the development and use of human intelligence; and the development and use of task forces.

The FBI also conducts training through the International Law Enforcement Academieg {(lLEA
Bangkok, Thailand; Budapest, Hungary; Gaborone, Botswana; and San Salvador, El Salvador.
In 2015, the FBI delivered training to 610 students from 15 countries at ILEA Budapest. At
ILEA Bangkok, the FBI provided training to 214 students from nineg@s in the Supervisory
Criminal Investigators Course. At ILEA Gaborone, the FBI provided training to 245 students
from 19 African countries. At ILEA San Salvador, the FBI provided training to 576 students
from 19 Latin American countries.

Additionally, the FBI provided courses in various countries regarding AML/CFT and related
topics. Courses on money laundering and associated topics, such as illicit finance and
cybercrime, were held in Brazil, Ghana, and Italy. Seminars and workshops on terrorist
financing were given in several locations to participants from Colombia, Georgia, Ghana,
Mauritius, Paraguay, Seychelles, and Uruguay. A seminar on terrorism and weapons of mass
destruction was held in Albania. Finally, workshops on financial intellggand asset
forfeiture/money laundering were given in Tunisia and Morocco, respectively.

Office of Overseas Prosecutorial Development, Assistance
and Training; the Asset Forfeiture and Money Laundering
Section; and the Counterterrorism Section

OfficeofOver seas Prosecutori al Devel opment, Assi s
Training and Technical Assistance Program
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OPDAT assesses, designs, and implements training and technical assistance programs for U.S.
criminal justice sector counterparts overseas. OPDAT draws upon the AML/CFT expertise
within the Department of Justi ceetRofeifude)and i ncl u
Money Laundering Section (AFMLS), the National Security Division (NSD), and U.S.
Attorneybés Offices to train and advise foreig

I n addition to training programs targidesed to
long-term, incountry assistance through Resident Legal Advisors (RLAs). RLAs are federal
prosecutors who work directly with counterparts in legal and law enforcement agencies to

provide incountry technical assistance to improve capacity, efficiesey professionalism

within foreign criminal justice systems. To promote reforms within the criminal justice sector,

RLAs provide assistance in legislative drafting; modernizing institutional structures, policies and
practices; and training law enforcemigersonnel, including prosecutors, judges, iaimd

coll aboration with DOJO0s International Cri min
(ICITAP) 1 police and other investigative officials. OPDAT often works with other donors and
multilateral orgaizations as well.

In 2015, OPDAT, AFMLS, and NSD met with and provided presentations to more than 30
international visitors from more than 10 countries on AML and/or CFT topics through the State
Departmemed International Visitors Leadership Programl(R). Presentations covered U.S.
policies to combat terrorism, U.S. legislation and issues raised in implementing new legislative
tools, and the changing relationship of criminal and intelligence investigations. The meetings
also covered money launderiagd material support statutes and national and international
cooperative efforts to combat criminal and terrorist activity, and strategies for countering
radicalization and violence. Of great interest to visitors is the balancing of civil liberties and
national security issues, as well as FATF compliance and implementation.

Anti-Money Laundering/Asset Forfeiture/Fraud

In 2015, OPDAT and AFMLS provided assistance in drafting AML statutes compliant with
international standards and related confiscdBgislation, and provided training to foreign

judges, prosecutors, and law enforcement officials; legislators; customs, supervisory, and
financial intelligence unit personnel; and private sector participants. The content of individual
technical assistanger ogr ams varied depending on the part
addressed in 2015 include the investigation and prosecution of complex financial crimes,
economic crimes, money laundering, and corruption; the use of asset forfeiture as a law
enfarcement tool; preseizure planning and asset management issues; counterfeiting; real estate
fraud; digital currency, and international mutual legal assistance. AFMLS experts participated in
a variety of conferences and seminars around the world, includ@igina, Philippines, Ukraine

and Thailand.

Based on guidance and recommendations from OP
other DOJ components, Algeria released new AML/CFT guidelines in September 2015 related to
freezing terrorist assets thadbse a potential loophole in the existing regime. As a result of U.S.
government technical assistance, which included NSD and OPDAT, on October 23, 2015, the

10
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FATF removed Algeria from its Public Statement, a list of countries with strategic deficiencies
in their AML/CFT regimes.

OPDAT designed and implemented a fol@y curriculum on Financial Investigations and

Money Laundering in Panama in August 2015, creating an interagencyhiedrainers group

of prosecutors, judges, investigators, forensaoaantants, and financial analysts. The

Panamanian trainers have since delivered the program twice in 2015, and will continue to deliver

the program to criminal justice and other practitioners in 2016. AFMLS, OPDAT, and the Office

of International Affairgprovided several days of training in the Philippines in May 2015 focused

on money laundering, confiscation, and mutual legal assistance to further AML and asset
confiscation programs, particularly involving financial crimes and corrup#dfMLS also

provi ded advice on the Philippinesdéd draft | egi s
stemming from narcotics and money laundering offenses.

AFMLS, working with OPDAT and UNODC, provided technical assistance to representatives of
the Government of Indwesia in draftindegislation for norconviction based confiscatiorin

August 2015, AFMLS provided lectures on using AML and asset forfeiture provisions in all

types of corruption cases at a training organized by APEC. AFMLS participated in the Treasury
led U.S-China SED (Strategic and Economic Dialogues) sessions focusing on AML/CFT in

April and December 2015. AFMLS also provided lectures to a delegation of Chinese judges and
lawyers as part of a conference organized by the International Law Institigust 2015 in
Washington, D.C., relating to money laundering and asset confiscation; as well as, in May 2015,
on money laundering, confiscation, and mutual legal assistance to a delegation of judges,
prosecutors, and lawyers from Brazil.

AFMLS, working with OPDAT, over a period of months in 2015, provided advice and made
recommendations to a delegation of Ukrainian officials and NGOs who were working to reform
Ukrainebds asset management and asset confisca
background materials and examples of polices and legislation and met with the delegation.

AFMLS followed up with specific comments on the legislation the Ukrainians developed.

In 2015, AFMLS also provided technical assistance to the governments ofid@and Ecuador

on AML legislation, and to Costa Rica and the Dominican Republic on confiscation of criminal
proceeds, including for money laundering offenses. DOJ officials also participated in a
symposium on a legislative proposal for asset confiscatider the laws of the Dominican
Republic in the Dominican Republic.

Terrorism/Terrorist Financing

Il n 2015, funding from the Department of State
RLAs, located in Algeria, Bangladesh, Iraq, Kenya,d?aa, Senegal, Turkey, and the United

Arab Emirates (UAE) to focus on AML/CFT efforts. The RLA for the UAE is responsible for

OPDAT program activities in the UAE, Bahrain, Jordan, Kuwait, Oman, Qatar, Saudi Arabia,

and Yemen. Additionally, in 2015, the gtenal Security Initiative supported an Intermittent

Legal Advisor (ILA) for Colombia and Paraguay. RLAs in the Philippines, Indonesia, and

Malaysia are partially supported by funds earmarked for counterterrorism. Working in countries

11
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deemed to be vulnable to terrorist financing, RLAs focus on money laundering and financial

crimes, and developing counterterrorism legislation that comports with international standards.

The RLAs implement these programs by providing training, assistance in legislatfthegglr

and support for the countriesdéd AML/ CFT effort

In October 2015, AFMLS conducted a wdekg conference for a delegation of Lebanese

judges and prosecutors working on remmviction based confiscation legislation and reforming
their asset managemteoperations.In December 2015, AFMLS participated in AFAR, the Arab
Forum on Asset Recovery in Tunisia, including making presentations and conducting bilateral
meetings with representatives from countries working to recover assets for Arab Spring
counties. The conference was organized by Germany, Qatar, and Tunisia with support from the
Us.

Some highlights of the RLAs6 efforts in 2015
Bangladesh, Pakistan, Panama, and Turkey on the development of AMlg@slation.

Indonesia passed a CFT law in 2013 and the OPDAT RLA is now working with the Government

of Indonesia to implement this law. Panama passed a comprehensiv€RAMlaw in 2015, to

include the freezing of terrorist assets, and the OPDAT ®brked on the development of the
legislation and corresponding regulations and continues to assist with implementation. In

addition, NSD and OPDAT have provided bilateral technical assistance, via the relevant RLAs

and ILAs, to the Governments of AlgerBahrain, Indonesia, Iraq, and the Maldives.

Additional OPDAT activities focusing on AML/CFT topics were conducted in Algeria,
Bangladesh, Colombia, Egypt, Indonesia, Jordan, Kenya, Malaysia, Mauritania, Niger, Nigeria,
Philippines, Qatar, Panama, ParaguTlurkey, the UAE, and Yemen. NSD met with delegations
from and provided capacity building on AML/CFT topics to countries such as Algeria,
Argentina, Brazil, Chile, Colombia, Egypt, El Salvador, Iraq, Kenya, Kuwait, Jordan, the
Maldives, Oman, Panamaaguay, Peru, Saudi Arabia, Lebanon, Qatar, Tunisia, and Turkey.

12
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Department of State

The U. S. Department of Stateds Bureau for
(INL) Office of Anti-Crime Programs helps strengthen criminal jussiggtems and the abilities
of law enforcement agencies around the world to combat transnational criminal threats before

they extend beyond their borders and impact our homeland. Through its international programs,

as well as in coordination with other INiffices, other bureaus of the Department of State, U.S.
government agencies, and multilateral organizations, the INL Office ofGxmtie Programs
addresses a broad cresection of law enforcement and criminal justice sector areas including:
counternaratics; drug demand reduction; money laundering; financial crime; terrorism
financing; transnational crime; smuggling of goods; illegal migration; trafficking in persons;
border controls; document security; wildlife trafficking; corruption; cybercrime;rozgd

crime; intellectual property rights; police academy development; and assistance to law
enforcement, judiciaries, and prosecutors.

In 2015, INL-funded training was delivered to many countri8sipported by and in
coordination with the U.S. Departntesf State, U.S. Department of Justice (DOJ), U.S.

Department of Homeland Security (DHS), and the U.S. Department of the Treasury, INL and the

nt

State Departmentdés Bureau for Count emilioer rori s

dollar training andechnical assistance program designed to develop or enhance the capacity of
countries which are vulnerable to being used for financing terrofidra.capacity to thwart the
funding of terrorism is linked to a robust AML regimia. 2015, this collaboratin provided a

variety of law enforcement, regulatory, and criminal justice programs worldwikis.

integrated approach includes assistance with the drafting of legislation and regulations that
comport with international standards; the training of lavorr@ment, the judiciary, and

financial sector regulators; and the development of financial intelligence units (FIUs) capable of
collecting, analyzing, and disseminating financial information to foreign anaogsrses and
training have been provided ing United States as well as in the jurisdictions and regions where
the programs are targeted.

The State Department, in conjunction with
Department of Treasury, has supported the establishment and developeight trade
transparency units (TTUs) in the Americas. The misuse of trade is often used in-counter
valuation and is the common denominator in
transfer and remittance systems. These informal schemed@eealle to exploitation not only

by money launderers but also terrorism financiers. TTUs, designed to help identify significant
disparities in import and export trade documentation, continue to enjoy success in combating
money laundering and other tragdated financial crimes. Similar to the Egmont Group of FIUs
that examines and exchanges information gathered through financial transparency reporting
requirements, an international network of TTUs fosters the sharing of disparities in trade data
among ountries and is a potent weapon in combating customs fraud and&seld money
laundering.

In 2015, INL also provided support to the UN Global Programme against Money Laundering
(GPML). In addition to sponsoring money laundering technical assistasr&shops and

providingshott er m tr ai ning cour ses, GPMLG6s me-ntor.i
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term basis to specific countries or regions. GPML mentors have focused on providing support
and assistance to regional asset recovery networks th 8éica and South America, as well as
promoting the establishment of similar asset forfeiture support networks in West Africa and the
Asia Pacific region. The resident mentor based in South Africa continued to implement and
monitor the Prosecutor Placent Program, an initiative aimed at building the capacity of
prosecutors involved in asset forfeiture actiombe GPML mentor in Central Africa focused on
assisting the Task Force on Money Laundering in Central Africa (GABAC) to become a FATF
associate ®mber. The GPML mentors in Central Asia and the Mekong Delta continued

assisting the countries in those regions to develop viable AML/CFT regimes. The Mekong Delta
ment or has recently begun working with Bur mabd
such a regime. GPML continues to develop interactive compatsrd programs for

distribution, translated into several languages.

INL has established and continues to support programs incorporating intermittentiondull

legal, FIU, asset forfeiturend law enforcement mentors at selected overseas locations. These
advisors, be they U.S. government or GPML, work directly with host governments to assist in
the creation, implementation, and enforcement of AML/CFT measures. INL also provided
several fedral agencies funding to conduct matency financial crime training assessments
and develop specialized training in specific jurisdictions to combat money laundering.

INL continues to provide significant financial and substantive support for mang ahth

money laundering bodies around the globe. In addition to sharing mandatory membership dues

to FATF and the Asia/Pacific Group on Money Laundering (APG) with the U.S. Department of

the Treasury and DOJ, INL is a financial and/or participative stgpof FATFstyle regional

bodi esd secretariats and training programs, i
Caribbean Financial Action Task Force (CFATF), the Intergovernmental Action Group against
Money Laundering in West Africa (GIABA), therrancial Action Task Force of Latin America
(GAFILAT), the APG,GABAC, and the Eastern and Southern Africa Avitney Laundering

Group (ESAAMLG).

INL also supports the capacity building efforts by the Organization of American States (OAS)
Inter-AmericanDrug Abuse Control Commission (CICAD) Experts Group to Control Money
Laundering and the OAS Coun{€errorism Committee through program design, sustained
engagement, and funding. OAS/CICAD has successfully improved the capacity of investigators,
prosecutes, and judges throughout Latin America through its mock investigation and trial
workshops and its confiscated criminal assets management programs. OAS/CICAD also
continues to work with FIUs.

INL supports additional efforts, including those focusinghon-bank financial institutions and
the issue of remittances, by working with other bureaus within DOS, GPML, other international
organizations, and other countries.

As in previous years, INL training programs continue to focus on both interagencyeab #aue

mul til ater al efforts. When possible, we seek
enforcement, judicial, and central bank authorities. The goal is to design and provide training

and technical assistance for countries that demonstrapelitieal will to develop viable

14
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AML/CFT regimes. This allows for extensive synergistic dialogue and exchange of information.

| NL6s approach has been used successfully
America, and Eastern Europe. INLa@lsrovides funding for many of the regional training and
technical assistance programs offered by the various law enforcement agencies, including
assistance to the International Law Enforcement Academies.

International Law Enforcement Academies (ILEAS)

The International Law Enforcement Academies (ILEA) program is an interagency effort to
combat international crime through training and capacity building for foreign criminal justice
personnel. The ILEA program helps to protect U.S. interests through edhaternational
cooperation; and to promote social, political, and economic stability by combating crime. To
achieve these goals, the ILEA program providesHogdility training and technical assistance,
supports institution building and enforcement dalitgt development, and fosters relationships
among American law enforcement agencies and their counterparts around the world. The
program has grown to five academies worldwide, and has provided training to over 50,000
students from over 85 countries iffrida, Europe, Asia, and across Latin America. The
Department of State coordinates with the Departments of Justice, Homeland Security, and
Treasury, as well as foreign government counterparts to implement the ILEA program.

In addition to core program#)e ILEA curriculum includes specialized short courses for law
enforcement or criminal justice officials on specific topics. Additionally, regional seminars or
workshops present various emerging law enforcement topics such as transnational crimes,
finandal crimes, and counterterrorism.
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Department of the Treasury

Financial Crimes Enforcement Network

The Financial Crimes Enforcement NetwdFtnCEN) is the U.S. financial intelligence unit

(FIU). During 2015, FinCEN conducted bilateral and multilateral training and assistance with

foreign counterpart FIUs and various agencies and departments. This included spearheading a
project aimed at nitilateral information sharing between various FlUs to analyze and combat

| SI Lé6s efforts with regard to terrorist finan
Analyst Exchange program to enhance its analytic capabilities and strengtheronpkrati

collaboration with FInCEN through exchange and analysis of-i8lkted financial intelligence
data.Goal s i ncluded providing participants an ov
as well as identifying, tracking, and developing actiona®le-related operational intelligence

through joint analysis of previously exchanged financial intelligence data.

FINnCEN also coordinated with regional partners and the Egmont Group of FIUs to hold major
courses on FIU strategic analysis. FINCEN impletee the Egmont Strategic Analysis Course
for Financial Intelligence Units of the Latin America Financial Action Task Force in Lima,
Peru. FINCEN facilitated the training to 31 participants from 12 countries, which was planned
for and conducted entirelp iSpanish.This program gave participants an understanding of the
skills, practices, and standards required to prepare quality strategic intelligence reports.

FINCEN also implemented an Analyst Exchange program with the Kenyan FIU. Such a program
promoed good governance and aotirruption efforts. Additionally, FInCEN held bilateral
discussions with the Uganda FIU and talks wii-level Ghanaian officials.

Internal Revenue Service, Criminal Investigations

For calendar year 2015, the Interna&v@nue Service, Criminal Investigation (HC$) continued

its involvement in international training and provided technical assistance to international law
enforcement officers in detecting tax, money laundering, and terrorist financing crimes, and
preventng public corruption. With funding provided by the U.S. Department of State (DOS)
and other sources, IRSI delivered training through agency and nyaliency technical
assistance programs. Training consisted of Financial Investigative Technique&(&tlit)and
Public Corruption, Special Investigative Techniques (SIT), and Law Enforcement Leadership
Development (LELD) courses at the International Law Enforcement Training Academies
(ILEA).

Financial Investigative Techniques Training
In 2015, IRSCI conducted FIT courses funded by an interagency agreement between the DOS
and IRSCI. Fifteen courses were conducted in the Ivory Coast, Brazil, China, Indonesia, South

Africa, Kenya, Panama, El Salvador, Thailand, Trinidad and Tobagoaiii@yzand Hungary.
Over 500 individuals participated in these courses.
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International Law Enforcement Academy Training

IRS-CI participated in training at the ILEAS located in Bangkok, Thailand; Budapest, Hungary;
Gaborone, Botswana; and San Salvador, El Salvador. Programs included support for the LELD
courses, plus FIT and Fraud and Public Corruption training.

During 2015 IRS-CI participated in training programs at the ILEAs for participants from

Albania, Antigua and Barbuda, Bahamas, Barbados, Belize, Bosnia and Herzegovina, Botswana,
Bulgaria, Burundi, Colombia, Comoros, Costa Rica, Democratic Republic of Congo, Bamini
Republic, El Salvador, Gabon, Grenada, Guatemala, Guyana, Haiti, Honduras, Hungary,
Jamaica, Kazakhstan, Kenya, Kosovo, Lesotho, Macedonia, Madagascar, Mauritius, Mexico,
Moldova, Panama, Paraguay, Peru, St. Lucia, St. Kitts, Tanzania, Togo, Ukraigeay] and

Zambia

Other Training Initiatives

From July 13 through July 25, 2015, I®3 conducted two oneeek Fraud and Public
Corruption courses at ILEA Bangkok in Bangkok, Thailand. At least 78 participants attended
the training. Participants fno Laos, Malaysia, Thailand, and Vietnam attended.

From July 20 through July 25,2015,/ ®Sl pr ovi ded an instructor for
Accusatory Systemo course in Mexico City, Mex
Department of Justice @vseas Prosecutorial Development Assistance and Training (DOJ

OPDAT).

From September 21 through September 25, 20150RS®nducted Fraud and Public
Corruption training in Brasilia, Brazil. Forfpur participants attended the course that was
funded byDOSCT.

Finally on November 30 through December 11, 2015;@R8osted twentyone participants
from Colombia for the Policia Economica Financiera Comprehensive Financial Investigations
Course that was held at NCITA. The course was funded by-DID&nd NAS.

Office of the Conmptroller of the Currency

The U.S. Department of Treasuryodos Office of t
regulates and supervises all national banks and federal savings associations in tsegdabis

to ensurghese institutions operate in a safe and sound manner and comply with all consumer
protection and AML laws and implementing regulatiofiis2015, the OCC sponsored several

initiatives to provide AML/CFT training to foreign banking supervisorbese iniiatives

include its annual AML/CFT School, which is designed specifically for foreign banking

supervisors to increase their knowledge of money laundering and terrorism financing typologies

and improve their ability to examine and enforce compliance wtitbmad laws. The 2015 AML

School was attended by foreign supervisors from Canada, China, Hong Kong, India, Indonesia,
Malaysia, Panama, South Korea, Singapore, Tanzania, and Turkey. In addition to organizing
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and conducting schools, OCC officials also meitvidually, both in the U.S. and overseas, with
representatives from foreign law enforcement authorities, financial intelligence units, and

AML/ CFT supervisory agencies to discbasel the U
approach to AML/CFT sugrvision, examination techniques and procedures, and enforcement

actions.

The OCC continued its industry outreach efforts to the international banking community during

2015 by participating with other federal banking agencies in regulator panels atitute rof

International Bankers, and the Association of CertifiedMtn ey Laundering Spec
Annual International AntMoney Laundering Conferenc&he focus of the regulator pan&ss

keeping pace with global regulatory changes.

In 2015,the OCC also participated in a series of FATF working group and plenary meetings as
well as the Basel Committee on Banking Supervision-Maney Laundering Expert Group.

OCC participated in a significant number of international working groups/ppiiate

dialogues in 2015 that includeepresentatives froi@entral America, Mexico, China, the U.K.,
India and thd”ersianGulf region On an ad hoc basis, OCC meets with delegations from various
countries to discuss the U.S. AML regime and its approachrtducting supervisory

examinations.

Office of Technical Assistance

OTA is comprised of five teams focused on particular areas of financial sector technical
assistance to foreign governments. The mission of the OTA Economic Crimes Team (ECT), in
particular, is to provide technical assistance to develop internationally compliant AML/CFT
regimes. OTA supports seaktliance by providing countries with the knowledge and skills
required to move towards sdiifficiency and to reduce dependence orrinatonal aid. OTA

works sideby-side with counterparts by introducing sound practices in daily work routines
through ongoing mentoring and-time-job training, which is accomplished throughlocation,
whether in a financial intelligence unit, centrahlix, finance ministry, law enforcement

authority, or other relevant government agency.

In the context of providing technical assistance to reform AML/CFT frameworks, the ECT also
addresses other financial and predicate crimes, including corruption amizexdycrime. To

ensure successful outcomes, ECT engagements are predicated on express requests by foreign
government counterparts. ECT management conducts-sitecgissessment of the jurisdiction

to consider, not only neoompliance with internationatandards and the corresponding need for
technical assistance, but also willingness by the counterpart to engage in active partnership with
the ECT to address those deficiencies.

An ECT engagement, tailored to the specific conditions of the jurisdictian,involve

placement of a resident advisor or utilization of intermittent advisors under the coordination of a
team lead. The scope of ECT technical assistance is broad and can include awaiseengss

aimed at the range of AML/CFT stakeholders; improgats to an AML/CFT legal framework

to include legislation, regulations, and formal guidance; and improvement of the technical
competence of stakeholders. The range ethejob and classroom training provided by the
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ECT is equally broad and includes, @mg other topics, supervisory techniques for banking,
money and value transfer systems, securities, insurance, gaming, and other regulatory areas;
analytic and financial investigative techniques; cilosder currency movement; trabased

money launderig; asset seizure, forfeiture, and management; and the use of interagency
financial crimes working groups.

In 2015, following these principles and methods, the ECT delivered technical assistance in
Burma, Cambodia, Cabo Verde, Costa Rica, Dominica, EB8aty Ghana, Guatemala,

Honduras, Jamaica, Paraguay, Peru, and Saudi Arabia. Representative counterpart
accomplishments from around the world that were supported by that technical assistance include
the followingactivities. In Burma, the Central Bank,ith ECT guidance, hosted a successful

and weltattended compliance forum in September 2015 and by the end of the year assumed the
full leadership role in planning a series of private sector compliance fora expected.ilr2016

Cabo Verde, counterparts foed an interagency Financial Crimes Working Group that is

addressing functional gaps in the AML/CFT framework to include a-droster currency

declaration regimeEl Salvador approved a cash bulk smuggling law in August 2015 that

provides for criminal @nctions for failure to declare currency and other monetary instruments

equal to or exceeding $10,000 a mai cadés Maj or Or-Qoarupiiom &gdncyCr i me
implemented a new case management system that helped reduce its active investigations by 50%
thus allowing investigators to focus on priority cases and gain greater depth in investigations
Lastly, the Peruvian asset management agency successfully disposed of specialized forfeited
assets, netting over $300,000 in a jewelry auction and oveiilldn in real estate auctions,

providing much needed funding support for Peruvian law enforcement agencies.
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Treaties, Agreements, and Asset Sharing

Treaties

Mutual Legal Assistance Treaties (MLATS) allow generally for the exchange of evidence and
information in criminal matters and proceedings related to criminal matters. In money
laundering cases, MLATSs can be extremely useful to obtain banking and other financial records
from treaty partnersThe Department of State, in cooperation with the Depamt of Justice,
negotiates MLATs. The United States has MLATSs in force with the following countries:
Antigua and Barbuda, Argentina, Australia, Austria, the Bahamas, Barbados, Belgium, Belize,
Bermuda, Brazil, Canada, Cyprus, Czech Republic, DenmarkjrizanEgypt, Estonia,

Finland, France (including St. Martin, French Guiana, French Polynesia, Guadeloupe, and
Martinique), Germany, Greece, Grenada, Hong Kong, Hungary, India, Ireland, Israel, Italy,
Jamaica, Japan, Latvia, Liechtenstein, Lithuania, Lubamg, Malaysia, Malta, Mexico,

Morocco, the Kingdom of the Netherlands (including Aruba, Bonaire, Curacao, Saba, St.
Eustatius, and Sint Maarten), Nigeria, PanaimaPhilippines, Poland, Portugal, Romania,
Russia, Slovak Republic, Slovenia, St. Lucia,K#ts and Nevis, St. Vincent and the

Grenadines, South Africa, South Korea, Spain, Sweden, Switzerland, Thailand, Trinidad and
Tobago, Turkey, Ukraine, United Kingdom (including Anguilla, British Virgin Islands, Cayman
Islands, the Isle of Man, Montsatr and Turks and Caicos), Uruguay, and Venezuala.

addition, on February 1, 2010, 27 UEBJ Instruments/Agreements/Protocols entered into force
that either supplemented existing MLATS or created new mutual legal assistance relationships
between the Uted States and every member of the Hlhe U.S-Bulgaria Extradition Treaty

also includes an Agreement on Certain Aspects of Mutual Legal Assistance in Criminal Matters
that institutes some key provisions of the LES®. Agreement. The United States igjaged in
negotiating additional MLATSs with countries around the wofldhe United States also has

signed and ratified the Inté&fmerican Convention on Mutual Legal Assistance of the
Organization of American States, the United Nations Convention againsip@ion, the United
Nations Convention Against Transnational Organized Crime, the International Convention for
the Suppression of the Financing of Terrorism, and the 1988 UN Drug Convention.

Agreements

In addition to MLATS, the United States has a Maltuegal Assistance Agreement (MLAA)

with China and Taiwaand an Agreement on Drug Trafficking and Forfeiture with Singapore.

The United States also has entered into bilateral executive agreements on forfeiture cooperation
with 20 countries, includingAndorra, Anguilla, Austria, British Virgin Islands, Canada, the
Cayman Islands, Colombia, Dominican Republic, Ecuador, Hong Kong, Jamaica, Mexico,
Monaco, Montserrat, Netherlands, Singapore, Turks and Caicos Islands, the United Kingdom,
and the Bailiwickf Jersey and Guernsey (in drug cases only).

Treasuryb6és FinCEN has a Memorandum of Under st

place with many other FIUs to facilitate the exchange of information between FINCEN and the
respecti ve c oEkNmhasralyMQU ofah ékxchangerof lett€'s with the FIUs in
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Afghanistan, Albania, Argentina, Aruba, Australia, Belgium, Bermuda, Brazil, Bulgaria, Canada,
Cayman Islands, Chile, Croatia, Cyprus, Egypt, France, Fiji, Guatemala, the Holy See,

Indonesia, Israeltaly, Japan, Macedonia, Malawi, Malaysia, Mauritius, Mexico, Moldova,
Montenegro, Netherlands, Nigeria, Panama, Paraguay, the Philippines, Poland, Romania, Russia,
San Marino, Saudi Arabia, Senegal, Serbia, Singapore, Slovenia, South Africa, South Korea,
Spain, Sri Lanka, the Money Laundering Prevention Commission of Taiwan, Turkey, and the
United Kingdom. FIinCEN also exchanges information with other members of the Egmont

Group of FIUs pursuant to the Egmont Principles for Information Sharing BetwesrfdflU

Money Laundering and Terrorism Financing Cases. During 2013, FInCEN established an MOU

to facilitate the exchange of supervisory inf
Securities Commission, in suppocra5 BfCENbot h age
signed MOUs with the FIUs of Macau and ChiianCEN also established an MOU to facilitate

the exchange of supervisory information with

Analysis Centre of Canada, FTimssiomupport of both

Asset Sharing

Pursuant to the provisions of U.S. law, including 18 U.S.C. § 981(i), 21 U.S.C. § 881(e)(1)(E),
and 31 U.S.C. § 9703(h)(2), the Departments of Justice, State, and Treasury have aggressively
sought teencourage foreign governments to cooperate in joint investigations of narcotics
trafficking and money laundering, offering the possibility of sharing in forfeited assets. A

parallel goal has been to encourage spending of these assets to improve natatdettaw
enforcement. The long term goal has been to encourage governments to improve asset forfeiture
laws and procedures so they will be able to conduct investigations and prosecutions of narcotics
trafficking and money laundering that include a$sdeiture.

From Fiscal Year (FY) 1989 through FY 2015, the international asset sharing program
administered by the Department of Justice shared $258,333,279 with 48 countries. In FY 2015,
the Department of Justice shared a total of $8,790,087 witlediwetries and shared with

Curacao for the first time. Prior recipients of shared assets include: Anguilla, Antigua and
Barbuda, Argentina, Bahamas, Barbados, Belgium, Bermuda, British Virgin Islands, Canada,
Cayman Islands, Colombia, Costa Rica, DominiB&public, Ecuador, Egypt, Germany,

Greece, Guatemala, Guernsey, Honduras, Hong Kong, Hungary, Indonesia, Ireland, Isle of Man,
Israel, Italy, Jersey, Jordan, Liechtenstein, Luxembourg, Mexico, Netherlands Antilles, Panama,
Paraguay, Peru, Romania, SoAfhica, Switzerland, Thailand, Turkey, the Turks and Caicos
Islands, the United Kingdom, Uruguay, and Venezuela.

To date, Antigua and Barbuda, the Bahamas, Canada, Cayman Islands, Hong Kong, Jersey,
Liechtenstein, Luxembourg, Netherlands, Singapore,zewand, and the United Kingdom have
shared forfeited assets with the United States.

The United States has permanent bilateral forfeited asset sharing agreements with 20
countries.During FY 2015, new sharing agreements entered into force with Gueingey
Jersey.Other such agreements are in force with Andorra, Anguilla, Austria, the British Virgin
Islands, Canada, the Cayman Islands, Colombia, the Dominican Republic, Ecuador, Hong Kong,

21



INCSR 2016 Volume Il Money Laundering and Financial Crimes

Jamaica, Mexico, Monaco, Montserrat, Netherlands, Singaporéutke and Caicos Islands,
and the United Kingdom.

From FY 1994 through FY 2015, the international askaring program administered by the
Department of Treasury shared $40,343,787 with foreign governments that cooperated and
assisted in successful foitigre investigations. Recipients of shared assets include: Antigua &
Barbuda, Aruba, Australia, the Bahamas, Brazil, Canada, Cayman Islands, China, Dominican
Republic, Egypt, Guernsey, Honduras, Isle of Man, Japan, Jersey, Luxembourg, Malta, Mexico,
Netherlands, Nicaragua, Palau, Panama, Portugal, Qatar, St. Vincent & the Grenadines,
Switzerland, the United Kingdom, and Vietnam.
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Multilateral Organization and Programs

The Financial Action Task Force and FATF-Style Regional
Bodies

The Financial Action Task Force

The Financial Action Task Force (FATF), created in 1989, is angaeernmental body whose
purpose is the development and promotion of national and international policies to combat
money laundering and terrorist financing. The FATFently has 36 members, comprising 34
member countries and territories and two regional organizations, as follows: Argentina,
Australia, Austria, Belgium, Brazil, Canada, China, Denmark, Finland, France, Germany,
Greece, Hong Kong, Iceland, India, Inedk Italy, Japan, Luxembourg, Mexico, The Kingdom of
the Netherlands (includes the Netherlands, Aruba, Curacao, and Sint Maarten), New Zealand,
Norway, Portugal, South Korea, Russian Federation, Singapore, South Africa, Spain, Sweden,
Switzerland, TurkeyWnited Kingdom, the United States, the European Commission, and the
Gulf Cooperation Council.

There are also nine FAT$tyle regional bodies that, in conjunction with the FATF, constitute an
affiliated global network to combat money laundering and thentimg of terrorism.

The Asia/Pacific Group on Money Laundering (APG)

The Asia/Pacific Group on Money Laundering (APG) was established in 1997. The APG has 41
members: Afghanistan, Australia, Bangladesh, Bhutan, Brunei Darussalam, Burma, Cambodia,
Canala, China, Cook Islands, Fiji, Hong Kong, India, Indonesia, Japan, Laos, Macau, Malaysia,
Maldives, Marshall Islands, Mongolia, Nauru, Nepal, New Zealand, Niue, Pakistan, Palau, Papua
New Guinea, Philippines, Samoa, Singapore, Solomon Islands, South Koreanka, Taiwan,
Thailand, Timor Leste, Tonga, United States, Vanuatu, and Vietham.

The Caribbean Financial Action Task Force (CFATF)

The Caribbean Financial Action Task Force (CFATF) was established in 1992. CFATF has 27
members: Anguilla, Antigua & Barbuda, Aruba, The Bahamas, Barbados, Belize, Bermuda,
British Virgin Islands, Cayman Islands, Curacao, Dominica, Dominican Repubialdor,
Grenada, Guatemala, Guyana, Haiti, Jamaica, Montserrat, St. Kitts & Nevis, St. Lucia, St.
Vincent & the Grenadines, Sint Maarten, Suriname, Trinidad & Tobago, Turks & Caicos Islands,
and Venezuela.

The Committee of Experts on the Evaluation of Anti-Money
Laundering Measures and the Financing of Terrorism (MONEYVAL)

The Committee of Experts on the Evaluation of Avoney Laundering Measures and the
Financing of Terrorism (MONEYVAL) was established in 1997 under the acronyR-BE.
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MONEYVAL is comprised of 30 permanent members and two temporary, rotating FATF
members. The permanent members are Albania, Andorra, Armenia, Azerbaijan, Bosnia and
Herzegovina, Bulgaria, Croatia, Cyprus, Czech Republic, Estonia, Georgia, the Holy See,
Hungary, Isael, Latvia, Liechtenstein, Lithuania, Macedonia, Malta, Moldova, Monaco,
Montenegro, Poland, Romania, Russian Federation, San Marino, Serbia, Slovak Repubilic,
Slovenia, and Ukraine. The rotating FATF members are currently France and Italy. By virtue of
Resolution CM/Res(2012)6, the UK Crown Dependencies of Guernsey, Jersey, and the Isle of
Man formally participate in the mutual evaluation procedures of MONEYVAL, as does the
British Overseas Territory of Gibraltar via Resolution CM/Res(2015)26.

The Eastern and Southern Africa Anti-Money Laundering Group
(ESAAMLG)

The Eastern and Southern Africa AMbney Laundering Group (ESAAMLG) was established

in 1999. Eighteen countries comprise its membership: Angola, Botswana, Comoros, Ethiopia,
Kenya, LesothoMalawi, Mauritius, Mozambique, Namibia, Rwanda, Seychelles, South Africa,
Swaziland, Tanzania, Uganda, Zambia, and Zimbabwe.

The Eurasian Group on Combating Money Laundering and Financing
of Terrorism (EAG)

The Eurasian Group on Combating Money Lauimdeand Financing of Terrorism (EAG) was
established in 2004. The EAG has nine members: Belarus, China, India, Kazakhstan, Kyrgyz
Republic, Russian Federation, Tajikistan, Turkmenistan, and Uzbekistan.

The Financial Action Task Force of Latin America (GAFILAT)

The Financial Action Task Force of Latin America (GAFILAT), formerly the Financial Action
Task Force on Money Laundering in South America (GAFISUD), was established in 2000. The
16 GAFILAT members are Argentina, Bolivia, Brazil, Chile, Colomiiasta Rica, Cuba,

Ecuador, Guatemala, Honduras, Mexico, Nicaragua, Panama, Paraguay, Peru, and Uruguay.

Inter Governmental Action Group against Money Laundering in West
Africa (GIABA)

The InterGovernmental Action Group against Money Laundering irsMdrica (GIABA) was
established in 1999. GIABA consists of 16 countries: Benin, Burkina Faso, Cabo Verde, Cote
dél voire, The Gambi-BissauQlberia, ¥ali, Nger,Nigeria, Sao Game n e a
and Principe, Senegal, Sierra Leone, and Togo.

The Middle East and North Africa Financial Action Task Force
(MENAFATF)

The Middle East and North Africa Financial Action Task Force (MENAFATF) was established
in 2004. MENAFATF has 18 members: Algeria, Bahrain, Egypt, Iraq, Jordan, Kuwait,
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Lebanon, Liby, Mauritania, Morocco, Oman, Palestinian Authority, Qatar, Saudi Arabia,
Sudan, Syria, Tunisia, United Arab Emirates, and Yemen.

The Task Force on Money Laundering in Central Africa (GABAC)

The Task Force on Money Laundering in Central Af(lGABAC), established in 2000, is a

body of the Economic and Monetary Community of Central Africa (CEMAGABAC became

an observer organization of the FATF in February 2012, and since then worked with the FATF to
meet the requirement of a FAT3tyle Regimal Body. In October 2015, the FATF recognized
GABAC as an FSRB and admitted it as an associate mer@&rB A Gadssciate membership

has extended the reach of the FATF global network into Central Africa. GABAC currently has
10 members, comprising six méer countries and four regional representatives, as follows:
Cameroon, Central African Republic, Chad, Republic of the Congo, Equatorial Guinea, Gabon,
the Governor of the Banks of the States of Central Africa, the president of the CEMAC
Commission, the@residenbf the Committee of Police Chiefs of Central Africa. and the

Secretary General of the Banking Commission of Central Africa.

The Organization of American States Inter-American Drug
Abuse Control Commission Group of Experts to Control
Money Laundering

In 2015, the Organization of American States (OAS), through the American Drug Abuse
Control Commission (CICAD), held capacityilding programs and workshops with the
objective of raising awareness of the AML/CFT problem in Central and Sounérniéa and the
Caribbean; improving compliance with AML/CFT standards within the region; and building
AML/CFT systems and promoting best practices on{imstitutional integration, investigation
methodologies, analysis techniques, IT tools, and asstigation, recovery, and
administration.

Seized and Forfeited Assets

The Seized and Forfeited Asset Management Project in Latin America (BIDAL) developed a

number of successful programs. The 2014 assessment of the Brazilian national asset forfeiture
system was presented to the Brazilian authorit
Management of Seized and Forfeited Assets. 0
Working Group (IWG) took place in Brazil with the participation of Rigtel representatives of

t he National Strategy for Combating Corruptio
Semi nar on Asset Administration and Disposal o
from Brazil, Paraguay, Peru, Ecuador, Costa RicaMaxdco. In Paraguay, a BIDAL work

plan was presented to Paraguayan authorities; technical assistance was provided to the senate to
improve thein remforfeiture bill as well as an assessment on the asset forfeiture system in
Paraguay; andrkbBbBopNani bhal MWonagement of Sei z
held in Asuncion, Paraguay. Additionally a new Paraguayan IWG was established and began
meeting.
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Technical Assistance

In 2014 in Montevideo, Uruguay, the Executive Secretariat/CICAD (ES/ClQxaRicipated in

and supported a technical assistance mission carried out by the International Monetary Fund to
enhance the AML/CFT capacities of the FIU of Uruguay. In 2015, there was a-fgilow

technical assistance mission.

Within the implementationfdhe Technical Assistance Plan to Combat Money Laundering in

Peru, developed with the support of the Committee for the Implementation and Monitoring of the
National Strategy for Combating Money Laundering, workshops on developing cooperation and

joint work between the Public Ministry and the police were completed in a number of Peruvian

cities in 2015, with roughly 300 participants. The ES/CICAD developed a guide for the

development of an investigation plan and 1,000 copies were printed and districkegd to
institutions within Peru. A ANational Worksh
Drug Traffickingo was held in Lima for 43 pro

Capacity Building

In 2015, under the framework of the Capacity Building of Finarictalligence Units Program,

t he ARegional Workshop on the Strategic Analy
coordination with the Egmont Group, FINCEN, and the Financial Action Task Force in Latin

America (GAFILAT) with the participation of 32 officiafsom Argentina, Bolivia, Brazil,

Chile, Colombia, Cuba, Ecuador, Mexico, Panama, Paraguay, Peru, and Uruguay. Technical
assistance also was provided to El Salvador to strengthen the financial investigation unit in
developing and designing a process har tertification of compliance officers.

Two regional workshops were carried out jointly with the hfererican Committee against
Terrorism (CICTE/OAS) on money laundering and terrorism financing issues. One was held in
the United States on illicit fles, criminal networks and terrorism, with the participation of

officers from Micronesia, Samoa, Tonga, Barbados, Belize, Dominica, Grenada, Jamaica, Saint
Lucia, Saint Vincent and the Grenadines, and Trinidad and Tobago. Another workshop took
place in Paama on risks associated with free trade zones, with 34 participants from Panama,
Guatemala, Costa Rica, and Colombia.

International Cooperation

Assistance was provided to the Intelligence Centre against Terrorism and Organized Crime of
the Ministry of the Interior of Spain in or
Combat Money Laundering: Equi t yCaRagem® ar ch a
Colombia. Experts from Argentina, Bolivia, Brazil, Chile, Colombia, Costa Rica, Cuba,

Ecuador, El Salvador, Spain, Guatemala, Honduras, Mexico, Nicaragua, Panama, Paraguay,
Peru, Uruguay, and Venezugtended the conference

ga
nd

In Vienna, Awstria, the ES/CICAD participated in three events carried out by UNODC: the
Working Group for the Prevention of Corruption; the ninth meeting of the Working Group on
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Asset Recovery; and the Expert Meeting on the Effective Administration and Disposaten Fro
Seized, and Forfeited Assets.

The ES/CICAD was invited to deliver three presentations at a CFATF meeting on the progress
made regarding the implementation of an asset recovery network for the Caribbean and
circulated a concept note on the projeche ES/CICAD also participated in a meeting of the
Asset Recovery Network of the GAFILAT (RRAG), plus working groups and a typologies
exercise sponsored by GAFILAT.

In the context of the Coordination Committee addressing terrorism and terrorist financing
(MECOOR), a regional workshop on terrorism and its financing was held in Asuncion, Paraguay
for 39 prosecutors, investigators, and FIU analysts from Argentina, Brazil, Paraguay, and
Uruguay. ES/CIDAD developed the RRAG Strengthening Program and prothetese of the
network in various meetings held in Peru, Chile, and Bolivia.

Plenary meetings of the Group of Experts for the Control of Money Laundering were held in
Washington D.C. and Lima, PerAfter the discussion of best practices and knowledge sharing,

the following guides and documents were appro
fide third parties regarding forfeiture proce
applicability and effectiveness of modern judicial instruments for the disposal of seized and

forfeited assets; 0 AAsset I nvestigation Guide
Security and Integrity of officials responsible for combatting monegdaring and its related
crimes; 0 and a program proposal on AOpen Sour
of Asset I nvestigations. o

The Egmont Group of Financial Intelligence Units

The goal of the Egmont Group of Financial Intelligence &J(ligmont Group) is to provide a

forum for FIUs around the world to improve support to their respective governments in the fight
against money laundering, terrorism financing, and other financial crimes. This support includes
expanding and systematizingetexchange of financial intelligence, improving expertise and
capabilities of personnel employed by such organizations, and fostering better and more secure
communication among FIUs through the application of technology.

To meet the standards of Egmorgmbership, an FIU must be a centralized unit within a nation

or jurisdiction established to detect criminal financial activity and ensure adherence to laws

against financial crimes, including terrorism financing and money laundering. Today the FIU
concepi s an i mportant component of the internat.
money laundering and terrorism financing. The Egmont Ghagpgrown dramatically from 14

units in 1995 to a recognized membership of 151 FIUs in 2015. The FIUs of Canwaloka

Nepal, and Niger were admitted to the Egmont Group in 2015. The FIU of Syria was reinstated.

As of 2015, the 151 members of the Egmont Group are the FIUs of Afghanistan, Albania,

Algeria, Andorra, Angola, Anguilla, Antigua and Barbuda, Argentikragenia, Aruba,
Australia, Austria, Azerbaijan, Bahamas, Bahrain, Bangladesh, Barbados, Belarus, Belgium,
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Belize, Bermuda, Bolivia, Bosnia and Herzegovina, Brazil, British Virgin Islands, Brunei
Darussalam, Bulgaria, Burkina Faso, Cambodia, Cameroongd&a@ayman Islands, Chad,
Chile, Colombia, Cook Islands, Costa Rica, Co
Czech Republic, Denmark, Dominica, Egypt, El Salvador, Estonia, Fiji, Finland, France, Gabon,
Georgia, Germany, Ghana, Gibraltar, Greecen@ta, Guatemala, Guernsey, the Holy See
(Vatican City State), Honduras, Hong Kong, Hungary, Iceland, India, Indonesia, Ireland, Isle of
Man, Israel, Italy, Jamaica, Japan, Jersey, Jordan, Kazakhstan, Kyrgyz Republic, Latvia,
Lebanon, Liechtenstein, Lithog, Luxembourg, Macao, Macedonia, Malawi, Malaysia, Mali,
Malta, Marshall Islands, Mauritius, Mexico, Moldova, Monaco, Mongolia, Montenegro,

Morocco, Namibia, Nepal, Netherlands, New Zealand, Niger, Nigeria, Niue, Norway, Panama,
Paraguay, Peru, the Ppitines, Poland, Portugal, Qatar, Romania, Russia, Samoa, San Marino,
Saudi Arabia, Senegal, Serbia, Seychelles, Singapore, Sint Maarten, Slovakia, Slovenia,
Solomon Islands, South Africa, South Korea, Spain, Sri Lanka, St. Kitts and Nevis, St. Lucia, St.
Vincent and the Grenadines, Sweden, Switzerland, Syria, Taiwan, Tajikistan, Tanzania,
Thailand, Togo, Trinidad and Tobago, Tunisia, Turkey, Turks and Caicos, Ukraine, United Arab
Emirates, United Kingdom, United States, Uruguay, Uzbekistan, Vanuatu, apduéém

United Nations Global Programme against Money
Laundering, Proceeds of Crime, and the Financing of
Terrorism

The United Nations is one of the most experienced global providers of AML/CFT training and
technical assistance. The United Nations @lédtrogramme against Money Laundering,

Proceeds of Crime, and the Financing of Terrorism (GPML), part of the UNODC, was
established in 1997 to assist member states to comply with the UN conventions and other
instruments that deal with money laundering srdrism financing. These now include the UN
Convention against Traffic in Narcotic Drugs and Psychotropic Substances, the UN International
Convention for the Suppression of the Financing of Terrorism, the UN Convention against
Transnational OrganizediCme , and t he UN Convention against
scope and objectives were widened to meet the growing needs and demands-foatlor
assistance in the effective implementation of these UN instruments and other international
AML/CFT standards.

GPML is the focal point for AML policy and activities within the UN system and a key player in
strengthening CFT. The GPML provides technical assistance and training in the development of
related legislation, infrastructure, and skills, directlyisttng member states in the detection,
seizure, and confiscation of illicit proceeds. Over the years, it has elaborated an ambitious
program to make international action against the proceeds of crime and illegal financial flows
more effective.

In 2015,GPML provided longterm assistance in the development of AML/CFT programs to 66
jurisdictions. GPML has trained over 4,000 representatives of law enforcement agencies, FIUs,
judicial authorities, and reporting entities; out of them, 900 received trdnoimglocal experts

who had participated in the GPML trdine-trainer program.
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The Mentoring Program

GPMLO6s Mentor Program i s o-s#tm®wnadtiviiktsoE most succ
international AML/CFT technical assistance and training. By giinrgdepth support upon

request, the mentors have gained the confidence of the recipient institutions. Mentors serve as
residential advisors for as long as one to four years, and offer sustained skills and knowledge
transfer. The mentor can pinpoint specifeeds over a period of months, provide advice on real

cases and problems as they arise, and adjust his/her work plan to target assistance that responds
to the counterpartsodo needs. Furthermore, a m
for international cooperation and mutual legal assistance at the operational level by using his/her
contacts to act as a bridge to the international community.

During 2015, GPML employed five mentors. GPML mentors stationed in Senegal, South Africa,
Gabon, Smoa, and Vietham worked extensively on the development and implementation of a
wide variety of AML/CFT programs and procedures in individual countries and surrounding
regions.

The GPML Asset Forfeiture Mentor based in South Africa provides assistandevith

development and strengthening of asset forfeiture mechanisms in Southern Africa. The mentor
continued to monitor the ongoing Prosecutor Placement Program. In 2015, the mentor continued
to support the Asset Recovery Network for Southern Africa (ARIN&nd provide mentoring

to its members, namely Botswana, Lesotho, Malawi, Mauritius, Namibia, South Africa,
Swaziland, Tanzania, Zambia, and Zimbabwe. Six visiting €bort mentors were deployed to

the 10 ARINSA countries to provide trainings on molandering investigations and asset
recovery, assist in developing the legislation and policy, and provide assistance in particular
asset recovery cases. In total, over 2,500 officers in ARINSA countries have received the GPML
trainings. GPML efforts hee a practical impact in ARINSA countries: ARINSA processed 41
cases in 2015, and has examples of successful asset recovery (e.g., Tanzania and Mozambique
$363,000 frozen in 10 cases of illegal timber, and $300,000 recovered in the case of a corrupt
official in Zambia).

Il n West Africa, GPMLG6s main achieveme#hes in 2
trainers programs in Senegal, Cote dolvoire,
have been trained to conduct financialgstigations, and 42 new trainers have been identified.

This training already has a multiplier effect: new trainers themselves have trained 70
professionals in Senegal and 868 in Cote dobélyv

GPML continues to support a CARI8tyle regional network foprosecutors and financial
investigators in West Africa (ARINWA), comprised of all 15 Economic Community of West
African States countries plus Sao Tome and Principe. In October 2015, ARINWA held a joint
plenary with other regional programs on judiciabperation. The mentor also contributed to the
strengthening of the AML/CFT framework and operational capacities, particularly of FIUs, in
Burkina Faso and Mali. Activities have been completed in coordination with the Inter
Governmental Action Group againMoney Laundering in West Africa (GIABA). Additionally,
GPML deployed a visiting consultant to West Central Africa to deliver cash courier and money
value transfer systems trainings.
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The GPML mentor based in Hanoi continued to strengthen operatiqraaitbes in Burma,
Cambodia, Laos, and Vietnam. The mentor assisted Vietnamese and Laotian authorities to
revise money laundering offense definitions in the penal codes of these countries. The mentor
assisted Cambodia in its strengthening of its AML/G&Jime, and in Vietnam, the mentor
continued to deliver training workshops on bulk cash smuggling, AML/CFT investigations, and
raising awareness, and has distributed 1,000 pocket guides on cash smuggling interdiction to the
customs officers. The mentosalhas conducted eight national AML workshops and two
international workshops on financial flows from wildlife and timber crimes. The Mekong
mentor continued to support the CAR#tle regional network for prosecutors and financial
investigators in the Aa Pacific (ARIN-AP), which has grown to 18 countries in 2015, and
ARIN-AP Secretariat handled 14 asset recovery investigations.

The GPML mentor in Central Africa focused on assisting GABAC to become a FATF associate
member, which it did in 2015. The GRNhentor assisted GABAC to establish an action plan

to comply with the FATF requirements, provided advice to the GABAC Secretariat, assisted
GABAC to conduct an AML/CFT workshop in Central Africa and with the organization of a
2015 GABAC Technical Commigsl and Ministerial Meeting. The mentor also arranged a
training for GABAC on AML/CFT and on the new FATF Recommendations. The Mentor also
assisted GABAC to prepare the mutual evaluation of Equatorial Guinea.

The GPML mentor for the Pacificlslandsstad t he programbés activities
identifying the technical assistance needs of the islands.

A GPML consultant, jointly with UNDP, assiste
Bill and conducted two workshops for the drafters of tlleabd the Parliament Committee. The
AML/CFT Bill was enacted in December 2015.

GPML Initiatives

lllicit Financial Flows: GPML has taken the lead in combating financial flows to and from
Afghanistan linked to illicit drug production and traffickintn 2015, the UNODC conducted a
research project on the economic impact of drug trafficking over the Balkan Route.

GPML conducted two events on the disruption of illicit financial flows in 2015: training on
disruption of illicit financial flows from therdig trade (Belarus and Ukraine) and a workshop on
disruption of illicit financial flows from human trafficking and migrant smuggling (Eastern
Europe).

Throughout 2015, GPML continued to work with the UNODC Global Programme on Wildlife
and Timber Crime oa joint initiative on the illicit financial flows and value transfer deriving
from wildlife and timber trafficking. GPML held an inteegional workshop on illicit financial
flows from wildlife and timber crime, gathering practitioners from SoutheastadA&nd

Southeast Asia in January 2015.
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Financial Investigation Course: GPML 6s Fi nanci al I nvestigati on
opportunity for investigators to develop their knowledge and skills in financial investigation and

to raise awareness of terism financing and money laundering methods. The course has a
practical focus and is tailored to legal and procedural processes in the country receiving training.

It gives participants the opportunity to learn the legislative aspects of financial anderstand

their powers, conduct searches, and undertake interviews. The new version of the training is
delivered to three levels of participants: junior and senior investigators and senior managers. In
2015, the regional training was delivered in $oAfrica, with pilot trainings started in

Kazakhstan and Ukraine.

Development of AML/CFT Experts/Trainers: GPML is continuing a trakthe-trainers project
on financial investigations for West Africa.

Prosecutor Placement Program: This is a sustaina) capacitybuilding program designed to

give newly appointed confiscation prosecutors a practical understanding of asset seizure and
forfeiture practices by placing them in the office of an experienced and capable confiscation

legal team. The program apées in Southern Africa in conjunction with the South African

Nati onal Prosecution Authoritydés Asset Forf ei

goAML and goTrace: GPML cooperates with the UNODC IT Section to deploy the goAML
software for Financial Intelligence and goTrace fause exchange of information. goAML is
currently running in 26 countries and 10 are in the process of deployment, goTrace has been
requested by more than 40 government agencies.

IMOLIN/AMLID: GPML has developed and maintains the International Moneydeaing
Information Network (http://www.imolin.org) on behalf of a partnership of 11 international
organizations. IMoLIN provides a wide range of tools and AML/@€Tated information for
professionals, including the Artiloney Laundering International Cdtase (AMLID)- a
compendium and analysis of AML/CFT legislation and regulations.
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Major Money Laundering Countries

Every year, U.S. officials from agencies WAML responsibilities assess the money laundering
situations inapproximately200 jurisdictiors. The review includes an assessment of the
significance of financi al sdctoravolgirg proceedsos i n t he
serious crime, steps taken or not taken to address financial crime and money laundering, each

j ur i sdi c nhility to theneydauridariegr the conformance of its laws and policies to
international standards, the effectiveness with which the government has acted, and the
government 6s political will to take needed ac

The 2016NCSR identifies money launderimgiority jurisdictions and countries using a
classification system that consists of three different categafigssdictions of Primary
Concern, Jurisdictions of Concern, and Other Jurisdictions Monitored.

AJurisdictions of Phatiarmidentifiedoarsuaneto INOGSR aepogtingt h o s e

reqguirements, as fAmajor money |l aundering coun
defined by statute as one fAwhose financi al i n
significantamounts f pr oceeds from i nt erThadompexratureafar cot

money laundering transactions today makes it difficult in many cases to distinguish the proceeds

of narcaotics trafficking from the proceeds of other serious crime. Moreovancfal

institutions engaged in transactions that involve significant amounts of proceeds from other

serious crimes are vulnerable to narcetice | at ed money | aunderisng. T
of Primary Concerno r ec oingrllcauetsesantiother r el ati ons
jurisdictions whose financial institutions engage in transactions involving significant amounts of
proceeds from all serious crimes or are particularly vulnerable to such activity because of weak

or nonexistent supervisory orfencement regimes or weak political wilhdditionally, money

laundering activity has moved well beyond traditional banking. As examples, money is

laundered through investment funds, insurance, real estate, amgbhighgoods; thus, looking

only at baiking transactions may well overlook largeale money laundering in a jurisdiction.

Therefore the focus in considering whether a country or jurisdiction should be included in this
category is on the significance of the amount of proceeds launddiezkntire financial sector

notonly on banking transactions or tre AML measures taken. A government (e.g., the United

States or th&nited Kingdomn) can have comprehensi®L laws on its books and conduct
aggressiv@ML enf or cement ef forts but still be cl ass
some cases, this classification may simply or largely be a function of thensie

sophisticatioro f 't he | ur i s dBEcanamies thad atract fandsgmialea

vulnerable to money laundering activity because the volume and complexity of the available

financial options may make criminals believe they may more easily hide their flihidsis a

di fferent approach t han t hanternatibnaQobperatiéni nanci al
Review Groupe x er ci se, which focuses on a jurisdict.i
regarding its legal and regulatory framework, international cooperation, and resource allocations.

All other countries and jurisdictiony&uated in the INCSR are separated into the two remaining

groups, AJurisdictions of Concernd and fAOther
factors that may includefl) whether transactions involving significant amounts of proceeds
from sgiouscrimesar e conducted i n t h ) theeuentttorwhichshe f i nanc

32



INCSR 2016 Volume Il Money Laundering and Financial Crimes

jurisdiction is or remains vulnerable to money laundering, notwithstanding its money laundering
countermeasures, if any (an illustrative list of factors that magatelivulnerability is provided

below); (3) the nature and extent of the money laundering situation in each jurisdiction (e.g.,

whether it involves drugs or other contraband)wietherthe U.S.government regards the

situation as having internationalrani i cat i ons; (5) the situati onaos
whether the jurisdiction has taken appropriate legislative actions to address specific problems;

(7) whether there is a lack of licensing and oversight of offshore financial centers and kssiness

(8) whether the jurisdictionbs | aws are being
interests are involved, the degree of cooperation betwedortign government and the United

States Additionally, given concerns about the increasing intaticinship between inadequate

money laundering legislation and terrorist financing, terrorist financing is an additional factor
considered in making a determination as to whether a country should be considered a
AJurisdiction of Cdhincteirmm Mbaeatataloméedglduteleringd u r i
problem in jurisdictions classified as fAJuri s
considered to be ofFifParlilnyar ywhGonec grunr i sdi cti on
Mo ni t or erddo nat @oseargimmediate concern, it is nevertheless important to monitor

their money laundering situations because, under certain circumstances, virtually any jurisdiction

of any size can develop into a significant money laundering center.

S
[

Vulnerabil ity Factors

The current ability of money launderers to penetrate virtually any financial system makes every
jurisdiction a potential money laundering center. There is no precise measure of vulnerability for
any financial system, and not every vulnerdiriancial system will, in fact, be host to large

volumes of laundered proceeds. A checklist of factors that contribute to making a country or
jurisdiction particularly vulnerable to money laundering or other illicit financial activity,

however, provides basic guide. The checklist inclugdsit is not limited to

1 Failure to criminalize money laundering for all serious crimes or limiting the offense to
narrow predicates.

1 Rigid bank secrecy rules that obstruct law enforcement investigations prahédit or
inhibit largevalue and/or suspicious or unusual transaction reporting by both banks and non
bank financial institutions.

1 Lack of or inadegate knowyour-customerequirements to open accounts or conduct
financial transactions, including therpetted use of anonymous, hominee, numbgoed
trustee accounts.

1 No requirement to disclose the beneficial owner of an account or the true beneficiary of a

transaction.

Lack of effective monitoring of crodsorder currency movements.

No reporting requireents for large cash transactions.

No requirement to maintain financial records over a specific period of time.

No mandatory requirement to report suspicious transacbom@spattern of inconsistent

reporting under a voluntary systeamd a lack of unifan guidelines for identifying

suspicious transactions.

1 Use of bearer monetary instruments.

= =4 -8 -9

33



INCSR 2016 Volume Il Money Laundering and Financial Crimes

1 Well-established nebank financial systems, especially where regulation, supervision, and

monitoring are absent or lax.

Patterns of evasion of exchange controlsdgytimate businesses.

Ease of incorporation, in particular where ownership can be held through nominees or bearer

shares, or where othe-shelf corporations can be acquired.

1 No central reporting unit for receiving, analyzing, and disseminating to theetentp
authorities information on largealue, suspicioysor unusual financial transactions that
might identify possible money laundering activity.

1 Lack of or weak bank regulatory controls, or failure to adopt or adhéne Basel
Commi tteeds pli€@csr ¢ oPriEmMd ecti ve Banking Super\
where the monetary or bank supervisory authority is understaffed -sikiled, or
uncommitted.

1 Well-established offshore financial centers orhaxen banking systems, especially
jurisdictions where such banks and accounts can be readily established with minimal
background investigations.

1 Extensive foreign banking operations, especially where there is significant wire transfer
activity or multiple branches of foreign banks, or limitadlit authority over foreigowned
banks or institutions.

1 Jurisdictions where charitable organizationsnoney or value transfeystems, because of

their unregulated and unsupervised nature, are used as avenues for money laundering or

terrorist financing

Limited asset seizure or confiscation authority.

Limited narcotics, money laundering, and financial crime enforcement, and lack of trained

investigators or regulators.

1 Jurisdictions with free trade zones where there is little government presence or other
supervisory authority.

1 Patterns of official corruption or a laisskzare attitude towardhe business and banking
communities.

1 Jurisdictions where the U.S. dollar is readily accepted, especially jurisdictions where banks
and other financial institutioredlow dollar deposits.

1 Well-established access to international bullion trading centers in New York, Istanbul,
Zurich, Dubai, and Mumbai.

1 Jurisdictions where there is significant tradeoinexport of gold, diamonds, and other gems.

9 Jurisdictions with lege parallel or black market economies.

9 Limited or no ability to share financial information with foreign law enforcement authorities.

= =

E

Changes in INCSR Prioities for 2015

There were no changes to the prioritization for 2015.

In theCountry/Jurisdiction Tabldirectly below fAmaj or money | aundering
the AJurisdictions of Primary Concernodo catego
reporting requirements. | denunthrny@tii osnbased

whet her the country or jurisdictionbés financi
significant amounts of proceeds from serious crime. It is not based on an assessment of the
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country or jurisdi ct itmonéydaunderimgaits rolé in thenteraristr k t o
financing problem; or the degree of its cooperation in the international fight against money
laundering, including terrorist financing. These factors, however, are included among the
vulnerability factors whedeciding whether to place a country or jurisdiction in the
AJurisdictions of Concerno or AOther Jurisdic

Note: Country reports are provided for only those countries and jurisdictions listed in the
APrimary Jur i srdnioc tciaadnesg oafy .Conce
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Countries and Jurisdictions Table

Countries/Jurisdictions of Primary

Concern
Afghanistan
Antigua and Barbuda
Argentina
Australia
Austria
Bahamas
Belize
Bolivia
Brazil
British Virgin Islands
Burma

Cambodia

Canada
Cayman Islands
China, People Rep
Colombia
Costa Rica
Curacao
Cyprus
Dominican Republic
France
Germany
Greece
Guatemala
Guernsey
Guinea Bissau
Haiti

Hong Kong
India

Indonesia

Iran

Iraq

Isle of Man
Israel

Italy

Japan

Jersey

Kenya
Latvia
Lebanon
Liechtenstein
Luxembourg
Macau
Mexico
Netherlands
Nigeria
Pakistan
Panama

Paraguay

Philippines

Russia

Singapore

Sint Maarten
Somalia

Spain

Switzerland

Taiwan

Thailand

Turkey

Ukraine

United Arab Emirates
United Kingdom
United States
Uruguay

Venezuela

West Bank and Gaza

Zimbabwe

Countries/Jurisdictions of

Concern
Albania
Algeria
Angola
Aruba
Azerbaijan
Bahrain
Bangladesh
Barbados
Belarus
Belgium
Benin

Bosnia and
Herzegovina

Bulgaria
Chile
Comoros
Cook Islands
Cote do6lvoi
Czech Republic
Djibouti

Ecuador

Egypt

El Salvador
Ghana

Gibraltar

Grenada

Guyana

Holy See
Honduras
Hungary

Ireland

Jamaica

Jordan
Kazakhstan
Korea, North
Korea, South
Kosovo

Kuwait

Laos
Malaysia
Marshall Islands
Moldova
Monaco
Mongolia
Montenegro
Morocco
Nicaragua
Peru

Poland

Portugal

Qatar

Romania

Saudi Arabia
Senegal

Serbia

Seychelles

Sierra Leone
Slovakia

South Africa

St. Kitts and Nevis
St. Lucia

St. Vincent
Suriname

Syria

Tanzania

Trinidad and Tobago
Turks and Caicos
Vanuatu

Vietnam

Yemen
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Other Countries/Jurisdictions

Monitored
Andorra
Anguilla
Armenia
Bermuda
Botswana
Brunei
Burkina Faso
Burundi
Cabo Verde

Cameroon

Central African Rep.

Chad

Congo, Dem Rep of
Congo, Rep of
Croatia

Cuba

Denmark
Dominica
Equatorial Guinea
Eritrea

Estonia
Ethiopia

Fiji

Finland

Gabon

Gambia
Georgia

Guinea

Iceland

Kyrgyz Republic
Lesotho

Liberia

Libya

Lithuania
Macedonia
Madagascar
Malawi

Maldives

Mali

Malta
Mauritania
Mauritius
Micronesia FS
Montserrat
Mozambique
Namibia
Nauru

Nepal

New Zealand

Niger

Niue

Norway

Oman

Palau

Papua New Guinea
Rwanda

Samoa

San Marino

Sao Tome & Principe
Slovenia
Solomon Islands
South Sudan

Sri Lanka
Sudan
Swaziland
Sweden
Tajikistan
Timor-Leste
Togo

Tonga

Tunisia
Turkmenistan
Uganda
Uzbekistan

Zambia
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Comparative Table Key

The comparative table that follows the Glossary of Terms below identifies the broad range of
actions, effective as of December 31, 2015, that jurisdictions have, or have not, taken to combat
money laundering. This reference table provides a comparisgaroénts that include

legislative activity and other identifying characteristics that can have a relationship to a
jurisdictionds money | aundering vulnerability
be answer ed AYon Y d edam to mdicatagitidtdegiélatian has been enacted

to address the captioned items. It does not imply full compliance with international

standards. Al I answers indicating deficiencies with
regime should be explainegdn t he AENnf orcement and i mpl ement a
section of the template, as should any respon

Glossary of Terms

T 1. ACriminalized Drug Money Launderingo
criminalizing the offense of money laundering related to the drug trade.

1T 2. ACri minalized Beyond Drugso: The juri
offense of money laundering related to crimes other than those related to the drug trade.

1T 3. AYKur-Ccuet o mer Pr ovi si onso: By |l aw or reg
banks and/or other covered entities to adopt and implement-Kioony
Customer/Customer Due Diligence programs for their customers or clientele.

1T 4. AReport Lar ge T€gulatiors lmacks and/an gth@er.coverdtly | aw o
entities are required to report large transactions in currency or other monetary instruments
to designated authorities. (CTRS)

T 5. AReport Suspicious Transactionso: By
ertities are required to report suspicious or unusual transactions to designated authorities.
On the Comparative Table the |l etter AYO si
reporting is not required but mareporegng i s pe
regime. (STRS)

1 6. AMai ntain Records over Ti meo: By | aw

entities are required to keep records, especially of large or unusual transactions, for a
specified period of time, e.qg., five years.

1 7. sclésOre Protection6 Saf e Har bor 60: By |l aw, the ju
harboro defense against civil and cri minal
and their employees who provide otherwise confidential banking data to authorities
pursuit of authorized investigations.

1 8. ACriminalize 6Tipping Off60: By | aw,
unusual activity to an individual who is the subject of such a report, or to a third party, is
a criminal offense.

T 9. AFi manel &di gence Unito: The jurisdicti
national agency responsible for receiving (and, as permitted, requesting), analyzing, and
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disseminating to the competent authorities disclosures of financial information inarder
counter money laundering. An asterisk (*) reflects those jurisdictions whose FIUs are not
members of the Egmont Group of FIUs.

T 10. -B&Crdesrs Transportation of Currencyo: l
has established a declarationorcdiso sur e system for persons t
borders, either inbound or outbound, and carrying currency or monetary instruments
above a specified threshold.

T 11. Al nternati onal Law Enforcement Cooper
intermational cooperation exist in current law. Jurisdiction cooperates with authorized
investigations involving or initiated by third party jurisdictions, including sharing of
records or other financial data, upon request.

1T 12. ASystem f o elide mtgi fAsisredq saand Hdhe juris
legally authorized system for the tracing, freezing, seizure, and forfeiture of assets
identified as relating to or generated by money laundering activities.

T 13. AArrangement s aw, egulatiars ar bilatered dgeement, the : By
jurisdiction permits sharing of seized assets with foreign jurisdictions that assisted in the
conduct of the underlying investigation. No known legal impediments to sharing assets
with other jurisdictions exish current law.

1T 14. ACri minalized the Financing of Terror
provision of material support to terrorists, terrorist activities, and/or terrorist
organizations.

T 15. AReport Suspect edrrégelationphanksand/oFatheranci n g
covered entities are required to record and report to designated authorities transactions
suspected to relate to the financing of terrorists, terrorist groups, or terrorist activities.

T 16. AAbi l ity to Freeze Terrorist Assets w
national system and mechanism for freezing terrorist assets in a timely manner (including
but not limited to bank accounts, other financial assets, airplanes, asidenoes,
and/or other property belonging to terrorists or terrorist organizations).

T 17. AStates Party to 1988 UN Drug Convent
Nations Convention against lllicit Traffic in Narcotic Drugs and Psychotropic
Substanes, or a territorial entity to which the application of the Convention has been
extended by a party to the Convention.

T 18. AStates Party to the UN International
Financing of Terrori s maalConvétioaforahe party to
Suppression of the Financing of Terrorism, or a territorial entity to which the application
of the Convention has been extended by a party to the Convention.

T 19. AStates Party to the UN Comeenti $hatag:
party to the United Nations Convention against Transnational Organized Crime
(UNTOC), or a territorial entity to which the application of the Convention has been
extended by a party to the Convention.
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1T 20. AStates Partywitnett CorUNpComne®nt i & ad @
Nations Convention against Corruption (UNCAC), or a territorial entity to which the
application of the Convention has been extended by a party to the Convention.

1T 21. AU. S. or |1 nteronat iTohnea |UNnS a necdt iSot nast/ePse n aa
and/or an international organization, e.g., the UN or FATF, has imposed sanctions or
penal ties against the jurisdiction. A cou

Cooperation Review Group exercise is ootsidered a sanction or penalty unless the
FATF recommended countermeasures against the country/jurisdiction.
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Comparative Table

AiYO i s meant to indicate that | egislation has been enacted
imply full compliance with international standards. Please see the individual country reports for
information on any deficiencies in the adopted laws/regulations.
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Govt/Jurisdiction
Afghanistan Y Y Y Y Y Y Y Y Y Y Y Y N |Y Y N Y Y Y Y N
Albania Y Y Y Y Y Y Y Y Y Y Y Y N |Y Y Y Y Y Y Y N
Algeria Y Y Y N Y Y Y Y Y Y* Y Y N |Y Y Y Y Y Y Y N
Andorra Y Y Y N Y Y Y Y Y Y Y Y Y |Y Y Y Y Y Y N N
Angola Y Y Y Y Y Y Y Y Y Y N Y N |Y Y N Y Y Y Y N
Anguilla2 Y Y Y N Y Y Y Y Y Y Y Y Y |Y Y Y Y N N N N
Antigua and Y. Y |lY|[N|Y|Y|Y|Y|Y|Y |Y|Y|Y|Y|]Y |Y|Y|]Y|[Y|Y]|N
Barbuda
Argentina Y Y Y Y Y Y Y Y Y Y Y Y Y |Y Y Y Y Y Y Y N
Armenia Y Y Y Y Y Y Y N Y Y Y Y N |Y Y Y Y Y Y Y N

The UK extended its application of the 1988 UN Drug Convention to Anguilla, Bermuda, British Virgin Islands, Cayman
Islands, Gibraltar, Guernsey, Isle of Man, Jersey, Montserrat, and Turks and Caicos. The International Convention for the
Suppression of Terrorism Financing has been extended to Bermuda, the British Virgin Islands, Guernsey, Isle of Man, and
Jersey. The UNCAC has been extended to British Virgin Islands, Guernsey, Isle of Man, and Jersey. The UNTOC has been
extended to Anguilla, Bermuda, the British Virgin Islands, Cayman Islands, Gibraltar, Guernsey, the Isle of Man, Jersey,
and the Turks and Caicos Islands.
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Govt/Jurisdiction

Aruba?

Australia

Austria

Azerbaijan

Bahamas

Bahrain

Bangladesh

Barbados

Belarus

Belgium

Belize

Benin

Bermuda®

Bolivia

Bosnia &

Herzegovina

Botswana

Brazil

British Virgin
Islands®

Brunei

2 The Netherlands extended its application of the 1988 UN Drug Convention, the International Convention for the

Suppression of Terrorism Financing, and the UN Convention against Transnational Organized Crime to Aruba, Curacao,

and St. Maarten.
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Bulgaria

Burkina Faso

Burma

Burundi
Cabo Verde

Cambodia

Cameroon

Canada

Cayman Islands’

Central African

Rep.

Chad

Chile

China

Colombia

Comoros

Congo, Dem Rep. of

Congo, Rep. of

Cook Islands
Costa Rica

\Y

dol

Cot e

Croatia
Cuba
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Curacao?

Cyprus®

Czech Republic

Denmark
Djibouti

Dominica

Dominican

Republic

Ecuador
Egypt

El Salvador

Equatorial Guinea

Eritrea

Estonia

Ethiopia

Fiji

Finland

France

Gabon

Y

Area administered by
Turkish Cypriots
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Gambia

Georgia

Germany
Ghana

Gibraltar®

Greece

Grenada

Guatemala

Guernsey’

Guinea

Guinea-Bissau

Guyana

Haiti

Holy See

Honduras

Hong Kong*

Hungary

Iceland

India

Indonesia

Iran

Convention

the 1988 UN Drug

extended

Peopl eds Republic of China

‘The

of Terrorism Financing, the UNTOC and the UNCAC to the special administrative regions of Hong Kong and Macau.
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Lesotho

Liberia

Libya

Liechtenstein

Lithuania

Luxembourg

Macau*

Macedonia

Madagascar

Malawi

Malaysia

Maldives
Mali

Malta

Marshall Islands

Mauritania

Mauritius

Mexico

Micronesia, FS

Moldova

Monaco

Mongolia

Montenegro
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Montserrat*

Morocco

Mozambique

Namibia

Nauru

Nepal

Netherlands

New Zealand

Nicaragua

Niger

Nigeria

Niue

Norway
Oman

Pakistan

Palau

Panama

Papua New Guinea

Paraguay

Peru

Philippines

Poland

Portugal
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Qatar

Romania

Russia

Rwanda

St. Kitts and Nevis

St. Lucia

St. Maarten?

St. Vincent and

the Grenadines

Samoa

San Marino

Sao Tome and

Principe
Saudi Arabia

Senegal

Serbia

Seychelles

Sierra Leone

Singapore

Slovak Republic

Slovenia

Solomon Islands

Somalia

South Africa
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South Sudan

Spain

Sri Lanka

Sudan

Suriname

Swaziland

Sweden

Switzerland

Syria

Taiwan

Tajikistan

Tanzania
Thailand

Timor-Leste

Togo

Tonga

Trinidad and

Tobago

Tunisia

Turkey

Turkmenistan

Turks and Caicos®

Uganda
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Ukraine
UAE

United Kingdom

Uruguay

Uzbekistan

Vanuatu

Venezuela

Vietnam

West Bank and Gaza

Yemen

Zambia

Zimbabwe
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INCSR Volume Il Template Key

INTRODUCTORY PARAGRAPH

This section provides a historical and economic picture of the country or jurisdiction, particularly
relating to the countryds vulnerabilities to
Information on the extent of organized criminal activity, cptian, drugrelated money

laundering, financial crimes, smuggling, black market actiaityl terrorist financing should be
included.

This sectioralsoshould include a brief summary of the scope of any offshore sector, free trade
zones, the informal fimecial sector, alternative remittance systeanother prevalent area of
concern or vulnerabilityDeficiencies in any of these areai#l be further discussed the
AEnforcementnd Implementation Issuesd Comment3 s e, belov.o n

The belowreferrast at ement and | ink to the Department
follows the introductory paragraph.

For additional mformation focusing on terrorifihancing,please refer to the Department of
St atebds Count origm, Rk be Bound hetatp: dwww.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCYCURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; ORILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.

This question addresses whether the jurisdict
transactions involvinghternational narcotics trafficking proceeds that include significant

amounts of U.S. currency or currency derived from illegal drug sales in the United States or that
otherwise significantly affect the United States

CRIMINALIZATION OF M ONEY LAUNDERING:
AAIl serious crimes approach orfilisto approach to predicate crimes(specify)
Are legal persons covered: criminally: (Y/N) civilly: (Y/N)

In general, two methods of designating money laundering predicate crimes areTinese.

response to this question indicates which method of designation the countrylossshe

country list specific crimes as predicate crimes for money laundering in its penal code?
Conversely, does it wuse an fdlctrimessvithrpenalties cr i me
over a specified amount or that carry a threshold minimum sentence are money laundering

predicate crimes?

The second question addresses whether legal persons, that is, corporations, partnerships,

organizationsopr any legal ety or arrangementre liable for money laundering/terrorist
financing activity and whether they are subject to criminal penalties, such as fines. Additionally,
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are they subject to civil or administrative penalties, such as civil money penalties, or suspension
or loss of license?

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: (Y/N) Domestic: (Y/N)
KYC covered entitiesA list of the types of financial institutions and designated-non
financial businesses and professions (DNFRE®Bsgred by KYC rules

Countries should be using a riblsed approach to customer due diligence (CDD) or know
your-customer (KYC) programs. dihg that approach, types of accounts or customers may be
considered either less or more risky and be subject to varying degrees of due diligence.
Politically exposed persons (PEPs) should be considered high risk and should be subject to
enhanced due digence and monitoring. PEPs are those individuals who are entrusted with
prominent public functions in a country, for example, heads of state; senior politicians; senior
government, judicialor military officials; senior executives of stade/ned corporabns; and
important political party officials. This response should indicate whether the jurisdiction applies
enhanced due diligence procedures to foreign PEPs and/or domestic PEPs.

CDD or KYC programs should apply not only to banks or financial institatbut also to

DNFBPs. Covered institutions should be required to know, record, and report the identity of
customers engaging in significant transactions. Entities such as securities and insurance brokers,
money exchanges or remitters, financial manag® firms, gaming establishments, lawyers, real
estate brokers, highalue goods dealerand accountants, among others, should all be covered

by such programs.

This response should list the specific types of financial institutions and DNFBPs cbyered
KYC laws and rules, whether or not they actually have programs in place in practice.

REPORTING REQUIREMENTS:
Number of STRs received and time frame:
Number of CTRs received and time frame:
STR covered entitiesA list of the types of financial ingtitions andDNFBPscovered by
reporting rules

If available, the report will include the number of suspicious transaction reports (STRs) received
by the designated government body and the time frame during which they were received. The
most recent infornteon, preferably the activity in 2@] will be included.

Suspicious transaction reporting requirements should apply not only to banks or financial
institutions but also to DNFBPs. Entities such as securities and insurance brokers, money
exchanges aremitters, financial management firms, gaming establishments, lawyers, real estate
brokers, highvalue goods dealgrand accountants, among others, should all be covered by such
programs.

Similarly, if the country has a large currency transaction teygprequirement, whereby all
currency transactions over a threshold amount are reported to a designated government body, the

52



INCSR 2016 Volume Il Money Laundering and Financial Crimes

report will include the number of currency transaction reports (CTRs) received by the designated
government body and the time frarduring which they were received. The most recent
information, preferably the activity in 281will be included. The report will not include

information on CTRs not required to be forwarded to a designated government body but held in
institutions for @vernment review.

This response should list the specific types of financial institutions and DNFBPs covered by
reporting laws and rules, whether or not they are reporting in practice.

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: (Number and time frame)
Convictions: (Number and time frame)

If available, the report will include the numbersodney launderingrosecutions and
convictions and the relevant time frames. The most recent information, preferably the activity in
2015, will be included.

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: (Y/N) Other mechanism:(Y/N)
With other governments/jurisdictions(Y/N)

(Countryl/jurisdiction) is a member of the Financial Action Task Force OR , a
Financial Action Task Forcestyle regional body. Its most recent mutual evaluation can be
found here: (relevant FATF or FSRB website)

This response will indicate the country/jurisdiction has in place a mutual legal assistance treaty
with the United States and/or other mechanjsush as memoranda of understanding or other
agreementgo facilitate the sharing with the United States of records and informatioadétat
financial crimes, money launderiyand terrorist financing.

Similarly, it will indicate if the country/jurisdiction has in place treaties, memoranda of
understandingor other agreements with other governments to share information related to
finandal crimes, money launderingnd terrorist financing.

The report will indicate if the country/jurisdiction is a member of the Financial Action Task
Force (FATF) and/or one or more FABtyle Regional Bodie§~SRB) A link to the website
with its mostrecent mutual evaluation will be shown.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Information in this section should include changes in policy, law, and implementation of
regulations occurring since January 1, 20dnd any issues or deficiaes noted in the

countryd/sj ur i sdi ct i on 6 sThesdvhhay itckide thp follovangesourcessues,
legislativeand/or implementation deficiencies; information on any U.S. or international

sanctions against the country/jurisdiction; whether the country has cooperated on important cases
with U.S. governmerdigenciesor has refused to cooperate wilie United State or foreign
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governments, as well as any actions taken bytited State®r any international organization

to address such obstacles, including the imposition of sanctions or penalties; any known issues

with or abuse of noprofit organizations, alterti@e remittance systems, offshore sectors, free

trade zones, bearer shares, or other specific sectors or situations; any other information which

i mpacts on the countryds/jurisdictionds abil:i
AML/CFT regime or preides information on successful, innovative policies or procedures.

Any changes to the Comparative Table responses for the relevant jurisdiction also should be
discussed in this section.

54



INCSR 2016 Volume Il Country Reports

Countries/Jurisdictions of Primary Concern

57



INCSR 2016 Volume Il Country Reports

Afghanistan

The Islamic Republic of Afghanistan is not a regional or offshore financial center. Terrorist and
insurgent financing, mondgundering, bulk cash smuggling, abuse of informal value transfer

systems, and other illicit activities designed to finance organized criminal activity continue to

pose serious threats to the security and development of Afghanistan. Afghanistan remains a

maj or narcotics trafficking and producing cou
exporter. The narcotics trade, corruption, and contract fraud are major sources of illicit revenue

and laundered funds. Corruption permeates all levelsgiiakf government and society.

Afghanistan has a small banking sectord the government has implemented management

reforms over the past year. Traditional payment systems, particularly hawala networks, remain
significant in their reach and scale. Less than 10 percent of the Afghan population uses banks,
depending insteaon the traditional hawala system, which provides a range of financial and non
financial business services in local, regional, and international markets. Approximately 90
percent of financial transactions run through the hawala system, including foxelgange
transactions, funds transfers, trade and microfinance, as well as some-tidqrugiaictivities.
Corruption and weaknesses in the banking sector incentivize the use of informal mechanisms and
exacerbate the difficulty of developing a transpafemhal financial sector in Afghanistan. The
unlicensed and unregulated hawaladars in major drug areas, such as Helmand, likely account for
a substantial portion of the illicit proceeds being moved in the financial system. Afghan business
consortiums thatontrol both hawaladars and banks allow criminal elements within these
consortiums to manipulate domestic and international financial networks to send, receive, and
launder illicitly-derived monies or funds intended for criminal, insurgent, or terrorsivitees.

For additional information focusing on terrorist financinigase refer to the Department of
Stateds Country Reports o mtpTvewwsstate.godjovris/icwhi ¢ch c

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oach Albseriodsktrimest 0 appr
Are legal persons covered: criminallyES civilly: NO

KNOW-YOURCUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks (public and private), money service businesses (MSBs),
hawaladars, lawyers, real estate agents, trust companies, securities dealers, independent legal
professionals, insurance companies, and dealers of bullion, precious metals, and stones

REPORTING REQUIREMENTS:
Number of STRs received and time fram842 in 2014
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Number of CTR received and time frame:,908,610 in 2014

STR covered entitiesBanks (public and private), MSBs, hawaladars, lawyers, real estate
agents, trust companies, setigs dealers, independent legal professionals, insurance
companies, and dealers of bullion, precious metals, and stones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 4 in 2014
Convictions: 4 in 2014

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Afghanistan is a member of the Asia/Pacific Group on Money Laundering (APG), a$tN€EF
regional body. Its most recent mutual evaluation can lnedfat:
http://www.apgml.org/membeigndobservers/members/member
documents.aspx?m=6981008¢2-47b2b02763ad5f6470cl

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Afghanistands ability to en
hampered by corruption. Limited resources and lack of technical expertise and infrastructure

also hamper &ctive regulatory oversight. Afghanistan has made progviésthe enactment

of its July 2014 AML and CFlaws. Significant provisions include the creation of an adequate

legal basis to criminalize money laundering; and the authority to confiscateduneil

property derived from criminal activity, sell property, drald the proceeds in an asset

recovery/sharing fund. In addition, in 215, Afghanistan enacted a comprehensive banking

law to enhance reporting attte governance of private and sawned banks. The law, which

also includes criteria for fit and propgeterminations and regime for declaring crogsorder

transportation of cash amearer negotiable instrumentsill go into effect in early 2016.

Despite making some regulatoryogress on banking, no clear division exists between the

hawala system and the small formal financial sector. Hawaladars often keep accounts at banks
and use wire transfer services to settle their balances with other hawaladars abroad. Due to
limited bankbranch networks, banks occasionally use hawaladars to transmit funds-to-hard
reach areas within Afghanistan. Af ghani st ané
that no MSBs or hawaladars have ever submitted suspicious transaction repRgls €8T

compared to the 10 to 15 STRmTRACA receives daily from traditional financial institutions.
Insurance companies and securities dealers are also technically under the regulatory regime and
are required to file STRs, but the government doesnfotee this requirement. Precious metals

and stones dealers, lawyers, accountants, and real estate agents are not supervised in
Afghanistan.

Border security continues to be a major challl

official border cossings under central government contlf g h a n i s tbhadedreporting o0 s s
requirement applies to those entering or exiting the country with an amount of more than
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$10,000 but less than $20,00wevert he system i s not egbbrdersced ac
due to lack of resourcesf Afghanistan implements its cross border regulation on cash
movementdo prohibit travelers from carrying more than $20,000 across borders or through
airports, bulk cash smuggling could become increasingly diffi¢ddtwever, implementing the

law requires harmonization with existing customs regulations and other administrative changes.
Customs regulationgssued in September 201&ck clarity on what should be done by

authorities when there is suspicion of ML/T€argo is often exempted from any screening or
inspection due to corruption at the border crossings and customs deptd&le of official

border crossings, most border areas are updkred or not policed at all, and are particularly
susceptible to cesborder trafficking, traddased money laundering, and bulk cash smuggling.
Kabul International Airport lacks stringent currency inspection controls for all passengers and
includes a VIP lane that does not require subjects to undergo any inspectionsals.

Beyond the formal border crossings, the Afghanifakistan frontier is notoriously porous,
presenting an additional challenge for the government to control and enforce illicit cash and trade
movements.

In 2011, the Afghanistan/Pakistan msit Trade Agreement (APTTA) expanded trade
cooperation between the two countries and attempted to minimize smuggling by maximizing
oversight and technical monitoring.et the designated trade routes pass through key locations
where insurgent and terrarigroups operate. It appears insurgents are finding creative ways to
utilize APTTAOGs new rule of being able to mai
origin to crossborder destinatiawithout having to risk unloading trucks at border crossing

In addition, since the initiation of the new APTTA agreement, it appears organized smuggling
groups have increased their use of Iranian ports of e¥ifith the phasingut of Iranian

sanctions, this trend will continue to grow. The Afghan trareite is used in tradeased

money laundering, value transfer, and in coumtduation or the process of settling accounts
between hawaladars.

Although Afghanistan enacted the Law on Extradition of the Accused, Convicted Individuals

and Legal Cooperatigrmvhich would seemingly allow for extradition based solely upon

multilateral arrangementsuch as the 1988 UN Drug Convention, this interpretation conflicts

with Article 28 of the Afghan Constitutioavhich more clearly requires reciprocal agreements
between Afghanistan and the requesting country.
unclear. The U.S. does not have an extradition treaty with Afghanistan.

Af ghani stanés | aws related to terrorism finan
TheCHI aw provides the basic framework needed t
and seize terrorist assgt®wever the corresponding implemeng regulations lack clarity and
effectiveness. IRTRACAG Bmited capacity to identify bad actors and build cases against them
often meets administrative hur dl es candideredhe At t
ineffective in other criminabr anticorruption contexts, as wellhe AGO isauthorized to

prosecute a case and freeze or seize illicit assets, but its senior leaders have expressed reluctance
and skepticism regarding money laundering prosecutions in general and seizing assets in

patticular.
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While the authority to seize assets exists, the Afghan government has yet to establish an asset
recovery mechanism to recover the value of any assets seized, and as a result, no entity,
including the police or the courts, has responsibititypostconviction asset recovery. A small
number of criminal investigations with asset forfeiture issues have been reported by Afghan
authorities, but they have not led to seizures of real property or prosecutions or convictions for
money launderingHowever, for the first time, prosecutors are going after the real property of a
high profile drug trafficker.Drug kingpin Haji Lal Jan Ishagzai was convicted in 2013 and given
albyear sentence for opium traff i daw.i Degpitethisder
guestionable release from prison in June 2014, prosecutors are using the AML law to attempt to
seize a shopping center owned by Lal Jan as proceeds of criminal activity. The case is pending
before Afghanistands CN Supreme Court.

Although Afghanistan has taken steps toward improving its ABHT regime, certain
deficiencies remain. Afghanistan should pass and enforce legislation to regulate financial
institutions and designated ndéinancial businesses and professions and ensure theplieoce
with AML/CFT regulations. Afghanistan also should issue the necessary regulatory instruments
to increase the number of MSB/hawala inspections and enact a comprehensive registration
regime,andexpand implementation of the MSB/hawala licensing mog Afghanistan should
create an outreach program to notify and educate hawaladars about the licensing, large
transaction reporting requirement, and STR filing proces&&ghanistan should continue to
implement an adequate framework for identifyingcing, and freezing terrorist assets; work
with the international community to train enforcement officers, prosecutors, and judges to
provide them a better understanding of the basis for seizing and forfeiting assets; provide
regulators and enforcementioffrs with the resources to carry out their oversight and
investigative duties; implement adequate procedures for the confiscation of assets related to
money laundering; anehhance the effectiveness of FRACA. Afghanistanalsoshould
strengthen inspecin controls for airport passengers.

Antigua and Barbuda

Antigua and Barbuda isaffshore center which continues to be vulnerable to money laundering
and other financial crimes. Its relatively large financial sectoli@ednet gaming industry add

to its susceptibility. According to the Antiguan Office of National Drug Control and Money
Laundering Policy AONDCP), the collaborative efforts between Antigua and Barbuda and
United States law enforcement agencies have brought about a decrease irffabkiggra

activity.

Although the number ahternetgaming companies is in decline, accordind@NDCP

statistics, casinos amdternetgaming maintain a strong presence in Antigua and Barbuda.

Internet gaming companies are regulated by the Financial Services Regulatory Commission, and
supervised for AML/CFT by thAONDCP. Regulation requires them to incorporate as
international business corporations (IBCs) and maintain a physical presencestamtie

Domestic casinos must incorporate as domestic corporations. The Government of Antigua and
Barbuda receives millions of dollars per year from license fed®tner charges related to the
internet gaming industry.

61



INCSR 2016 Volume Il Country Reports

Shell companies are not pettad in Antigua and Barbuda. All certified institutions are required
to have a physical presence, which means presence of at leagtraddenior officer and
availability of all files and records. International companies are authorized to possess bea
shares; however, the license application requires disclosure of the names and addresses of
directors (who must be natural persons), the activities the corporation intends to conduct, the
names of shareholders, and number of shares they will holdst&egi agents or service
providers are compelled by law to know the names of beneficial owners. Failure to provide
information or giving false information is punishable by a fine of $50,000. Offshore financial
institutions are exempt from corporate in@tax.

The Eastern Caribbean Centr al Bank (ECCB) sup
banking sector, along with the domestic sectors of seven other Caribbean jurisdictions.

For additional information focusing on terrorist financinigase referd the Department of
Stateds Country Reports o mtpTvewwsstate.godjovrisicwhi ¢ch c

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl |l ser iaopupr cadmesro Al i st 0 a pAfl senoaschimes o pr ed
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks, international offshore banking businesses, venture risk capital,
and money transmission services; entities issuing and administering means of payment (e.qg.,
credit cards, tnakeeberdsatheftksthasd bé&aferin
commitments, or trading for customers involved in money market instruments, foreign
exchange, financial and commoditieased derivative instruments, or transferable or
negotiable instruments; money brokers ardhanges, money lenders, and pawn shops; real
property businesses; credit unions, building societies, and trust businesses; dealers in
precious metals, art, jewelry, and higalue goods; casinos and providers of Internet gaming
and sports betting; caedlerships; travel agents; company service providers, attorneys,
notaries, and accountants

REPORTING REQUIREMENTS:
Number of STRs received and time fram@72: January I November 1, 2015
Number of CTRs received and time framé&lot applicable
STRcovered entities:Banks, international offshore banking businesses, venture risk capital,
and money transmission services; entities issuing and administering means of payment (e.g.,
credit cards, travelerods cheadnteesandnd banker 0
commitments, or trading for customers involved in money market instruments, foreign
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exchange, financial and commoditieased derivative instruments, or transferable or
negotiable instruments; money brokers and exchanges, money lendersyarsthpps; real
property businesses; credit unions, building societies, and trust businesses; dealers in
precious metals, art, jewelry, and higalue goods; casinos and providers of Internet gaming
and sports betting; car dealerships; travel agents; congegmice providers, attorneys,
notaries, and accountants

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 3 in 2015
Convictions: 1 in 2015

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Antigua and Barbuda is a member of the Caribbean Financial Action Task Force (CFATF), a
FATF-style regional body. Its most recent mutual evaluation can be found at:
https://www.cfatfgafic.org/index.php/documents/mutiealuationreports/antiguaand
barbudal/34-antiguaandbarbuda3rd-roundmer

ENFORCEMENT AND IMPEMENTATION ISSUES AND COMMENTS

Antigua and Barbuda continues to work to improve its AML/CFT reginbe A ONDCPO s

2014 analysis showkat financial institutions in Antigua and Barbuda have improved their

AML/CFT policies and customer due diligence proceduta2014 AONDCPO6s Fi nanci al
Investigations Department was involved in 14 new cases, both criminal andrci2d15 with
theassistance of an international dono@MDCP spearheadedationalrisk assessment of the
countrybés vulnerabilities to money | aundering

In October, 2015Antigua and Barbuda recorded its first successful confiscation casethader
Proceeds of Crime ActAs part ofa joint operation with the ABDF Coast Guatide AONDCP

first arrested two persomboard a sailing vessel from Tortola in 2011 with over 160 kilograms

of cocaine. Theourt ordered the defendant to pay $30,00b¢oState.From the evidence

provided thecourt determined the defendant possessed assets which could be used to settle the
confiscationorder.

In 2015, theAONDCP successfully defended a constitutional motion before the Eastern

Caribbean High Court bgecuring a rulingleterminingthe provisions for civil forfeiture under

the Money Laundering (Prevention) Act do not contravene the Constitutlomed Williams

was convicted of possession with intent to supply and possession with intent to sell wésr he
arrested while conducting a drug transactié?d@NDCP and Police officers found him in

possession of 3.3 kilograms of cocaine, US$16,446 and EC$41,965. Following the criminal

case, two parcels of land owned by Williams were frozen by the Superviatrgrity and

ultimately forfeited to thgovernment.This case has created a legal precedent for civil forfeiture
proceedings in the region,andtdreur t 6s deci si on reinforces the
civil forfeiture do not contravene thenfigua and Barbuda Constitution.
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The Government of Antigua and Barbuda should continue to work to implement its AML/CFT
action plan, and devote resources to money laundering investigations and enforcement.

Argentina

Institutionalized corruption, drugafficking, high levels of informal and contraband trade, and

an active infor mal exchange mar ket present si
regime. Contraband is smuggled into Argentina through #imtder area (Argentina,

Paraguay, and Beil), and a very porous northern border shared with Bolivia and Paraqdy,
through changes to shipping manifests designed to disguise the importer and the type of
merchandiseT he pr evi ous usedfrourrancysontrods toiawid Batance of
payments issues fostered a thriving black market for U.S. currency. During the first ten months
of 2015, the unofficial exchange rate valued the dollar about 60 percent higher than the official
government rate. Argentina contexllaccess to foreign ciency to try to maintain its falling

central bank reserve®resident Macri, inaugurated December 20, 2015, quickly adopted
economic policies to addreafiostof economic problemsncluding high inflation and disputes

with foreign creditors.

Many Argentines prefer to hold their savings in U.S. dollars and/or ddéaominated assets as

a hedge against high inflation and potential peso devaluation. Even during periods of more
liberal currency exchange, Argentina has a long history of capital flightaaxnevasion. The

latter is the predicate crime in the majority of money laundering cases. Argentines hold billions
of U.S. dollars outside the formal financial system, both domestically and offshore, much of it
legitimately earned, but not taxed.

The general vulnerabilities in the financial system also expose Argentina to a risk of terrorism
financing.

For additional information focusing on terrorist financinigase refer to the Department of
Stateds Country Report s datmtpTvewwvsstate.gosjovyls/cwhi ¢ch ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVED FRQM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl I serious crimeso appr oach Albseriodsktrimest 06 appr
Are legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks, financial companies, credit unions, trusts, tax authority,
customs, currency exchange houses, casinos, athletic societies, securities dealers, insurance
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companies, accountants, notaries public, dealers in art and antiques, jewelers, real estate
registries, real estate agents, money remitters, charitable organizations, auto and boat dealers,
and postal services

REPORTING REQUIREMENTS:
Number of STRs received and time fram&5,589 in 2014
Number of CTRs received and time framé&lot available
STRcovered entities:Banks, financial companies, credit unions, trusts, tax authority,
customs, currency exchange houses, casinos, athletic societies, securities dealers, insurance
companies, accountants, notaries public, dealers in art and antiques,gergalesstate
registries, real estate agents, money remitters, charitable organizations, auto and boat dealers,
and postal services

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS XCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Argentina is a member of the Financial Action Task Foifdeatin America (GAFILAT), a
FATF-style regional bodylts most recent mutual evaluation can be found at:
http://www.qgafilat.org/UserFiles//Biblioteca/Evaluaciones/Argentina_3ra_Ronda_ 2010.pdf

ENFORCEMENT AND IMPLEMENTATIO N ISSUES AND COMMENTS:

While the Government of Argentina has established the legal authorities and structures necessary
for anAML regime, implementation of that regime remains a challenge. Ongoing receipt of
suspicious transactioeporting, including through online submission, demonstrates that the
function has become institutionalize@he total number of suspicious transaction reports (STRS)
dropped 29 percent in 2015, in pbecausehe Financial Information UnitIF), theArgentine

financial intelligence unit (FIUyaised theeportingthresholdfor savings and loan

organizations. The thresholds had been low and had not been adjusted previously to account for
inflation. The changes resulted in a 94 percent drop in repdayitige savings and loan sector.

The UIF continues to face challenges in analyzing suspicious reporting information and
converting analysis into actionable intelligence. To address these gaps, the UIF has developed a
risk matrix and modernized reportisgstems, including incorporating an online reporting

capability. In addition, the Financial Crimes Enforcement Network (FINCEN), the U.S. financial
intelligence unit, suspended information sharing with the UIF in June 2015. This is the second
suspensiomf i nf or mation sharing between FinCEN anc
disclosure of intelligence that FINCEN had shared with the UIF. The first suspension took place

in July 2009, and lasted three and a half years. This is a serious ofidrfS@@EN is

evaluating next steps.
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Program effectiveness, as measured by convictions and asset forfeiture, has been negligible.

Since 1999, Argentina has successfully prosecuted only seven cases of money laundering. In
general, money laundering cases pursued by a chief prosecutor, working as part of a
prosecutori al unit focused on six operating a
criminal justice system persist, including widespread delays in the judicial process and a lack of
judicial independence.

In an effort to support judicial action, the UIF and the Economic and Money Laundering
Prosecutordés Office (PROCELAC) have enhanced
throughout the country. In 2015, PROCELAC reported opening 101 pnaliyninvestigations

and responding to 140 requests for case collaboration. However, reporting suggests the majority
of these actions have focused on investigating foreign currency outflows and tax evasion.

In 2014, the UIF responded to 213 requestsriformation or testimony from judges and
prosecutors and issued eight administrative orders to freeze the assets of 18 entities believed to
be involved in terrorist financing. As a result of this intervention, 11 state terrorists were
captured, bringig the total to 21 terrorists captured since 2013 usingi@$truments. To date,

the offenders have largely been former members of the military junta, and the majority has been
charged with domestic terrorism related to crimes committed during military rule in Argentina
(19761983). Argentina has not used it6TCregime to pursue international terrorism cases.

With its AML/CFT regime established through legal and regulatory structures, suspicious
transaction reporting institutionalized, and information flowing more freely between branches of
government, Arggni naés chall enge now is enforcement.
be demonstrating the countryds commitment to
governance; fostering a universal culture of AMLIGEompliance; improving the ability to

coadinate, investigate, and prosecute complex financial crimes efficiently; and increasing
convictions.

Australia

Au st r a l-funatidrsng fimantidl markets include major products, such as money, debt,
equities, foreign exchange, and derivativéghile not large compared to equivalent markets in
economies such as the United States or Japan, trading activity in many Australian financial
market sectors is higher than the size of the economy might indicate. For example, Australia's
largest market séar is the foreign exchange market and the Australian dollar is the seventh most
actively traded currenayorldwide Australia is also recognized internationally in areas such as
infrastructure financing and structured products. As an emerging fingaeovates center within
theAsiaPaci fi c region, the countryo6s financi al se
initiatives, such as the implementation of an investment manager regime and measures to provide
tax exemption or tax relief for foreign magers. Finance and insurance, significant sectors in

the Australian economy, are estimated to annually contribute some A$130 billion (approximately
$92 hillion) to the Gross Domestic Product, accounting for 9.3 percent of total value added.
Australia las one of the largest pools of consolidated assets under management globally, valued
at A$2.6 trillion (approximately $1.85 trillion). It is also a major destination for foreign direct
investment.
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According to the Australian Crime Commission (ACC), fin&l crimes continue to increase in
diversity, scale, and the level of overall harm they cause Australia. The ACC conservatively
estimates that serious and organized crime costs Australia approximately A$15 billion each year
($10.67 billion). Money laodering remains a key enabler of serious and organized crime.

The Australian Transaction and Reports Analysis Center (AUSTRACh e countryos fi
intelligence unit (FIU) and the national antioney laundering/countering the financing of

terrorism AML/CFT) regulatori identifies key features of money laundering in Australia in its

Annual Report: intermingling legitimate and illicit financial activity through cash intensive

businesses or front companies; engaging professional expertise, such as #angy@ccountants;

the use of money laundering syndicates to provide specific money laundering services to
terrorists and domestic and international cri
Australian crime environment, a reflection of the peive international money laundering ties

of Australiabased organized criminal groups. The report also notes that major money

laundering channels are prevalent in banking, money transfer and alternative remittance services,
gaming, and luxury goods. Lesisible conduits include legal persons and arrangements, cash
intensive businesses, electronic payment systems;loooder movement of cash and bearer

negotiable instruments, international trade, and investment vehicles.

Tradebased money launderingBML), and its potential role in drug trafficking and
i mportation, is a concern of |l aw enforcement
considered to have lowered the risk of TBML.

For additional information focusing on terrorist financiplgase refer to the Department of
Statebs Country Reports o mttpTvewvistate.gowsjoirisichi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICSTRAFFICKING THAT INC LUDE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll <eiimes® approach or Al i sAlseriaugs@imesach t o
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks; gaming and bookmaking establishments and casinos; bullion
and cash dealers and money exchanges and remitters; electronic funds transferors; insurers
and insurance intermediaries; securities or daevieatdealers; registrars and trustees; issuers,
sellers, or redeemers of travelerds checks,
payroll, in whole or in part in currency, on behalf of other persons; and currency couriers

REPORTINGREQUIREMENTS:
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Number of STRs received and time fram&21,074: July 2014 June 2015

Number of CTRs received and time framd:;694,287: July 2014June 2015

STR covered entitiesBanks; gaming and bookmaking establishments and casinos; bullion

and cak dealers and money exchanges and remitters; electronic funds transferors; insurers

and insurance intermediaries; securities and derivatives dealers; registrars and trustees;

i ssuers, sellers, or redeemer s driments; avel er 0s
preparers of payroll, in whole or in part in currency, on behalf of other persons; and currency
couriers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 99: July 2013 June 2014
Convictions: 77: July 2013 June 2014

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Australia is a member of the FATF and of the Asia/Pacific Group on Money Laundering (APG),
a FATFstyle regional body. Its most recent mutual evaluation report can be found at:
http://www.fatfgafi.org/countries/a/australia/documentsiitualevaluationofaustralia. html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Australia maintains a comprehensive system to detect, prevent, and

prosecute money laundering. A statutory review of the-Matney Laundering and Coter

Terrorism Financing Act 2006 (AML/CFT Act), conducted by the Attorteg ner al 6 s
Department with assistance from AUSTRAC, is underway to examine the objectives and scope

of the AML/CFT regime, opportunities for deregulation, the-bslsed approach &ML/CFT,

and industry reporting obligations. The review is being conducted in the context of the
government 6s deregul ation agenda, and minimiz
priority. The report of the statutory review will be submitted toe€oment in the first half of

the 201516 financial year.

Following amendments to the AML/CFT Act, customer due diligence (CDD) requirements
became effective June 2014, which protect Aus
and verification otustomer information, anshfeguarahational security from organized

criminals and money launderers misusing the complex business structures to conceal their
ownership and controlling interest. A major enforcement tool to reduce money laundering risks
inherent in the alternative remittance sector and informal value transfer systems is thedACC
Eligo National Task Force (ENTF). The ENTF is an initiative involving the ACC, AUSTRAC,
and the Australian Federal Police. In 2015, the ENTF resulted in @®tles to criminal

entities and identified 112 criminal targets previously unknown to law enforcement. The ENTF
initiated investigations resulted in seizures of more than A$365.5 million (approximately $262
million) in cash and drugs, 39 referrals tatpar agencies, 40 financial intelligence reports to

the Eligo Taskforce, and nine data mining information reports. As well as disrupting organized
crime activities, the ENTF increases professionalism within the remittance sector to make it
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more resistan organized crime. U.S. law enforcement agencies continue to collaborate with
the ENTF.

AUSTRAC also works with Australian industries and businesses to promote their compliance
with AML/CFT legislation. Australia has active interagency task forcescansultations with
the private sector are frequent. AUSTRAC signed seven new financial intelligence exchange

agreements in 2015, increasing the number of
international counterparts to 72. Australian law enforcemgancies investigate an increasing
number of cases that directly involve offense

Confiscation Task Force brings together agencies with key roles in the investigation and
litigation of proceeds of crime niats. The task force identifies and conducts asset confiscation
matters.

In May 2014, the government announced that the AUSTRAC Supervisory Levy would be
replaced with the AUSTRAC Industry Contribution. From the 2034inancial year onwards,
reportingentities will pay a levy that allows AUSTRAC to recover the costs of its regulatory and
financial intelligence. In June 2015, AUSTRAGrtedpreparations for the 20156 industry
contribution which will commence early in the 20156 financial year.

Forthe third year in a row, Australia observed a notable increase in filings in the suspicious
transaction report (STR) category O6Refusal to
can be attributed to the tightening of thpdrty currency transaon report (CTR) reporting

obligations. Over the last two reporting years, the number of STRs filed with AUSTRAC
increased approxi mately 45 percent. The incr
awareness of events occurring overseas that aranlevAustralia.

Il n 2014, AUSTRAC completed Australiads fir
terrorism financing. A sanitized report t
Australiads banki ng amae frequentythanather eéhansets totsend s
funds to individuals engaged in foreign insurgencies and conflicts. Terrorism financing in
Australia varies in scale and sophistication, ranging from organized fundraising by domestic
cells which are part of atger, organized international network, to funds raised by small, loosely
organized, and setfirected groups. While AUSTRAC is not currently preparing an updated
version of its 2014 report, AUSTRAC disclosed that terronistatedi s u s pi ci ous matt e
repot shad increased threefold from 118 in 2a1Bto 367 in 2014.5.

st
it
ar

In May 2015, the Government of Australia announced the establishment of a Serious Financial
Crimes Taskforce (SFCT ) to replace Project Wickenby, the-agascy task force that played

akey role in the fight against tax evasion, avoidance, and drome2006until its termination

on June 30, 2015With a broader remit, and operational from July 1, the SFCT is also a multi

agency taskforce that forms part of the Australian Federal Heliceraud and ArtCorruption

Center. Drawing together the Australian Taxation Office, Australian Crime Commission,

Australian Federal Police, Attorn€yeneral's Department, Australian Transaction Reports and

Analysis Centre, Australian Securities anddstments Commission, Commonwealth Director of

Public Prosecutonesnd Australian Customs and Border Pro
role is to focus on operational activities, collect and share intelligence, identify reform measures
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with the aim of emoving wealth from criminal activity, prosecute facilitators and promoters of
serious financial crimeand deploy deterrent and preventative enforcement strategies.

Australia shouldequirereal estate agents, solicitors, and accountants to reportisuspic
transactions.

Austria

Austria is a major regional financial centéustrian banking groups control significant shares

of the banking markets in Central, Eastern, and Southeastern Europe. Money laundering occurs
to some extent within the Austridmanking system as well as in rbank financial institutions

and businesses. Money laundered by organized crime groups derives primarily from fraud,
smuggling, corruption, narcotics trafficking, and trafficking in persons. Theft, drug trafficking,
and faud are the main predicate crimes in Austria according to conviction and investigation
statistics. Austria is notfeequentoffshoredestinatiorfor illicit funds and has no free trade

zones.

Casinos and gambling are legal in Austria, but in some provinces slot machines are prohibited,
and there are efforts underway to limit certain aspects of sport betting. The laws regulating
casinos include AML/CFT provisions. There are migrant workefgistria who send money

home via all available channels, including regular bank transfers and money transmitters, but
also informal and illegal remittance systems. No information is available to what extent informal
systems are used.

For additional infomation focusing on terrorist financing, please refer to the Department of
Statebs Country Reports o http:/Twavw.staiergov§/atirlsicibh i ¢ h ¢

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZAT ION OF MONEY LAUNDERING:

AAl'l serious crimeso approach Combinalidni st o appr
approach
Are legal persons covered: criminaliyES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due dilignce procedures for PEPs: Foreigi¥ES Domestic: NO
KYC covered entitiesBanks and credit institutions; domestic financial institutions
authorized to conduct financial leasing, safe custody, portfolio and capital consulting, credit
reporting, and mergers and acquisitions services; brokers and securities firms; money
transmitters and exchanges; insurance companies and intermediaries; casinos; all goods
dealers; auctioneers and real estate agents; lawyers, notaries, certified pohlitaats, and
auditors
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REPORTING REQUIREMENTS:
Number of STRs received and time framé;673in 2014
Number of CTRs received and time fram&lot applicable
STR covered entitiesBanks and credit institutions; domestic financial institutions
authorizd to conduct financial leasing, safe custody, portfolio and capital consulting, credit
reporting, and mergers and acquisitions services; brokers and securities firms; money
transmitters and exchanges; insurance companies and intermediaries; casinodsall g
dealers; auctioneers and real estate agents; lawyers, notaries, certified public accountants,
auditors, and customs officials

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions:426in 2014
Convictions: 46in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT:YES Other mechanism:YES
With other governments/jurisdictionsYES

Austria is a member of the FATF. Its most recent mutual evaluation can be found at:
http://www.fatkgafi.org/topics/mutualevaluations/documents/mutualevaluationofaustria.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Austria hasn placecomprehensivd ML/CFT legislation In recent years, the government
reformed the financial intelligence unit operational procedures and supervisory framework;
developed and published regulations and guidelines; and organized a series of outreach events
and training tancrease the level of awareness of AML/CFT.

Austria has an fall serious crimeso approach
list of predicate offenses that do not fall under the domestic definition of serious crimes, but
which Austria inclaes to comply with international legal obligations and standards.

Austrian banks have strict legal requirements regarding secrecy. However, the law stipulates
that secrecy regulations do not apply with re
transactions in connection with money laundering or terrorism financing, or with respect to

ongoing criminal court proceedings. Any amendment of these secrecy regulations requires a
two-thirds majority approval in Parliament. In 2014, Austria acceptedgdelayedEU law to

curtal bank secrecy and tax evasion. The law requires the EU member states to automatically
exchange information on accounts held by their citizens abroad. Austria said it needed more

time to comply with the agreement and createwa reporting system. Austria was given until

2018 to comply.

The Austrian Financial Market Authority (FMA) regularly updates a regulation issued January 1,

2012, which mandates banks and insurance companies apply additional special due diligence
whendoing business with designated countries. In 2014 the regulation stipulated increased
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scrutinyforf or ei gn Apol i t i (PEPE)IOy seuxcpho saesd gpoevresronnnse nt 1
politicians, and prominent public officials.

After a decline irtheprevious yar, the number of fileduspicious transaction repor8IRs),
and particularly prosecutions and convictiosesignificantly in 204. Austrian authorities
maintain that the improved legal framework and traimogtributed tahis development. The
number of AML convictions in relation to the amount of prosecutions remains quite low.

Bahamas

The Commonwealthadh e Bahamas i s a regional and offshoi
economy is heavily reliant upon tourism, touridniven construction, and the offshore financial

sector. The Bahamas remains a transit point for illegal drugs bound for the UnitsdaBtat

other international markets. The major sources of laundered proceeds are drug trafficking,

firearms trafficking, gambling, and human smuggling. There is a black market for smuggled
cigarettes and guns. Money laundering trends include the puhase estate, large vehicles,

boats, and jewelry, as well as the processing of money through a complex web of legitimate
businesses and international business companies (IBCs) registered in the offshore financial

sector. Drug traffickers and other cnmal organizations take advantage of the large number of

IBCs and offshore banks registeredhie Bahamas to launder significant sums of money.

According to a 2013 report by the International Monetary Fund (IMF), the Bahamian financial
systemidfiex cept i @nalelfy elcarigheg t he coffshorafinangisdds r ol e a
center dhereport noted théinancial system had total gross assets equivalent to 96 times GDP

with total assets of the offshore banking sector equivalent to 75 times Gi2 offshore sector

consists mostly of branches or subsidiaries of global financial institutions and pursues a variety

of business models.

The archipelagic nature @fie Bahamas and its proximity to the United States make the entire
country accesslb by all types of watercraft, including small sail boats and power boats, thereby
making smuggling and moving bulk cash relatively easy. The country has one large free trade
zone (FTZ), Freeport Harbor. The FTZ is managed by a private entity, the fidagmor

Company, owned and operated through a joint venture between Hutchison Port Holdings (a
subsidiary of Hutchison Wampoa, based in Hong Kong) and The Port Group (The Grand
Bahama Port Authority, the Bahamian parastatal regulatory agencyfréaémrt Harbor

Company includes the Freeport Container Port and Grand Bahama International Airport as well
as private boat, ferry, and cruise ship facilities andawlfoll-off facilities for containerized

cargo and car transshipments. Freeport Harbomeasdsest offshore port to the United States.

Casino gaming is legal for tourists. The Bahamas has four large casinos, including a casino in
Bimini that draws in customers from the United States via a ferry service to and from Miami.
The $3.5 billion @inese Exportmport Bankfunded Baha Mar Casino and Resort on New
Providence Island, which has been in development since 2011, did not open as scheduled in
2015. If opened, it would be the largest casino in the Caribbean. Current law prohibits
Bahamiarcitizens, permanent residents, and temporary workers from gambling in casinos.
However, gaming operations based on W&sed lottery results ammbsted orthe internet,
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l ocally known as fhevBabamashlo Peptentber P01 thergowerit i n
passed a comprehensive gaming bill designed to regulate the web shops and bringbadethet
gaming into compliance with industry standards. Implementation is ongoing. Regulations
require web shop operators to apply for a license, pay taxesemueeand property, and comply
with internal control standards.

For additional information focusing on terrorist financinigase refer to the Department of
Statebs Country Reports o mitpTvewvistate.gosjoirisicwhi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S, OR ILLEGAL DRUG SALES THAT OTHERWISE SGNIFICANTLY AFFECT
THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo approach Listapprach st 0 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks and trust companies, insurance companies, securities firms and
investrrent fund administrators, credit unions, financial and company service providers,
cooperatives, societies, casinos, lawyers, accountants, and real estate agents

REPORTING REQUIREMENTS:
Number of STRs received and time framélot available
Number of CTRgeceived and time frameNot applicable
STR covered entitiesBanks and trust companies, insurance companies, securities firms and
investment fund administrators, credit unions, financial and company service providers,
cooperatives, societies, casinlasyyers, accountants, and real estate agents

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

The Bahamas is a member of the Caribbean Financial Action Task Force, (CFATF),a FATF
style regional body. Its most recent mutual evaluation can be foumdt@as://www.cfatf
gafic.org/index.php/documents/ctfatfutuatevaluationreports/thebahamasl

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:
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The Government of the Commonwealthiloé Bahamas hdke requisite institutional and legal
framework to combat money laundering. In order to better gauge the effectiveness of the
g 0 v e r nAML progvasns, authorities should release information on the numbers of
suspicious transaction reports (STRS), ptasens, and convictions.

The IMF report noted that,hile oversight of the financial system has improwbad,Bahamas is
still recognized as a significant tax haven. For exantpieBahamas does not disclose in a
public registry information aboutusts and foundationye Bahamas does not maintain official
records of company beneficial ownership or place them in a public registry; there are no
requirements that company accounts be placed on public record; nohel@=hamas require
resident payig agents to tell the domestic tax authorities about payments ‘@siolents.

The gover nmen tMorsey Udundering Taakl Foreehitchimeets monthlys led by

the Inspector at the Compliance Commission and includes representatives fgowethmement

and private sector. The goal of the body is to implement and comply with international standards
to prevent and control money laundering and combat terrorist financing. The Task Force should
seek to engender an AML culturethre Bahamas.

The Government of the Commonwealthtioé Bahamas should continue to provide resources

and training to its law enforcement, judicial, and prosecutorial bodies in order to investigate and
prosecute money laundering; enforce existing legislation; and safdfedmancial system

from possible abuses. With the expansion of gaming oversight, the government should ensure
full implementation of appropriate safeguards, eodtinue tgprovide STR training. The

Financial Intelligence Unit, in cooperation with Rdyahamas Police Force financial
investigators, should continue its outreach, training, and coordination with banking and non
banking sectors to assist institutions in implementing and maintaining effective STR regimes.
The Bahamas should further enhanseAML/CFT regime by criminalizing bulk cash

smuggling; continuing implementation of the National Strategy on the Prevention of Money
Laundering; ensuring full compliance with UNSCRs 1267 and 1373; establishing a currency
transaction reporting system;danmplementing a system to collect and analyze information on
the crossborder transportation of currency. It also should ensure there is a public registry of the
beneficial owners of all entities licensed in its offshore financial center.

Belize

Belize is not a major regional financial center; however, it has a substantial offshore financial
sector. Belize is a transshipment point for marijuana and co@dduman trafficking is a

concern. There are strong indications that laundered proceddsragesingly related to

organized criminal groups involved in the trafficking of illegal narcotics, psychotropic

substances, and chemical precursors. The Government of Belize continues to encourage offshore
financial activities that are vulnerable to mgh@undering and terrorist financing, including

offshore banks, insurance companies, trust service providers, mutual fund companies, and
international business companies. The Belizean dollar is pegged to the U.S. dollar.

In 2013, the Caribbean Financrattion Task Force (CFATF) included Belize in its Public
Statement for not making sufficient progress in addressing AML/CFT deficiencies and not
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complying with its action plan to address those deficienciesurne 2015the CFATF noted
that Belize has madsubstantial progress areimoved it from the Public Statement

Belizean officials suspect there is money laundering activity in their two free trade zones, known
as commercial free zones (CFZs). The larger of the two, the Corozal Commercial Fras Zone,
located on the border with Mexico. The smaller CFZ, the Benque Viejo Free Zone, is located on
the western border with Guatemala. The Corozal SE2signed to attract Mexican citizens for
duty free shopping; Belizean authorities believe it is hgawilolved in tradebased money
laundering and the illicit importation of duty free products.

For additional information focusing on terrorist financinigase refer to the Department of
Statebs Country Reports o mitpTvewvistate.gosjoirisicwhi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr oach Combinalidni st o appr
Are legal persons covered: criminally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesDomestic and offshore banks; venture risk capital; mdamekers,
exchanges, and transmission services; moneylenders and pawnshops; insurance; real estate;
credit unions; building societies; trust and safekeeping services; casinos; motor vehicle
dealers; jewelers; international financial service providerdjguobtaries; attorneys;
accountants and auditors

REPORTING REQUIREMENTS:
Number of STRs received and time fram@16: January 1November 15, 2015
Number of CTRs received and time fram&lot applicable
STR covered entitiesDomestic and offshorealnks; venture risk capital; money brokers,
exchanges, and transmission services; moneylenders and pawnshops; insurance; real estate;
credit unions; building societies; trust and safekeeping services; casinos; motor vehicle
dealers; jewelers; internatiorfalancial service providers; public notaries; attorneys;
accountants and auditors

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 1 in 2015
Convictions: 1in 2015

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
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With other governments/jurisdictionsYES

Belize is a member of the CFATF, a FAS§Ele regional body. Its most recent mutual
evaluation can be found altttps://www.cfatf
gafic.org/index.php?option=com_docmané&task=cat_view&gid=352&Iltemid=418&lang=en

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Over the last three years, Belize made a turnaround in strengthening its legal infrastructure for

oversight of the financial industry. Political will and involvement of different levels of
government and public sector agencies as well as the private sectmue to be key elements
in the reform process.

In addition to2014amendments teeveraklacts, regulations were also promulgated or
strengthened to include: Designated Nonancial Business or Profession (DNFBP) Regulation;
International FinancleServices Commission; National Afdloney Laundering regulations;
Gamingi administrative penalty regulations; and the Misuse of Drugs ORler.| i finamaak
intelligence unit FIU) worked with internationaflonorsto draftthenew Proceeds of Crime
Legislation. Despite the new laws and regulations, some international experts have said
experienced staff and political will to use the new tools to actually implement an assertive
program of investigation and prosecutane stillnecessary There was reportedly one money
laundering prosecution and conviction in 2015.

The FIU continues to have ongoing organizational issaresthere is currently only one less
experienced attorndp prosecug cases The FIU has a broad mandatedaa small staff, and
does not have sufficient training or experience in identifying, investigating, reviewing, and
analyzing evidence in money laundering cases. There is limited assistance from other law
enforcement agencies, governmental departmends,egulatory bodies. The FIU is improving
awareness of AML/CFT programs and has conducted training events for many businesses
including those in the CFZsThe FIU is reportedly in discussions with the Belize Police
Department, special police unitsmadthe Comptroller of Customs to developmamorandum of
understandingo support intelligence sharing and more integrated operations.

Il n 2014, the U. S. Government , with assistance

executives and six corporate igies for orchestrating a $500 million offshore asset protection,

securities fraud, and money laundering scheme. In a related action, the FIU froze assets of a

company associated with the U.S. prosecuti on,

ordeed the FIU to release those assets due to insufficient evidence to justify the continued
freezing of those account3he local case has floundered.

While the Government of Belize is commended for its recent legislative and regulatorytwork
should als demonstrate its commitment by providing additional resources, traamdgpolitical
will to effectively enforce the countryads
offshore financial sector continues to be a concéurthermore, théistorically low

prosecution and conviction figures refléoe lack of robust enforcement efforfEhe
governmenshouldensure its investigative, prosecutorial, and judicial personnel have the
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capacity and resources to successfully fulfill tmesponsibilities Belize should become a party
to the UN Convention against Corruption.

Bolivia

Bolivia is not a regional financial center, but remains vulnerable to money laundiioig.
financial activities are related primarily to cocaine tciihg and include corruption, tax
evasion, smuggling, and trafficking in perso@iminal proceeds laundered in Bolivia are
derived from smuggling contraband and from the foreign and domestic drug trade.

There is a significant market for smuggled gowdBolivia. Chile is the primary entry point for
illicit products, which are then sold domestically or informally exported to Brazil and

Argentina. According to World Bank estimates, between 60 and 70 percent of the Bolivian
population works in the infonal economy, composed of thousands of mamterprises offering
numerous opportunities for money laundering activiti&scording to the Bolivian Center for
Multidisciplinary Studies (CEBENX local economic thinkank, the informal sector offers
ampleopportunity to avoid detection. In the informal sector, large amounts of money are split
into smaller quantities to avoid detection and review by the financial regulatory agencies. This
laundered money then enténg formal market through the financgistem.

Informal currency exchange businesses andregistered currency exchanges are illegal. There
is no indication that illicit financial activity is linked to terrorism financing, though lack of
proper safeguards creates a vulnerability to swtivity. Much of the informal economic

activity occurs in noffegulated commercial markets where many products can be bought and
sold outside of the formalized tax systeRublic corruption is common in these commercial
markets and money laundering &itt is likely.

The Bolivian financial system is moderately dollarized, with some 20 percent of deposits and 10
percent of loans distributed in U.S. dollars rather than Bolivianos, the national curBsiioya

has 13 free trade zones for commercial iaddstrial use located in El Alto, Cochabamba, Santa
Cruz, Oruro, Puerto Aguirre, Desaguadero, and Coldmsinos (hard gaming) are illegal in

Bolivia. Soft gaming (e.g., bingo) is regulated; however, many operations have questionable
licenses.

For adlitional information focusing on terrorist financing, please refer to the Department of
Statebs Country Reports o mttpTvewvistate.gowsjoirisichi ¢ h ¢

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:

AAll serious crimeso approach ListapprGach st 0 appr
Are legal persons covered: criminally: YES civilly: YES
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KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanceddue diligence procedures for PEPs:Foreign: YES Domestic: YES
KYC covered entitiesBanks, micrefinancial institutions, insurance companies, exchange
houses, remittance companies, securities brokers, money transport companies, and financial
intermediaries

REPORTING REQUIREMENTS:
Number of STRs received and time framd86 January * October31, 2015
Number of CTRs received and time framé&;985,064 January 1 October31, 2015
STR covered entitiesBanks, micrefinancial institutions, isurance companies, exchange
houses, remittance companies, securities brokers, money transport companies, and financial
intermediaries

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 40 in 2014
Convictions: Not available

RECORDSEXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Bolivia is a member the Financial Action Task Force of Latin America (GAFILAT), a FATF
style regional bodylts most recent mutl evaluation can be found
at: http://www.gafilat.org/UserFiles/documentos/en/evaluaciones_mutuas/Bolivia_3era Ronda__

2011.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS

In recent years Bolivia has enacted several laws and regulations that, taken together, should help
the country to more actively fight corruption, terrorism, and money laundering. The Government
of Bolivia should cotinue its implementation of the laws and regulations with the goal of
identifying criminal activity that results in investigations, criminal prosecutions, and convictions.

In May 2014, Bolivia transfeedc ont r ol of Bol i vi a6 s(UIFiframahe ci al I
Financial System Supervision Authotio |l i vi ads f i na netheaMinistryefgul at or
Economy and Public Finance. The government 6s
greater degree of independence. However, since olre,mstatistics that were previously

available to the public are no longer available online. Bois/i@orking torectify this issuen

order toensure statistics related to its AML/CFT regimeavrailable to the public

While the UIF reports to the Ministry of Economy and Public Finance, the unit has its own
annual budget and significant independeniceess than two years under its new leadership,

UIF has developed a prograsvoting towardobjectives drawn from international standards.

Many of the international standards Bolivia is using as benchmarks were copied from Colombia
and Mexico, two countries in the region with significant experience in the aheaUIF is
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receiving guidance omoney laundering issues from regional partners. UIF also is working to
enhance its capacities in counterrorism finance.

In March2015 General Hugo Nina Fernandez, forrdarector of the Bolivian Special Force to
Fight Drug Traffickingand former Bbvian Police Commander, was arrested on charges of
money laundering. Nina Fernandez and his legal team publicly implicated other high level
Bolivian officials. There have been no reported developments since March.

Bolivia does not have a mutual legeisistance treaty with the United States; however, various
multilateral conventions to which both countries are signatories are used for requesting mutual
legal assistance.

Bolivia should continue to strengthen its AML/CFT regime by addressing identiéaknesses.

Brazil

In 2015, Brazil was the secotargest economy in the Americas and among the ten largest

economies in the world, by nominal GDP. It is a major dragsit country, as well as one of

the worldodés | argest cBmaaimeds cloamgestesci t YB,«oi
financial center for Latin America. Money laundering in Brazil is primarily related to domestic

crimes, especially drug trafficking, corruption, organized crime, gambling, and trade in various

types of comaband and counterfeit goods. Money laundering channels include the use of banks,

real estate investment, financial asset markets, luxury goods, remittance networks, informal

financial networks, and tradeased money laundering.

Sao Paulo and the TBorder Area (TBA) of Brazil, Argentina, and Paraguay possess high risk

factors for money laundering. In addition to weapons and narcotics, a wide variety of counterfeit
goods, including CDs, DVDs, and computer software (much of it of Asian origin), areaiguti

smuggled across the border from Paraguay into Brazil. In addition to S&o Paulo and the TBA,

other areas of the countepntinue to be ofoncern. The Government of Brazil and local

officials in the states of Mato Grosso do Sul and Parana, for eearepbrt increased

involvement by Rio de Janeiro and S&o Paulo gangs in the already significant trafficking in
weapons and drugs that plagues Brazil 6s weste

Brazil has four free trade zones/ports (FTZs). The government provides téixshareertain
FTZs, which are located to attract investmertttoe countryoés relatively u
and Northeast regions.

For additional information focusing on terrorist financinigase refer to the Department of
St at ebds Co wnmmerrorigm, Riech can e $ound dittp://www.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENG'; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO
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CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo approach ListapprBach st 0 appr
Are legal persons covered: criminalli®O civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesCommercial and savings banks and credit unions; insurance
companies and brokers; securities, foreign exchange, and commodities brokers/traders; real
estate brokers; credit card companies; money remittance businesses; factoring companies;
gaming and lottey operators and bingo parlors; dealers in jewelry, precious metals, art, and
antiques

REPORTING REQUIREMENTS:
Number of STRs received and time fram@&51,234 January * October 312015
Number of CTRs received and time fram&60,802 January * October 312015
STR covered entitiesCommercial and savings banks and credit unions; insurance
companies and brokers; securities, foreign exchange, and commodities brokers/traders; real
estate brokers; credit card companies; money remittance busirffassa®g companies;
gaming and lottery operators and bingo parlors; dealers in jewelry, precious metals, art, and
antiques

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Brazil is a member of the FATF and the Financial Action Task Force of Latin America
(GAFILAT), a FATFstyle regional body. Its most recent mutual evaluation can be found at:
http://www.fatkgafi.org/countries/a/brazil/

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

On October 162015,President Rousseff signed Law #13.170 which provides procedures for

freezing assets relating WNSCRsand for information provided bilaterally, dimg a

l ongstanding gap in Brazil 6 %erraidmand tdrrgristt o confr
financing are still not criminalized in a manner consistent with international standdnitias

been pendingpefore Congrestor several months

In March 2014, money laundering at a gas station tipped off Brazilian law enforcement to a
connection with the parastatal oi | c hawp any , P
Jato) has uncovered a complicated web of corruption, money laundenichgaa evasion,

leading to the arrests of money launderers, Petrobras directors, and major construction company
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executives. Many Brazilian politicians are also under investigation. The landmark operation
continues to uncover what many believe is alrgadybiggest corruption scandal in Brazilian
history.

Brazil does not maintain comprehensive statistics on money laundering prosecutions and
convictions.Thi s | ack of data makes it difficult to
AML/CFT regime.

The Government of Brazdontinues tanvest in border and law enforcement infrastructure.
Brazilian Customs and the Brazilian Tax Authority continue to take action to suppress the
smuggling of drugs, weapons, and contraband goods along the bordernaghda The

Federal Police have Special Maritime Police Units that aggressively patrol the maritime border
areas.

Some highpriced goods in the TBA are paid for in U.S. dollars, and doosger bulk cash
smuggling is a concern. Large sums of W@&lars generated from licit and suspected illicit
commercial activity are transported physically from Paraguay into Brazil. From there, the
money may make its way to banking centers in the United States. However, Brazil maintains
some control of capitdlows and requires disclosure of the ownership of corporations.

Brazil 6s Trade Transparency Unit, in partners
Enforcement, analyzes, identifies, and investigates companies and individuals involved in trade
based monelaundering activities between the two countries. As a result of data comparison,

the government identified millions of dollars of lost revenue.

Brazil should pass legislation to fixetlyap in its legal framewortegarding the criminalization
of terrorist financing The government also should maintain and release statistical data regarding
the volume of money laundering prosecutions and convictions.

British Virgin Islands

The British Virgin Islands (BVI) is &K overseas territory. The economy is dependent on
tourism and the offshore financial sector. BVI is a vesliablished, sophisticated financial
center offering accounting, banking, and legal services; captive insurance; company
incorporation; mutual fushs administration; trust formation; and shipping registration. The BVI

is advertised as the worldés | eading offshore
country. The Financial Services Commission (FSC) is the sole supervisory authpotysibke
for the licensing and supervision of financi a

most recent statistical bulletin was published in September 2015 and notes there are 475,309
active companies. Of these companies, 123 are lidditkeciary companies authorized to

conduct company management and trust servi€hsre are six commercially licensed banks,

one private bank, and 2,037 registered mutual funds, which include public, private, professional,
incubator, and approved fundas of September 201%e banking sector kassets valued at

$2.4 billion.
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The BVI has zergated corporation tax, with no wealth, capital gaorsestate tax for offshore

entities. Exploitation of its offshore financial services, the unique stractse that does not

require a statement of authorized cap#ald the lack of mandatory filing of ownership

information pose significant money laundering risks. The BVI is a favored destination for

registering shell companies that can be establishreldtie money in a short amount of time.

There are reports that a substanti al percent a

Tourism accounts for 45 percent of the economy and employs the majority of the workforce;
however, financial servicesont r i but e over half of government
to the U.S. Virgin Islands and the use of the U.S. dollar for its currency pose additional risk

factors for money laundering. The BVI, similar to other jurisdictions in the Eastern Caujlbea

a major target for drug traffickers, who use the area as a gateway to the United States. BVI
authorities work with regional and U.S. law enforcement agencies to help mitigate the threats.

For additional information focusing on terrorist fifténg, pease refer to the Department of
Statebs Country Report s o ttpTvewvistate.gowsjoirisichi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AABErious crimeso approach or Alfiseriosstrimesappr oac
Are legal persons covered: criminallY'ES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks and fiduciary services; money service businesses; insurance
agencies; investment businesses; insolvency practitioners; trust and company service
providers; charities and nonprofit associationsjafean autos and yachts; dealers in
precious metals, stones, and other highue goods; real estate agents, notaries, lawyers,
other independent legal advisers, and accountants

REPORTING REQUIREMENTS:
Number of STRs received and time fram@34: Januaryl i November 11, 2015
Number of CTRs received and time framé&lot applicable
STR covered entitiesBanks and fiduciary services; money service businesses; insurance
agencies; investment businesses; insolvency practitioners; trust and compaay ser
providers; charities and nonprofit associations; dealers in autos and yachts; dealers in
precious metals, stones, and other highue goods; real estate agents, notaries, lawyers,
other independent legal advisers, and accountants

MONEY LAUNDERING CRIMINAL PROSECUTIONSCONVICTIONS:
Prosecutions: 1 in 2014
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Convictions: 2in 2015

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

BVI is a member of the Caribbean Financial Action Task Force (CFATF), a fstylé&regional
body. Its most recent mutual evaluation can be founttaps://www.cfatf
gafic.org/index.php?option=com_docmané&task=cat_view&qid=327&ltemid=418&lang=en

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

BVI uses suspicious activity reports (SARs) rather than suspicious transaction reports (STRS).
SARs, in general, relate to suspicious activities by a broad range of entities, rather than
suspicious financial transactions. Therefore, the cited 234 reports encompass all types of
suspicious activities, including those of a financial nature.

FromJanuary through September 2015, the BVI Enforcement Committee reviewed 51
enforcement cases, resulting in seven administrative penalties, five license revocations, and four
warning letters.

There is collaboration between BVI law enforcement and regienakl as U.S. law

enforcement agencies, resulting in several successful operations targeting drug smuggling and
drug dealing. There have been 25 money laundering related prosecutions and 15 convictions
since 2008.

The BVI is a UK Caribbean overseasgrit®ry and cannot sign or ratify international conventions

in its own right. Rat her, the UK is responsi
arrange for the ratification of any convention to be extended to the BVI. ThdéJN8Bug
Conventiorwas extended to the BVI in 1995. The UN Convention against Corruption was

extended to the BVI in 2006. The International Convention for the Suppression of the Financing

of Terrorism and the UN Convention against Transnational Organized Crime were ehttende

the BVIin 2012.

In 2013, he Government of the United Kingdom announced plans for the UK and its overseas
territories and crown dependencies to establish mandatory registers of beneficial ownership. The
BVI has implemented a register which woaltbw BVI competent authorities direct and

immediate ownership informatiphowever, this registry is not publicly availabl€he

Government of the BVI should work toward the goal of making information on beneficial
ownership of offshore entities availaldbr legitimate requests by international law enforcement

and, eventually, to the public.

Burma

Burma is not a regional or offshore financial centés.economy is underdevelopess is its
financial sectarand most currency is still held outside the formal banking system, although bank
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deposits have incread over the past several yeaide lack of financial transparency, the low

risk of enforcement and prosecution, and the large illicit economy maketeittially appealing

to the criminal undergroundBesides narcotics, trafficking in persons; the illegal trade in

wildlife, gems, and timber; and public corruption are major sources of illicit proceeds. Global
Witness estimates the amount of jade ex¢é@and exported to China through porous borders are
annually in the tens of billions of dollars. Yet annual tax receipts from jade stand at
approximately $374 million representing not eveng&rcentof production. Both the smuggling

and customs fraukhvolved are predicate offenses for tramesed money laundering. Most of

the companies involved are either directly owned by the army, or operated by cronies with close
ties to military and government officials.

Many Burmese, particularly emigrantsmigting money from Thailand or Malaysia to family in
Burma, have relied on informal money transfer mechanisms, such asdtypk of #ernative
remittance systerniathas been abused by criminal networks. Many business deals and real
estate transactins are done in cash. Less than 15 percent of adults have a bank account. As a
result of the casbased economy and informal money transfer systems, it is very difficult for
authorities to follow the money trail.

Burma continues to be a major sourc@pium and exporter of heroin, second only to

Afghanistan. Since the midl990s, Burma has also been a regional source for amphetyméine
stimulants. The 2015 joint BurmdJN Office of Drugs and Crime illicit crop survey reported

that opium poppy cultividon decreased this year after having risen for eight consecutive years.

The government faces the additional challenge of having vast swaths of its territory, particularly

in drug producing areas al ong -8alerammadicgps.éna st er n
some areas, continued conflict between ethnic
organized crime groups to function with minimal risk of interdicti@ur maés | ong, por
borders are poorly patrolled.

Corruption is endemic in botbusiness and governmerilthough recent economic reforms
have significantly increased competition and transpareteyeowned enterprises and military
holding companies retain influence over the economy, including control of a substantial portion
ofBur ma6s nat uiteleisa @stiouad pask ® privatize more government assets.
The privatization process provides potential opportunities for graft and money laundering,
including by business associates of the former regime and politiciares ¢arttent civilian
government, some of whom are allegedly connected to drug traffickiisgng trade and
investment flows, involving a wider range of countries and business agents, also provide
opportunities for increased corruption and illicit actistid he rule of law remains wealnd
Burma continues to faaesignificant risk of narcotics proceeds being laundered through
commercial ventures.

There have been at least five operating casinos, including one in the Kokang special region near
China (anarea the Burmese government does not control), that primarily have targeted foreign
customers.Little information is available about the regulation or scale of these enterprises.

They continue to operate despite the fact casino gambling is officialjyailin Burma.
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In July 2013, the U.S. ban on Burmese imports imposed in 2003 under the Burmese Freedom

and Democracy Act and Executive Order 13310 ended, with the exception of restrictions on

imports of jadeite and rubies. U.S. legislation and Exec@ngers that block the assets of

members of the former military government and three designated Burmese foreign trade

financial institutions, freeze the assets of additional designated individuals responsible for human
rights abuses and public corruptiondampose travel restrictions on certain categories of

individuals and entities remain in forc@n February 22, 2013, the U.S. Treasury issued General
License No. 19 to authorize U.S. persons to conduct most transactions, including opening and
maintainly accounts and conducting a range of othe
maj or financi al i nstitutions that remain on T
Asia Green Development Bank, Ayeyarwady Bank, Myanma Economic Bank, amiardya

Investment and Commercial Bankl.S. persons are also permitted to conduct transactions with
Burmese banks not included on the SDN list.

I n November 2003, the United States identifie
laundering concetn pursuant toSection 311 of the USA PATRIOT Adnd issued a proposed
rulemaking generally prohibiting U.S. financial institutions from establishing or maintaining
correspondent accounts with Burmese financial institutions. This proposed rule was finalized o

April 12, 2004. The U.S. took this action against Burma because of major deficiencies in its

AML system.

Since 2011, Burma has been on the FATF Public Statethemost recent of which is dated
October 23, 2015=lthoughthe FATF no longer calls faountermeasures against Burnia be
removed from the blacklist, Burma must first complete all of the items in its action plan, agreed
with the FATF in 2010.The FATF notethat Burma has made progress in implementing its
action plan, including issuingew AML and G-T rules in 2015 and strengthening customer due
diligence(CDD) requirements for the financial sectddevertheless, Burma still needs to

address certain strategic AML/CFT deficiencies, including adequately criminalizing terrorist
financingand implementingassefreezes pursuant to UNSCRs 1267 and 1373

For additional information focusing on terrorist financinigase refer to the Department of
Statebs Country Report s o mttpTvewvistate.gowsjoirisichi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SINIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach ListapprGach st 0 appr
Are legal persons covered: criminallyES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
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KYC covered entitieBanks, insurance companies, credit societies, finance companies,
microfinance institutions, casinos, real estate agents, dealers in precious metals, trust and
company service providers, lawyers, notaries, car dealeysimgsccountants

REPORTINGREQUIREMENTS:
Number of STRs received and time framélot available
Number of CTRs received and time framé&lot available
STR covered entitiesBanks (including bardoperated money changing counters); the
Customs Department, Internal Revenue Departmieatle Administration Department,
Marine Administration Department, and Ministry of Mines; stated insurance company
and small loan enterprise; securities exchange; accountants, auditors, legal and real estate
firms and professionals; and dealers @qgious metals and stones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:NO
With othergovernments/jurisdictions:YES

Burma is a member of the Asia/Pacific Group on Money Laundering (APG), a-B#Tg-
regional body.lts most recent mutual evaluation can be found at:
http://www.apgml.org/membeisndobservers/members/membdwcuments.aspx?m=e0e77e5e
c50f4cacaz4t7felce72ec62

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Bur maods 2davkrmindlidslmoney laundering and defines predicate offendedso
includes CDD requirements for all reporting entiti@egulations to implement the AML law

were issued in September 2014t the same timeagegulations were issuaéd implement the
counterterrasm law,also enacted in 2014. These regulations include provisions addressing the
freezing of terrorist assets.

The informal economy generates few reliable records, and Burma makes no meaningful efforts
to ascertain the amount or source of incomeatue transfersRegulation of financial

institutions is weak.In 2014, the government awarded limited banking licenses to nine foreign
banks. They have subsequently opened brarmltese restricted to providing loans in foreign
currency and are reqed to partner with local banks in order to lend to local compaiiies. is

likely to significantly increase the volume and frequency of ebmsder currency transfers over

the next few years. While some Burmese financial institutions may engegeency

transactions related to international narcotics trafficking that include significant amounts of U.S.
currency, the absence of publicly available information precludes confirmation of such conduct.

In 2013, Burma enaetia law that grants the Central Bank both independence and exclusive
jurisdiction over monetary policyHowever, the Central Bank will require substantial assistance
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and additional resources to develop its capacity to adequately regulate and supefiviaediad
sector, which remains very limited.

Efforts to address widespread corruption are impeded by an ingrained culture of bribe seeking
within the civil service, including policeLow salaries create an incentive for civil servants to
seek to supgiment their incomesThe military has an untoward influence over civilian
authorities, especially at the local levél.new anticorruption law went into effect on

September 17, 2013, but has not yet had a discernible impact.

Burma still needs to takeraumber of steps to improve its AML/CFT regim&he government

should focus on implementation of its requirements on KYC and.CD1i2 FIU should become

an agency that functions without interfererfo@m other government offices on its core mission

to ree@ive and conduct analysis of suspicious financial informatiod Burma should supply
adequate resources to administrative and judicial authorities for their enforcement of government
regulations.Burma should end all policies that facilitate corruptpces and money

laundering, and strengthen regulatory oversight of the formal financial sector, including by
strengthening the independence of the Central Bank.

Cambodia

Cambodia is neither a regional nor an offshore financial center. Several faotoeser,
contribute to Cambodiads significant money | a
weakAML regime; its castbased, dollarized economys outsized and inadequatedypervised

banking and financial industries sector; its porous lrsr@d its unregulated or undegulated
norntfinancial sectors including, most significanttile gaming and real property industries. A

weak judicial system and endemic corruption are additional factors negatively impacting
enforcement.

Cambodia has significant black market for smuggled goods, including drugs and imported
substances for local production of methamphetamine. Both licit and illicit transactions,
regardless of size, are frequently done outside of formal financial institutions antfiemé th
monitor. Cash proceeds from crime are readily channeled into land, housing, luxury goods, and
other forms of property without passing through the formal banking sector. Casinos along the
borders with Thailand and Vietnam are other avenuesrteett il-gotten cash. Bulk cash
smuggling is recognized as a growing problem as is4taded money laundering (TBML).

For additional information focusing on terrorist financinigase refer to the Department of
Statebds Count ry whiehcanrbé feundainttp T/ veww state.gogj/ov/rls/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF USCURRENCY; CURRENCY ERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
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AAll serious crimeso approach Combinalidni st 0 appr
Are legal persons covered: criminallyfES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPs: ForeigfES Domestic: NO
KYC covered entitiesBanks, microfinance institutions, and credit caapiees; securities
brokerage firms and insurance companies; leasing companies; exchange offices/money
exchangers; real estate agents; money remittance services; dealers in precious metals and
stones; post offices offering payment transactions; lawyetaties, accountants, auditors,
investment advisors, and asset managers; casinos and gaming institutiegeyermmental
organizations (NGOs) and foundations

REPORTING REQUIREMENTS:
Number of STRs received and time framélot available
Number of CTRgeceived and time frameNot available
STR covered entitiesBanks, microfinance institutions, and credit cooperatives; securities
brokerage firms and insurance companies; leasing companies; exchange offices/money
exchangers; real estate agents; money remittance services; dealers in precious metals and
stones; posbffices offering payment transactions; lawyers, notaries, acaotstauditors,
investment advisors, and asset managers; casinos and gaming institutions; NGOs and
foundations

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions:0 in 2056
Convictions 0in 2056

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:NO
With other governments/jurisdictionsYES

Cambodia is a member of the Asia/Pacific Group on Money Laundering (APG), astp&F
regional body. Its most recent mutual evaluation can be found at:
http://www.amml.org/mutualevaluations/documents/default.aspx?pcPage=6

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The National Coordination Committee on AMbney Laundering and Combating the Financing

of Terrorism isapermanent and senitevel AML/CFT wordinationandpolicy-setting body. In

the last year, it has continued to be active in putting forward legal and policy reforms to tackle

the countryods IRDdtemhikte20l4 dhe €overnmens of Cambodia revised

Strategy 5 in the National @tegies on AML/CFT 2012017 by adding seven more actions to
build the capacity of Cambo diaaddasverfforemenh ci al I n
agencies as well as to expand and strengthen cooperation among relevant domestic agencies in
AML/CFT activities.
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The law on AML/CFT excludegawnshop$rom its explicit list of covered entities but does
allow the FIU to designate any other profession or institution to be included within the scope of
the law.

Cambodi ads AML/ CFT | aere asdets eelatiang tanwohely laundeting@ s t o
the financing of terrorism until courts have rendered final decisions, but the AML/CFT regime
lacks a clear system for sharing assets with foreign governments.

In 2015, CAFIU was admitted to the Egmont Gro@AFIU received approximately 1,000
suspicious transaction reports (STRs) and approximately 2 million currency transaction reports
(CTRS) in the first 10 months of 2015.

The primary enforcement and implementation concerns involve the willingness of d@omesti
authorities to adequately and efficiently share relevant information among themselves and to
competently investigate and prosecute Ak#lated crimes. In addition, CAFIU oversight of
financial institutions is weak. In respontige Government of Cambiadhas established a

Review Panel, led by the Coun{Berrorist Department of the General Commissariat of National
Police, as part of the supplementary measures laid out in the National Strategies on AML/CFT
20132017. The Panel, which is comprised @AFIU and relevant law enforcement agencies,
serves as a mechanism to strengthen cooperation and improve inforrhatiogamong

AML/CFT regulatory and law enforcement bodies.

Although ganng is illegal for Cambodian citizens, it is legal for foreigner€ambodia.

Cambodians often participate in illegal gamiThere are 57 legal casinos in the country. For
example, the Cambodian town of Poipet, located along the Cambodia/Thailand border, has 10
casinos in operation. According to a UNODC report, niloa@ 90 percent of the patrons in

these casinos are Thalo visa is required for Thai citizens, THaiht is accepted, and daily

return buses operate betwdpipet and Bangkok and Pattaya, ThailaAd.a result, large

amounts of money flow throughoe t 6 s ¢ a s i n oapproximately $12 miic bfi mat e d
cashdestined fo border casinosrosses the Pa@tborderevery day. The casinos haweak b
non-existentAML controls. Moreover, no casinodated in Cambodidas ever submitted a cash

or suspicious transaction report to CAFIU.

In 2015, Global Financial Integrity released a report analyzing data that shows, during the decade
between 2004 and 2013, Cambodia lost at least $15 billion to illicit finamddws via

TBML. Much of the wealth was shifted offshore. More than $4 billion left the country in 2013
alone. TBML was also used to shift value into Cambodia. Most of the laundering was done via
abusive trade migwvoicing. TBML and customs frau@present enormous income loss for the
Government of Cambodia.

The Government of Cambodia should take further steps to implement adequate procedures for
the confiscation of funds related to money laundering, ensure an effective CAFIU, and fully
implement ontrols for crossorder cash moweents The government should continue its work

to increase the volume and quality of reporting of STRs and CTRs from reporting entities of all
types, but especially amongase inhigh-risk sectorssud as casinoand paticipants in the real
property industry.Given the high level of corruption and lack of public financial transparency,
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the government also should require enhanced due diligence for domestic politically exposed
persons (PEPs)Cambodia should work to singthen control over its porous borders and crack
down on customs fraud and TBML. The government should implement effective operational
procedures both within and among affected agencies, and measure the effectiveness of these
procedures on an ongoing maslt should continue to undekemeasures tmcrease the

capacity of reporting entities, law enforcement and judicial agencies, and regulatory bodies.It
also should empower and require law enforcement and regulators to strictly enforce AML/CFT
laws aml regulations.

Canada

Money laundering activities in Canada are primarily a product of illegal drug trafficking,
financial crimes, and fraud, notably capital markets fraud, commercial (trade) fraud, payment
card fraud, and mass marketing fradde crminal proceeds laundered in Canada derive
predominantly from domestic activity controlled by drug trafficking organizations and organized
crime. Foreigrrgenerated proceeds of criralsoare laundered in Canada.

The money laundering methods used in Cartea/e remained relatively consistent in recent
years. They include smuggling, money service businesses and currency exaasigesthe
purchase of real estatgire transfersestablishment of offshore corporatipnse of credit cards,
stored valueards digital currencyand new payment methgdsse of nomineesise of foreign
bank accountsand the use of professional services such as lawyers and accountentse of
professional services is a key money laundering threat.

Canada does not have a significant black market for illicit goods. Cigarettes and counterfeit
goods and software are the most commonly smuggled goods in the country. There are
indications that tradbased money laundering occurs, and underground filaysiems are

used within the immigrant community. Some human trafficking organizations engage in money
laundering. Bulk cash smuggling is widespread.

For additional information focusing on terrorist financinigase refer to the Department of
Statd s Country Reports on T dtipriwwistatermgov/jetisick/h ¢ an

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious cri meso a pegicate erimds:Albseriouskrimest 0 apopr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: NO
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KYC covered entities:.Banks and credit unions; life insurance companies, brokers, and
agents; securities dealers; casinos; real estate brokers and agents; agents of the Crown
(certain government agencies); money services businesses (MSBs); accountants and
acounting firms; lawyers; dealers in precious metals and stones; and notaries in Quebec and
British Columbia

REPORTING REQUIREMENTS:
Number of STRs received and time fram82,531: April 1, 2014 March 31, 2015
Number of CTRs received and time fram@&;,445,431: April 1, 2014March 31, 2015
STR covered entitiesBanks and credit unions; life insurance companies, brokers, and
agents; securities dealers; casinos; real estate brokers and agents; agents of the Crown;
MSBs; accountants and accountiimgis; dealers in precious metals and stones; and notaries
in British Columbia and Quebec

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 228: 201314
Convictions: 40: 201314

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Canada is a member of the FATF and the Asia/Pacific Group on Money Laundering (APG), a
FATF-style regional body. Its most recent mutual evaluation can be foumdat/www.fatf
gafi.org/countries/#Canada

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In July 2015, Canada published its national inherent risk assessment®R.Mbe purpose of
this report is to better identify, asseaad understand inherent money laundering and terrorist
financing risks in Canada.

On July 4, 2015, the Government of Canadapuriglished for public consultation amendments

to the Proceeds of Crime (Money Laundgjiand Terrorist Financing Regulations to strengthen
its AML/CFT regime and improve its compliance with international standards. The proposed
regulations introduce a number of regulatory amendments that are needed to enact some
legislative amendments madh June 2014, as well as other standalone regulatory measures.
The package of amendments would: expand the conceptiti€ally exposed person®EP3 to
include domestic PEPs and heads of international organizations; clarify the type of customer
information reporting entities must obtain and keep as part of the customer due diligence
process; clarify obligations to assess and document the risks associated with new technologies
used by reporting entities; and expand the designated informatidhelfr@ancial Transactions

and Reports Analysis Centre of CandBBNTRAC) , Canadadés f i nacaci al i nt
disclose. Final publication for these amendments, scheduled fe20h&] is required before the
PEP provisions come into force. A new Security of Canada Information Sharing Act was
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adopted in 2015 to facilitate the sharing of information betweeadiam government agencies
with regards to any activity that undermines the security of Canada, including terrorism.

Canada has a rigorous detection and monitoring process in place to identify money laundering
and terrorism financing activities, badldtional enhanceents tats enforcement and conviction
capabilitywould be beneficial FINTRAC made 1,260 disclosures to law enforcement and other
government agencies from April 1, 2014 to March 31, 2015. Of these, 923 disclosures were
money launderingalated, 228 were terrorism financing or security threat related, and 109 were
both money laundering and terrorism financing or security related.

Obstacles to successful enforcement include privacy rules that prevent FINTRAC from freely

sharing informatin with law enforcement; complex investigations that can take understaffed

police agencies years to finish; and overworked Crown Prosecutors. Though the legislative
framework does not allow | aw enforcement agen
FINTRAC may disclose actionable financial intelligence to assist money laundering, terrorist
financing, and securitthreatinvestigations.

Canada should continue its work to strengthen its AML/CFT regime and ensure its privacy laws
do not excessively phabit providing information to domestic and foreign law enforcement that
might lead to prosecutions and convictioi$ie governmerghould further enhance its
enforcement and conviction capability.

Cayman Islands

The Cayman Islands, a UK Caribbean overseas territory, is an offshore financial center. Most
money laundering that occurs in the Cayman Islands is primarily relatectign criminal

activity and involvedraud tax evasionand drug trafficking, largglcocaine. The offshore

sector is used to layer or place funds into the Cayman Islands financial system. Due to its status
as a zerdax regime, the Cayman Islands is also considered attractive to those seeking to evade
taxes in their home jurisdictions.

The Cayman Islands is home to a wadleloped offshore financial center that provides a wide
range of services, including banking, structured finance, investment funds, various types of
trusts, and company formation and management. As of June 3020banking sector had
$1.398 trillion in international assets. As of September 2015, sinei®3 banks, 151 trust
company license4,18 company managers and corporate service providds;aptive

insurance companies, six money service businessggjmost 100,000 companies licensed or
registered in the Cayman Islands. According to the Cayman Islands Monetary Authority, as of
September 2015 theazeapproximatelyl1,215 mutual funds, of which 7,889 are registered
2,830aremasterfunds 395areadministered, and 10drelicensed. Shell banks are prohibited,

as are anonymous accounts. Bearer shares are generally issued by exempt companies and must
be immobilized.

Gambling is illegal. The Cayman Islands does not permit the registration of offshore gaming

entities. The authorities do not see risks from bulk cash smuggling related to the large number of
cruise ships that dock in the jurisdictioBayman Enterpris€ity, as a Special Economic Zone
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(SEZ), was established in November 2011 for knowlebgeed industries, primarily Internet &
Technology, Media &8 arketing, Commodities & Derivatives, and Biotechnology. A potential
area of vulnerability is in the commoi@is and derivatives sphere.

For additional information focusing on terrorist financinigase refer to the Department of
Statebs Country Report s o ttpTvewvistatagav/getiris/crtivh i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWSE SIGNIFICANTLY AF FECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo appr oach Albseriodsktrimest 6 appr
Are legal persons covered: criminalyf:ES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks, trust companies, investment funds, fund administrators,
securities and investment businesgesjrance compags and managers, money service
businesses, corporate and trust service providers, money transmitters, dealers of precious
metals and stones, and the real estate industry

REPORTING REQUIREMENTS:
Number of STRs received and time fram&68: July 1, 2014 June 30, 2015
Number of CTRs received and time fram&lot applicable
STR covered entitiesBanks, trust companies, investment funds, fund administrators,
securities and investment businesgesjrance companies and managers, money service
businessegorporate and trust service providers, money transmitters, dealers of precious
metals and stones, and the real estate industry

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 2: Januaryl i October 31, 2015
Convictions: 2: Januand i October 31, 2015

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

The Cayman Islands is a member of the Caribbean Financial Action Task Force (CFATF), a
FATF-styleregional body. Its most recent mutual evaluation can be fourtdtat//www.fatf
gafi.org/topics/mutualevaluations/documents/mutualevi@oafthecaymanislands.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:
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In 2015, the Cayman Islands released a draft money launderifrgskedbsessment. The
findings included outdated AML/CFT laws and regulations, weak supervision of nonprofits and
nonfinancial organizations, and insufficient international cooperation.

The Cayman Islands Legislative Assembly passed the Proceeds of Crime (Amendment) Law

2015 on April 172015. This amendment repgaéction 5(1)(b) of the Proceeds of Crime Law

(2014 Revision), replacing the Financial Secretary with the Chief OfficgbeiMinistry

responsible for Financial Servicesr t he Chi ef ,@dafmemberrofdthe Ardie si gnat
money Laundering Steering Group.

The Departrant of Commerce and Investment now supervisabastate agents and precious
metal dealersThe Goverment of the Cayman Islands reports that AML/CGipervision will

be enhancetbr designated noefinancial businesses and professions (DNFBPs) that trade or
store precious metals and stones and financial derivatives and when trades occur within the
A Special Economic Zone (Amendment) Bill is expected to be presented to the Legislative
Assembly in early 2016. THazll will allow for stronger due diligence and w#luthorizethe
Special Economic Zone Authority to request beneficial ownership information

In 2015, the Financial Reporting Authority (FRA), the financial intelligence codperated

with theUnited Stateson two cases regarding ongoing corruption investigations involving FIFA
officials, which include several million dollars of fraud andmay laundering schemes by
entities with overseas connections. This has resulted in assets of the entities being reported
frozen in various jurisdictions.

The Cayman Islands continues to develop its network of tax information exchange mechanisms
and has network of 36 signed information exchange agreements, with 29 in fducsuant to
legislation and intergovernmental agreements, the Cayman Islands exctetigérmation

with the United States in 2015, and will exchange information with the UKitegtlom in 2016

As a UK overseas territory, the Cayman Islands cannot sign or ratify international conventions in
its own right. Rat her, the UK is responsible
may arrange for the ratification of angnvention to be extended to the Cayman Islands. The

1988UN Drug Conventiorwas extended to the Cayman Islands in 1995. The UN Convention

Against Transnational Organized Crime was extended to the Cayman Islands in 2012. The UN
Conventionagainst Corrption has not yet been extended to the Cayman Islands; however, the

full implementation platform for the antiorruption convention exists under current Cayman

law. A 2002 request for extension of the International Convention for the Suppression of the
Financing of Terrorism to the Cayman Islands has not yet been finalized by the UK, although the
provisions of the convention are implemented by domestic laws.

The Cayman Island®portedlyis considering changes to its AML/CFT reginecluding
incorporating a riskbased approach in money laundering regulations; implementing a
supervisory framework for DNFBPs and rRprofit organizations, imposing administrative
penalties for financial and DNFBP supervisors; incorporating tax crimes as a raandgring
offense under the Proceeds of Crime Law; and increasing human resource$RA tined the
Financial Crimes Unit of the Royal Cayméslands Police Servicelhe government should take
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steps to adopt and implement these itefitse Government ahe Cayman Islands decided to
continue its current netransparent method when it comes to disclosing beneficial ownership
information. The governmeshouldset up a public central register to bring together this
information to facilitate access by lamforcement.

China, Peopl eds Republic of

The devel opment of Chinads financial sector h
pace with the sophistication and reach of criminal networks. The primary sources of criminal
proceeds areorruption, narcotics and human trafficking, smuggling, economic crimes,
intellectual property theft, counterfeit goods, crimes against property, and tax evasion. Criminal
proceeds are generally laundered via methods that include bulk cash smugglénlgased

money launderingTBML) ; manipulating invoices for services and the shipment of goods;
purchasing valuable assets, such as real estatendrmgold; investing illicit funds in lawful

sectors; gaming; and exploiting formal and underground finbsyséems, in addition to third

party payment systems. Chinese officials have noted that corruption in China often involves
stateowned enterprises, including those in the financial sector. According to Global Financial
Integrity (GFI), China leads theosld in illicit capital flows as measured by trade fimsgoicing

i a form ofTBML. GFI estimates that approximately $260 billion left the country in 2013.

While Chinese authorities continue to investigate cases involving traditional money laundering
sclemes, they have also identified the adoption of new money laundering methods, including
illegal private equityfundraising activity, crosborder telecommunications fraud, and corruption

in the banking, securities, and transportation sectors. Chinesitieshalso have observed that
money laundering crimes continue to spread from developed coastal areas such as Guangdong
and Fujian provinces to underdeveloped, inland regions.

China is not considered a major offshore financial center; however, Chinautigde Special

Economic Zones (SEZs) and other designated development zones at the national, provincial, and
local levels. SEZs include Shenzhen, Shantou, Zhuhai, Xiamen, and Hainan, along with 14 other
coast al cities. A s rnpiaitrative, Ghiina dpénedrihe SeanglkacFoee 0 mi ¢
Trade Zone in 2013 and Tianjin, Guangdoaigd Fujian in 2015.

Chinese foreign exchange rules cap the maximum amount of yuan individuals are allowed to

convert into other currencies at approximately $50,0060 gaar andestrictthem from

transferring yuan abroad directhyjthout prior approval from the State Administration of

Foreign ExchangeA variety of money laundering techniques are used to circumvent the

restrictions, including structuring, using netk® of family and friends, transferring value with

the help of loved ones emigrating abroad, overseas cash withdrawals using credit cards, TBML,
underground remittance systems sucfeagianor fAf |l yi ng money, 0 and or
junkets to Macau andsdwhere. Chinese organized crime is also involved. In addition to

capital flight, a substantial amount of money is laundered through the purchase of overseas
properties in places such as Vancouver, Sydney, London, San Diego, and New York.

For addition&information focusing on terrorist financinggepse refer to the Department of
Statebds Country Reports on htp:Ewww.state.gevijict/risierti i ¢ h ¢
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo approach Listapprach st 0 appr
Are legal persons covered: criminallyfES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES  Domestic: YES
KYC covered entitiesBanks and credit unions, securities dealers, insurance and trust
companies, financial leasing and auto finance companies, and currency brokers

REPORTING REQUIREMENTS:
Number of STRs received and time fram&4,531,000 in 2013
Number of CTRs received and time fram&lot available
STR covered entitiesBanks, securities and futures institutions, and insurance companies

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS
Prosecutions: 11,645 in 2013
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

China is a member of tHeATF as well as the Asia/Pacific Group on Money Laundering (APG)
and the Eurasian Group on Combating Money Laundering and Terrorist Financing (EAG), both
of which are FATFstyle regional bodies. Its most recent mutual evaluation can be found at:
http://www.fatfgafi.org/countries/a/china/documents/mutualevaluationofchina.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Whi | e Chi n ald kgis@ton aadressed sdrie deficiencies in the implementation of

the requirements of UNSCRs 1267 and 1373, some deficiencies must still be addressed. These
include guidance for designated Afamancial businesses and professions; delisting and

unfreezng procedures; and the rights of bona fide third parties in seizure/confiscation actions. In
2013, the Peopleds Bank of China published ne
clientsd risks based on a v ameéensbwtheendofRHE t or s,
and commence implementation of new internal control rules by January 1, P@ifhprove

monitoring and reporting on suspicious transactions through bank €4ids issued a Notice

on Further Strengthening AML Work on Bank C&uwsiness. In 2015, Chinese authorities
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issued guidelines for internet finance that include strengthened AML/CFT controls for internet
finance operators.

In October 2015, the State Administration of Foreign Exchange (SAFE) published new rules to
limit overseas cash withdrawals from credit cards, for the first time putting an annual cap on

such overseas cash withdrawals through credit cards. In November, Chinese authorities arrested
suspects for illegal foreigaxchange transactions totaling $64 billenmd announced a

crackdown on underground banks that assist in the evasion of capital controls and the transfer of
funds offshore.

In domestic cases, once an investigation is opened, all law enforcement entities and public
prosecutors are authorized &ké provisional measures to seize or freeze property in question to
preserve the availability of the same for | at
courts are required by law to systematically confiscate criminal proceeds, enforcement is
inconsistent and no legislation authorizes seizure/confiscation of substitute assets of equivalent
value. Information about the implementatiortlod 2013Criminal Procedure Law remains

scarce.

The United States and China are parties to the Agreeméntial Legal Assistance in

Criminal Matters. U.S. law enforcement agencies note China has not cooperated sufficiently on
financial investigations and does not provide adequate responses to requests for financial
investigation information. In addition tbe lack of law enforcemettased cooperation, the
Chinese governmentods inability to enforce U.S
nortconvictionbased forfeiture actions against Chlmesed assets remains a significant barrier

to enhancedl.S-China cooperation in asset freezing and confiscation.

While China continues to make improvements to its AML/CFT legal and regulatory framework
and is gradually making progress toward meeting international standards, implementation and
transparencyemain lacking, particularly in the context of international cooperation. The
Governmentof he Peopl eds dRaull axpand cooparation @ibreigna

counterparts and pursue international AML/CFT linkages more aggressivélyi na 6s Mi ni st
of Public Security should continue ongoing efforts to develop a better understanding of how
AML/CFT tools can be used, in a transparent fashion, to support the investigation and
prosecution of avide range of criminal activityChinaalsoshould cooperate with international

law enforcement to investigate how indigenous Chinese underground financial systems and
tradebased value transfer are used to circumvent capital restrictions for illicit outbound transfers
and capital flight, and to ceive inbound remittances and criminal proceeds for Chinese
organized crime China should enhance coordination among its financial regulators and law
enforcement bodies to better investigate and prosecute offeAdergovernment should ensure

all cours are aware of and uniformly implement mandatory confiscation laws.

Colombia

Despite the Government of Col ombiadbés fairly s
primarily from Col ombiads illicit drug trade
economy and affect its financial institutions. Money laundering igrafsiant avenue for
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terrorist financing in geographic areas controlled by both the Revolutionary Armed Forces of
Colombia (FARC) and the bandas criminales (BACRIN) 2015 there was a reported uptick in
the use of dirty money to influence local and owadil elections.

The postal money ordand securitiesnarkes; the smuggling of bulk cash, gasoline, liquand

household appliancewire transfersremittancescasinosgames of changand other lottery
schemegselectronic currencyprepaid debit ards and prepaid cellular minutes are other

techniques used to repatriate illicit proceeds to Colombia or to launder illicit funds within

Col ombi ads borders. The trade of counterfeit
another method esl to launder illicit proceeds. The 104 free trade zones in Colombia present
opportunities for criminals to take advantage of inadequate regulation, supervision, and
transparency.

Criminal organizations with connections to financial institutions iriotountries smuggle
merchandise to launder money through the formal financial system using trade andithalnon
financial system. In the black market peso exchange (BMPE), goods are bought with drug
dollars from abroad and are either smuggled into i@bla via Ecuador, Venezuela, and other
neighboring countries or brought directly int
tariffs, and customs duties. Counterfeit and smuggled goods are readily available in well
established black markets in nhogajor cities in Colombia, with proceeds from the sales of
some of these goods directly benefiting criminal enterprises. In otheitiaadd money
laundering schemes, goods are ewerunderinvoiced to transfer value. According to
experienced BMPE wtustry workers, evasion of the normal customs charges is frequently
facilitated by the complicity of corrupt Colombian customs authorities.

COLJUEGOS is charged with regulating the gaming industry and all national and departmental
lotteries. Indicationare that much money laundering activity has moved to regionaily

|l otteries, called fAChance, 06 which are easily
system of these games to central government regulators. COLJUEG@fhnsiing itsstudies
tobetter understand the incidents oifisassmalpi ci ou

organization with limited personnel and resources.

For additional information focusing on terrorist financinigase refer to the Department of
St at e énsReddswm Terrorism, which can be found latp://www.state.qov/j/ct/rls/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERNED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious cri meso appaateaimds:Listapprach st 0 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
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Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES

KYC coverecentities: Banks, stock exchanges and brokers, mutual funds, investment funds,
export and import intermediaries (customs brokers), credit unions, wire remitters, money
exchange houses, public agencies, notaries, casinos, lottery operators, car dedlers, gol
dealers, foreign currency traders, sports clubs, cargo transport operators, and postal order
remitters

REPORTING REQUIREMENTS:
Number of STRs received and time fram&;642: January November 2015
Number of CTRs received and time fram&lot availale
STR covered entitiesBanks, securities broker/dealers, trust companies, pension funds,
savings and credit cooperatives, depository and lending institutions, lotteries and casinos,
vehicle dealers, currency dealers, importers/expodasinternational gold traders

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 73: January October 2015
Convictions: 29: January October 2015

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictionsYES

Colombia is a member of the Financial Action Task Force of Latin America (GAFILAT), a
FATF-style regional body. Its most recent mutual evaluation can be found at:
http://www.gafilat.org/UserFiles//Biblioteca/Evaluaciones/Colombia_3era_Ronda_2008.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Key impediments to developing an effeeti’ML/CFT regime are underdeveloped institutional
capacity, limited interagency cooperation, lack of experience, and an inadequate level of
expertise in investigating and prosecuting complex financial crimes. Colombian laws are limited
in their respectivauthorities to allow different agencies to collaborate and pursue financial
crimes, and there is a lack of clear roles and responsibilities among agencies. Despite
improvements, regulatory institutions have limited analytical capacity and tools, ariddack
technology to effectively utilize the vast amount of available data.

The Colombian Penal Code lays out a framework for an oral accusatory criminal justice system.
Despite the positive institutional stepa2014 reorganization of the Coldman Attorney

General 6s Of fi ce ( AGdepte dspecializechiovesigative body withthe v e s ,
technical, financial, and investigative expertise to successfully detect and investigate money
laundering/terrorist financing cases, the legal #amork requires that all cases be investigated,

creating a resource challenge for the limited number of prosecutors, who focus on the most

serious cases. There is also a limited pool of trained prosecutors, police, and investigators

outside of Bogota whodve the ability to successfully investigate and prosecute ML/TF cases.
Additional training is required
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COLJUEGOS continues to make limited gains by adding analytic capacity through technology
purchases and training. However, the agency still hasulifficompleting its regulatory

obligations due to a lack of resources, unfamiliarity with how to process and share information

with prosecutors and judicial police, and a lack of information sharing agreements with other
regulatory and intelligence ageasi COLJUEGOS had stated its intention to address the
AChanceodO game i ssues, as well as othebutregul a
new laws have yet to be passed.

Colombian law limits the effectiveness of law enforcement by reswgithia disclosure of

financi al intelligence from Col ombiads financ
and Financial Analysis (UIAF), to th®GO only. AlthoughColombia improved case

coordination among the UIAF, prosecutors, and@bemban National Policé specialized

judicial police unitsthe legal requirement that prosecutors conduct investigations means that

many cases already investigated by UIAF must kexenined by th&@GO. This increases case
processing time and adds unneegi$gto prosecutor caseloads.

Col ombiads 2014 Asset Forfeiture Reform Law,
forfeiture process and was expected to reduce forfeiture case processing time. While the law
gives Colombian authorities a strotogl, lack of familiarity with the law, especially outside of
Bogota, continues to challenge the judicial secMoreover, a recent decision by the Supreme

Court introduce an additional step to the proceedings, requiring prosecutors to first appear

before an arraignment judge before the case can continue to the higher Toigts. likely to

cause further delays in the procefs2014, the Colombian government also reorganized the

body in charge of managing seized assets obtained under the neferdssere law, which was
intended to increase the speed by which these assets could be discharged and the funds disbursed
to the appropriate government entiti¢dowever, theAGO still retains the right to seize certain

assets. A lack of coordinatidretween the two entities, as well as a lack of sound practices and
standards in the seizure and management of assets by both organizations continues to be an
impediment.

The Government of Colombia should pass legislation that broadens respective astaoring
agencies to foster collaboration in pursuing financial crimes. Agencies should have a clear
delineation of roles and responsibilities, and regulatory institutions should have expanded
analytical capacity and tools, including technology, to bettarert the vast amount of available
data into actionable informatio.he UIAF, in addition to regulatory agencies, should develop a
mechanism for including prosecutors in its investigations from the start to ensure greater
prosecutor participation anmtosecutorial utility of the information gathere@olombia should
ensure appropriate training is provided to all officials involved in supervising, investigating, and
prosecuting money laundering and terrorism financifige governmenshould increaséne

number of judges trained in money laundering and asset forfeiture, both in Bogota and in the
regions where many of these cases occur.

Costa Rica

Transnational criminal organizations increasingly favor Costa Rica as a base to commit financial
crimes including money laundering, as a result of its geographic location and other,factors
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including limited enforcement capability. This trend raises serious concerns about the Costa

Ri can governmentoés abil ity t onfilpatireteecanomyhese o
As Costa Rica has shifted from a transit point to an operations base for regional narcotics

trafficking organizations, the laundering of proceeds from illicit activities has increased.

Proceeds from international narcotics ticking represent the largest source of assets laundered

in Costa Rica, although human trafficking, financial fraud, corruption, and contraband smuggling

al so generate i1l 1licit revenue. I n 2015, t he
DIS for its Spanish acronym, said that approximately $4.2 billion annually is laundered in Costa

Rica.

Much of the money | aundering in Costa Rica is
construction industry. Other sectors have been identifigdlasrable to exploitation by

criminal organizations seeking to launder illicit proceeds, including both state and private
financial institutions. Money/value transfer services, including money remitters, the casino
industry, and the real estate sectoe, @so particularly susceptible. Various Costa Riased

online gaming operations launder millions of dollars in illicit proceeds through the country and
offshore centers annually. Authorities also have detected, however with less frequency, trade
basel money laundering schemes. There have been no prosecutions related to terrorist
financing, and measures to detect, investigate, and prosecute such financing are limited.
Moreover, narcotics and arms trafficking linked to the Revolutionary Armed Fdr&sambia
(FARC) and bulk cash smuggling by nationals from countries at higher risk for terrorist
financing have been detected in recent years.

For additional information focusing on terrorist financinigase refer to the Department of
St at e 0 sRegoswom Tenroyism, which can be found faiitp://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oadaneh: Albseriodsktrimest 0 appr
Are legal persons covered: criminalli)xO civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks, savings and loan cooperatives, pension funds, insurance
companies and intermediaries, money exchangers, and money remitters; securities
broker/ dealers, credit issuers, sellers or r
orders; trust admistrators and financial intermediaries; asset managers, real estate
developers and agents; manufacturers, sellers, and distributors of weapons; art, jewelry, and
precious metals dealers; sellers of new and used vehicles; casinos, virtual casinos, and
electionic or other gaming entities; lawyers and accountants
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REPORTING REQUIREMENTS:
Number of STRs received and time fram@14: January November, 2015
Number of CTRs received and time framé&lot available
STR covered entitiesBanks, savings and loana@peratives, pension funds, insurance
companies and intermediaries, money exchangers, and money remitters; securities
broker/ dealers, credit issuers, sellers or r
orders; trust administrators and financial intediaries; asset managers, real estate
developers and agents; manufacturers, sellers, and distributors of weapons; art, jewelry, and
precious metals dealers; sellers of new and used vehicles; casinos, virtual casinos, and
electronic or other gaming enés; lawyers and accountants

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: Not available
Convictions: 21in 2014

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With othergovernments/jurisdictions:YES

Costa Rica is a member of the Financial Action Task Force of Latin America (GAFILAT), a
FATF-style regional body. Its most recent nmitevaluation can be found at:
http://www.qgafilat.org/UserFiles//Biblioteca/Evaluaciones/IEM%204taR@tda/MER_Costa
Rica_Final Eng%20(1).pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Costa Rica has made progress in enhancing its/&HAL legal and regulatory frameworks. In
addition, the Attorney Gen edermdahdsAsetfForfeittire est ab
Bureau and collaborates well with U.S. law enforcement agencies investigating financial crimes
related to narcotics and other crimétowever,Costa Rica remains deficient in a number of

areas, including with respecttiee financing of terrorism and implementing appropriate-risk

based policies to mitigate the money laundering risks identified in its 2014 risk assessment.

The Attorney General 6s Office stil]l has not s
laundering schemesltlaough 21 persons were convicted on related money laundering charges in
2014. Moreover, regulators have only sanctioned a few entities ferampliance of

AML/CFT obligations. The scarcity of convictions and sanctions raises concerns regarding

CostaR cabs capacity to effectively detect, prev
crimes; and combat the sophisticated criminal enterprises operating in the country.

A number of successful investigations concluded in the United States im@@d Sies taCosta

Rica including the conviction in North Carolina of an individual for conspiracy to commit

money laundering and six counts of international mdaegdering concealment. The subject

was involved in a telemarketing scheme in which his@aspirators contacted U.S. residents

from call centers in Costa Rica, falselgimingthey had won substantial cash prizes in
Asweepstakes. 0 To c | aiweareibstiueteddossentd a punpartede s, t he
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Arefundabl e i ns utwasiderifiel as persorwho Tatilieatalsha layndering
of hundreds of thousands of dollars received from the victimsemitb co-conspirators in
Costa Rica.

Costa Ricaloes not have an adequate legal framework foraomwvictionbased asset forfeiture.
Recent legislative proposals would remedy this deficienceanch ance Cost a Ri caods
dismantle criminal organizations.

In 2015, Costa Riguofficials presente@ National Strategy to Counter Money Laundering and
Terrorism Financing.The strategy is designed to address noted deficiencies and challenges,
includingthe lack of regulatory oversight of designated-financial businesses and professions
(DNFBPs); tle lack of transparency regarding beneficial ownership of legal entities; an
inadequate sanction regime for noncompliance; and insufficient resources, including personnel,
allocated to primary AML/CFT stakeholdershe Government of Costa Rica should inmpét

the strategy. However, significant obstacles, including a divided legislature and a national
budget crisis, could impedbe devotion oftheresources necessary to progress on the plan.

Curacao

Curacao is an autonomous country within thegdiom of the Netherlands that defers to the
Kingdom in matters of defense, foreign affairs, final judicial review, human rights, and good
governance. Curacao is considered a regional financial centeduantb its location, it ia
transshipment point falrugs from South America bound for the United States, the Caribbean,
and Europe. Money laundering is primarily related to proceeds from illegal narcotics. Money
laundering organizations take advantage of the availability of U.S. dollars, banking/secrec
offshore banking and incorporation systems, two free trade zones (airport and harbor), an
expansive shipping container terminal with the largest oil transshipment center in the Caribbean,
and resort/casino complexes to place, layer, and lailletgl proceeds. Money laundering

occurs through real estate purchases and international tax shelters. Laundering activity also
occurs through wire transfers and cash transgpadngCuracao, the Netherlands, and other

Dutch Caribbean islandgsd illegal undengund banking Bulk cash smuggling is a continuing
problem due to Curacaods close proximity to S

Economic activity in the free zonesntinues to decline Curacapbéseacpi oei des
commerce investors a variety of tax saving ofyputies and could battractiveto illegal
activities.

The financial sector consists of company (trust) service providers, administrators, and self
administered investment institutions providing trust services and administrative services. These
entitieshave international companies, mutual funds, and investment funds as their clients.
Several international financial services companies relocated their businesses elsewhere because
Curacao is fighting its perception of being a tax haven. Curacao coriiinsigs tax

information exchange agreements (TIEAs) and double taxation agreements with other
jurisdictions to prevent tax fraud, financing of terrorism, and money laundering.
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Several casinos and internet gaming companies operate on the island hatitleoigmber of
internet gaming companies is declining.

For additional information focusing on terrorist financinigase refer to the Department of
Statebs Country Reports o ttpTvewvistate.gowsjoirisichi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERINED FROM ILLEGAL SALES IN
THE U.S.; ORILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oach Albseriodsktrimest 0 appr

Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesOnshore and offshore banks, saving banks, money remitters, credit
card companies, cragdinions, life insurance companies and brokers, trust companies and
other service providers, casinos, Customs, lawyers, notaries, accountants, tax advisors,
jewelers, car dealers, real estate agents, and administration offices

REPORTING REQUIREMENTS:
Number of STRs received and time fram&10. January I November 1, 208
Number of CTRs received and time fram@&;852 January I November 1, 208
STR covered entitiesBanks, saving bankand building societiesnoney remitterand
exchangerdinancial leasing companiesedit associationgredit card companies, credit
unions, life insurance companies, insurance brokeigyrities broker/dealers, trust and
company service providers, casinos, Customs, lawyers, notaries, accountants, tax advisors
auditors jewelersanddealers in luxury goodpawn shops;zar dealers, real estate agents,
administration officesthe Central Bank of Curacao and Sint Magrteancial advisors,
lotteries, online betting lotteries, dealers in pyas stones and nad$, construction material
dealerssuperannuation/pension funa@sdadministrators of investment institutions and-self
administered investment institutions and investors

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 1 in 2014
Convictions: 0in 2014

RECORDS EXCHANGE MEGANISM:

With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES
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Curacao is a member of the Caribbean Financial Action Task Force (CFATF), as®Ad F
regionalbody. Its most recent mutual evaluation can be foundtfs://www.cfatf
gafic.org/index.php?option=com_docman&task=cat_view&gid=349&ltkhi 8&lang=en

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Dutch Kingdom government agencies continue to work together to combat organized crime in
the Caribbean regiornin 2014, local law enforcement authorities, together with their
counterparts in the Netherlands, launched a {pe@e program intended to fight economic and
financial crimes. This program has resulted in various seizures and arrests.

In March and November 2015, Curacao passed new legislation that addresses money laundering
vulnerabilities in the money remittance and currency exchange sédsmr,. the prescriptive list

of indicators was removed and replaced by one category of subjedicators that is flexible

enough to allow reporting entities to submit what could be considered a suspicious or unusual
transaction.This indicator is: transactions where there is a cause to presume they may be related
to money laundering or terrstifinancing.

The investigation into money laundering allegations against a now former member of the board

of the Curacao Lottery Foundation, who also is a major lottery operator, is ongoing. The
Government of Curacaobds c otdedto thafteéziogrofowar$3d t he
million of the | ottery operatordés assets in t
maj or financer of a political party in Curaca
intertwined with the mafiaA formerprime minister and a curremhember ofparliament are

also on trial for alleged money laundering and associated crimes.

Curacao utilizes an fAunusual transactionodo rep
reporting entities file unusuédansaction reports (UTR#)ith the financial intelligence unit

(FIU) and not suspicious transaction reports (STRs), as is the custom in common law legal

systems. The FIU analyzes the UTR and determines if it should be classified as a STR. There
werel7,169UTRs filed in 205, as of November 1. From JanuaryNMovember 1, 208, there

were667 disseminated referrals to law enforcement agen@edVay 1, 2015, aew headf

the FIUwas appointed.

A few years ago, Curacachieveda major result bgonfiscating funds from a Venezuelan drug

trafficker who laundered criminal proceeds via Puerto R&® a resultin August 2015, U.S.

authorities share#i873,127.5%ith Curacaopased on an asset sharing tredtg.amplify this

success Curacao launchet he A Confi scation and Asset Recov

The mutual legal assistance treaty between the Kingdom of the Netherlands and the United
States applies to Curacao. Additionally, Curacao has a TIEA with the United States.

Curacao is part of theikgdom of the Netherlands and cannot sign or ratify international
conventions in its own right. Rather, the Netherlands may arrange for the ratification of any
convention to be extended to Curacao. The 1988 Drug Convention was extended to Curacao in
1999 In 2010, the UN Convention against Transnational Organized Crime was extended to

105


https://www.cfatf-gafic.org/index.php?option=com_docman&task=cat_view&gid=349&Itemid=418&lang=en
https://www.cfatf-gafic.org/index.php?option=com_docman&task=cat_view&gid=349&Itemid=418&lang=en

INCSR 2016 Volume Il Country Reports

Curacao, anthe International Convention for the Suppression of the Financing of Terrorism was
extended to the Netherlands Antilles, and as successor, to Curacao. TunUtion against
Corruption has not been extended to Curacao.

Curacao should continue its regulation and supervision of the offshore sector and free trade
zonesjnvestigate the underground banking phenomenon, and pusuey laundering
investigationsaand prosecutions. The government should work to fully develop its capacity to
investigate and prosecute money laundering and terrorism financing cases. Curacao also should
continue tostrengthen cooperation within the Kingdom, particularly among ageswiésas the

Public Prosecutors Office, Customs, Immigration, Revenue Services, Coast Guard, and the Royal
Dutch Marechaussee (military police).

Cyprus

Since 1974, Cyprus has been divided between a goversuoeinolled area, comprising the

southern twethirds of the island and a northern third administered by Turkish Cypriots. The

Republic of Cyprus government is the only internationally recognized authority; in practice, it

does not exercise effective control over the area the Turkish Cypriots deodependent in

1983.The United States does not recognize the 0f°
does any country other than Turkey.

Cyprus is a regional financial center, and utgifinancial crisis of 2013, had a robust financial
servicedndustry and a significant number of nonresident busines3gsp rpreferéntial tax

regime; double tax treaties with 55 countries, including the United States, several European

countries, and former Soviet republics; wadlveloped and modern legal, aaating, and

banking systems; a sophisticated telecommunications infrastructure; and EU mendiership
contributedt®Cy pruso6 ri se as a regional business hub.
252,890 companies registered in Cyprus, many of which bétongnresidents, particularly

Russians. Many of these nonresidents moved their money from banks to investment companies.

All companies registered in Cyprus must disclose their ultimate beneficial owners to the

authorities.

Experts agree that the gredtesney laundering vulnerability in Cyprus is primaulye to
international criminal networks that use Cyprus as an intermediary. Examples of specific
domestic criminal threats include advance fee fraud, counterfeit pharmaceuticals, and
transferring illcit proceeds from identity theft. There is no significant black market for
smuggled goods in Cyprus. Police and customs officials report that what little black market
trade exists is usually related to sredhle transactions, typically involving fakiething,

pirated CDs/DVDs, and cigarettes moved across theblikblled buffer zone dividing the
island.

The Republic of Cyprus government is on track to successfully complete gydélareeconomic

bail-out program with théTroikao (IMF, European Commisgsn, and the European Central

Bank) by the end of March 2016. The Troika program has helped the government address fiscal
imbalances, although restructuring of the banking sector remains a work in progress. Capital
controls were fully lifted in April 208, two years after their introduction, and confidence is
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returning in the local banking sector. After almost four years of recession, the Cypriot economy
started growing again in 2015, recording growth that could reagbetc®&nt although
unemploymentemains high aapproximatelyl5 percent

Cyprus has two free trade zones (FTZs) located in the main seaports of Limassol and Larnaca,
which are used for transit trade. These areas enjoy a special status and are considered to be
outside normal EU custarterritory. Consequently, ndflJ goods placed in FTZs are not

subject to any import duties, value added tax, or excise tax. FTZs are governed under the
provisions of relevant EU and domestic legislation. The Ministry of Finance Department of
Customs hajurisdiction over both areas and can impose restrictions or prohibitions on certain
activities, depending on the nature of the goods.

For additional information focusing on terrorist financinigase refer to the Department of
Statebs Country Report s o mttpTvewvistate.gowsjoirisichi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICSTRAFFICKING THAT INC LUDE SIGNIFICANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERNED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll <ceiimes® approach or Al i sAlseriaus@imesach t o
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks, cooperative credit institutions, securities and insurance firms,
money transfer businesses, payment and electronic money institutions, trust and company
service providers, auditors, tax advisoaccountants, real estate agents, dealers in precious
stones and gems, and attorneys

REPORTING REQUIREMENTS:
Number of STRs received and time fram8&13: Januaryti November 16, 2015
Number of CTRs received and time fram&lot available
STR coveed entities: Banking institutions, cooperative credit institutions, and securities and
insurance firms; payment institutions, including money transfer businessesraoneg
institutions; trust and company service providers; auditors, tax advisorsnsaasy and real
estate agents; dealers in precious stones and gems; attorneys; and any person who in the
course of his profession, business, or employment knows or reasonably suspects that another
person is engaged in money laundering or terrorist fingractivities

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 15: Januaryl i November 11, 2015
Convictions: 24: Januaryt i November 11, 2015
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RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictionsYES

Cyprus is a member of the Council of Europe Committee of Experts on the Evaluation-of Anti
Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a FsWlliE
regional body. Its magecent mutual evaluation report can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Cyprus_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Republic of Cyprus continues its efforts to counter criticisms of lax banking rules by
strengthening its AML regime and resourcés2015, @spite the governmemtide hiring
freeze and caps on government spendingUtiiefor Combating Money LaunderingMlOKAS),
t he Republ ifirancalfintelygnee uni18)shired two new staff members and
continuel to improve its analytical capacity. Cyprus has adopted and implemented new
provisions addressing enhanced due diligence fotiqadly exposed persons (PEPs) and
inclusion of tax evasion as a money laundering offense.

Throughout 2015, Cypriot authorities continued to implement the requirements of the AML
action plan that include enhanced legislation and systems for idegfifsacing, freezing,
seizing, and forfeiting narcotigglated assets and assets derived from other serious crimes.

Cyprus has no provisions allowing roanvictionbased forfeiture of assets, except in the case
of dead or absconded persons. MOKg freeze assets of indicted entities but will not
actually forfeit them until after conviction. Cyprus has engaged in bilateral and multilateral
negotiations with other governments to enhance its asset tracking and seizure system.

Post financial csis, Cypriot authorities and the public are paying increased attention to the need
for transparency and avoiding questionable business practices. Cyprus should focus on
enforcement and education, and maintain best business practices, particularlyoihdighs to
deregulate and establish a gaming industry.

Area Administered by Turkish Cypriots

The Turkish Cypriotadministered area lacks the legal and institutional framework necessary to
provide effective protection against the risks of money launderihere are 22 banks in the

area administered by Turkish Cypriots; seven
of Economyo drafts baceiralagy kibr esgipleatvii sreso tared i
of the Aregul ations. o

The offstore banking sector remains a concern to law enforcement. It consists of seven banks
regul at eettralbayn Kk cheanmid 332 companies regul ated by
Offshore banks are not authorized to conduct business with residentsiorttheand may not

deal in cash. Turkish Cypriots only permit banks licensed by Organization for Economic Co
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operation and Developmentember nations or Turkey to operate an offshore branch in the
north.

As of November 2015, there are 28 casinos in t&i$h Cypriotadministered areafour in
Nicosia, three in Famagusta, three in Iskele, and 18 in Kyrenia. These remain essentially
unregulated because of shortfalls in available enforcement and investigative resources.

There are press reports of smugglof tobacco, alcohol, meat, and fresh produce across the
buffer zone. Additionally, intellectual property rights violations are a concern; a legislative
framework is lackingandpirated materials, such as sunglasses, clothing, shoes, and DVDs/CDs
arefreely available for sale.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERINED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES HAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oach Albseriousktrimest 0 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: NO Domestic: NO
KYC covered entitiesBanks, cooperative credit societies, finance companies,
leasing/factoring companies, portfolio management firms, investment firms, jewelers, foreign
exchange bureaus, real estate agents, retailers of games of chance, lottery authority,
accountants, insunae firms, cargo firms, antique dealers, auto dealers, and lawyers

REPORTING REQUIREMENTS:
Number of STRs received and time framé64: Januaryi November 13, 2015
Number of CTRs received and time fram&lot available
STR covered entitiesBanks,cooperative credit societies, finance companies,
leasing/factoring companies, portfolio management firms, investment firms, jewelers, foreign
exchange bureaus, real estate agents, retailers of games of chance, lottery authority,
accountants, insurance figncargo firms, antique dealers, auto dealers, and lawyers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions:9: Januaryl T November 13, 2015
Convictions: 3: Januaryli November 13, 2015

RECORDS EXCHANGE MEGANISM:

With U.S.: MLAT: NO Other mechanism:NO
With other governments/jurisdictionsYES
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The area administered by Turkish Cypriots is not part of any F&fjle Regional Body (FSRB)
and thus is not subject to normal peer evaluations.

ENFORCEMENT AND IMPLEMENTATION ISSUESAND COMMENTS:

Whil e progress has been made in recent years
onshore and offshore banking sectors and casi
to prevent money laundering.he resources dedicated to enforc
AAML Lawo fall short of the present need. E x
enforcement resources and expertise leaves the casino and gaming/entertainment sector

essentially unregulatednd, therefore, especially vulnerable to money laundering abuse. The

unregul ated money |l enders and currency exchan
enf or c dmedUd provides technical assistance to the Turkish Cypriots to combaymo
laundering more effectivelg e cause of the areads money | aunde
With international assistance, the Turkish Cy
incorporates UNSCRs 1267 and 1373 and extends to casinos andgexbbases. The

Al egi sl ationodo was referred t o ngillpeddingament 6 i n
approval.

Banks and other designated entities are required to sabspicious transaction repor&IR9

to the AFI U. 0 FFd IUloo wiom gvamr elcani§pntR,e r tMivddynfh e f |
Laundering Committee, 0 which decides whether
general 6s office, 06 and then, i f necessary, t
member committeeiscoposed of representatives of the 0
Exchange céntralba a kpod it e cuds taonmds . fio

Ve
0
Mi

The Turkish Cypriot authorities should contin
fully resource and implementsérong licensing and regulatory environment to prevent money
laundering and the financing of terrorism. This is particularly true for casinos and money

exchange houses. Turkish Cypriot authorities should enforce thebmnakes currency

declaration reguements and take steps to enhance the expertise of members of the enforcement,
regulatory, and financial communities with an objective of better regulatory guidance, more

efficient STR reporting, better analysis of reports, and enhanced use of legavtolable for

prosecution.

Dominican Republic

The Dominican Republic (DR) is not a major regional financial center, despite having one of the
largest economies in the Caribbean. The DR continues to be a major transit point for the
transshipment of iitit narcotics destined for the United States and Europe. The six international
airports, 16 seaports, and a large porous frontier with Haiti present Dominican authorities with
serious challenges.

Corruption within the government and the private setherpresence of international illicit
trafficking cartels, a large informal economy, and weak financial controls make the DR
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vulnerable to money laundering and terrorism financing threats. The large informal economy is
a significant market for illicit osmuggled goods. The undewoicing of imports and exports

by Dominican businesses is a relatively common practice for those seeking to avoid taxes and
customs fees, though the government is making efforts to sanction violators with fines. The
major souces of laundered proceeds stem from illicit trafficking activities, tax evasion, and
fraudulent financial activities, particularly transactions with forged credit cards. U.S. law
enforcement has identified networks smuggling weapons into the DR fromniteel States.

Car dealerships, the precious metals sector, casinos, tourism agemdres) estate and
construction companies contribute to money laundering activities in the DR.

Financial institutions in the DR engage in currency transactions imgpinternational narcotics
trafficking proceeds that include significant amounts of U.S. currency or currency derived from
illegal drug sales in the United Statéihe smuggling of bulk cash by couriers and the use of

wire transfer remittances are therpary methods for moving illicit funds from the United States

into the Dominican RepublicOnce in the DR, currency exchange houses, money remittance
companies, real estate and construction companies, and casinos facilitate the laundering of these
illicit funds.

Casinos are legal in the DR, and unsupervised gaming activity represents a significant money
laundering risk. While the country hpassea law creating an internationfae tradezone,

implementing regulations will not be issued until the iaweformed to avoid perceptions the

zone will be |l eft out of the DR6s AML regul at

For additional information focusing on terrorist financinigase refer to the Department of
Stateds Country Reports o mtpTvewwsstate.godjovrisicwhi ¢ch c

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oach Albseriodsktrimest 0 appr
Are legal persongovered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks, currency exchange houses, acdr#ges brokers; issuers,
sell ers, and redeemers of travelerds checks,
instruments; credit and debit card companies; remittance companies and offshore financial
service providers; casinos; real estate agentsiraaliile dealerships; insurance companies;
and dealers in firearms and precious metals

REPORTING REQUIREMENTS:
Number of STRs received and time fram8;043: January 1October 31, 2015
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Number of CTRs received and time framé44,787: JanuaryilOctober 31, 2015

STR covered entitiesBanks, agricultural credit institutions, money exchangers, notaries,
gaming centers, securities dealers, art or antiquity dealers, jewelers and precious metals
vendors, attorneys, financialamagement firms, and travel agencies

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 12 in 2015
Convictions: 5in 2015

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: NO Other mechanism:YES
With othergovernments/jurisdictions:YES

The Dominican Republic is a member of the Caribbean Financial Action Task Force (CFATF), a
FATF-style regional body. Its most recent mutual evaluation can be foutndtad/www.fate
gafi.org/topics/mutualevaluations/documents/mutualevaluationofthedominicanrepublic.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Following its expulsion fronthe Egmont Group of FIUs in 2006, the FIU improved its
functionality, but it was only in 2014 that the necessary legislative changes were made to
eliminate a second FHike organizatiorthat maybring the legislative framework into

compliance with Egmorroup rules. The Dominican Republic officially requested readmission
to the Egmont Group in 2015.

The DR does have a mechanism (Law022 for the sharing and requesting of information
related to money laundering and terrorism; however, that mechanrswhin force due to the
exclusion of the DR from the Egmont Grouphe United Stateand the DR do not have a
bilateralmutual legal assistance agreement (MLAT) but do in fact use the MLAT pndeess
multilateral law enforcement conventiotwsexchage data for judicial proceedings. The process
is only used on a case by case basis.

The DRO6s weak asset forfeiture regime i s impr
instrumentalities intended for use in the commission of money laundering offpregeesty of
corresponding value; and income, profits, or other benefits from the proceeds of crime. The DR
Congress is currently reviewing legislation that wanktitute norconviction based asset
forfeitureandalign the asset forfeiture regime withhemational standards.

The government should take steps to rectify continuiegknessesegardingpolitically exposed
persons (PEPspass legislation to provide safe harbor protection for suspicious transaction
report (STR) filersand criminalize tipping off. The government should better regulate casinos
and norbank businesses and professions, specifically real estate companies, and strengthen
regulations for financial cooperatives and insurance companies.

France
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Due to its sgeable economy, political stability, sophisticated financial system and commercial
relations, especially with Francophone countries, France is a venue for money laundering.
Public corruption, narcotics and human trafficking, smuggling, and other crisesaisd with
organized crime are sources of illicit proceeds.

France can designate portions of its customs territory as free trade zones and free warehouses in
return for employment commitments. The French Customs Service administers these zones.
France has an informal economic sector, and underground remittahealaa transfer systems

such as hawala are used by immigrant populations accustomed to such systems in their home
countries. There is little information on the scale of such activity.

Casinos are regulated. The use of virtual money is growing ind-taraugh online gaming and
social networks. Sport teams have become another significant source of money laundering.

For additional information focusing on terrorist financinigase refer to the Department of
Statebds Country Rehpcanrbé feundainttp T/ veww state.godj/oi/rls/ci/ h i

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF USCURRENCY; CURRENCY ERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo appr oach Albseriodsktrinest 6 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks, credit and oneyissuing institutions, enoney institutions,
investment firms, money exchangers, investment management companies, mutual insurers
and benefit institutions, insurance intermediaries and dealers, notaries, receivers and trustees
in bankruptcy, financiahvestment advisors, real estate brokers, chartered accountants,
auditors, dealers in higialue goods, auctioneers and auction houses, baliliffs, lawyers,
participants in stock exchange settlement and delivery, commercial registered office
providers, gamig centers, companies involved in sports betting and horse racing tips, and
casinos

REPORTING REQUIREMENTS:
Number of STRs received and time fram88,419 in 2014
Number of CTRs received and time fram&lot applicable
STR covered entitiesBanks, credit and mondagsuing institutions, enoney institutions,
investment firms, money exchangers, investment management companies, mutual insurers
and benefit institutions, insurance intermediaries and dealers, notaries, receivers and trustees
in bankruptcy, financial investment advisors, real estate brokers, chartered accountants,
auditors, dealers in highalue goods, auctioneers and auction houses, bailiffs, lawyers,
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participants in stock exchange settlement and delivery, commercial registezed of
providers, gaming centers, companies involved in sports betting and horse racing tips, and
casinos

MONEY LAUNDERING CRIMINAL PROSECUTIONS/@NVICTIONS:
Prosecutions: 464 in 2014
Convictions: 424 in 2013

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

France is a member of the FATF. Its most recent mutual evaluation can be found at:
http://www.fatfgafi.org/countries/d/france/

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Two months after the January 2015 attacks in Paris againShtrée Hebdoweekly newspaper
and a kosher supermarket, the government announced t@e@uror plan thatncludeseight
principal CFT measures divided into three pillars that promote additional AML/CFT
countermeasures.

The first pillar focuses on Aidentificationbo
order to facilitate the &icking of suspicious transactionis. a decree published in June 2015
(effective September 1, 2015), France | owered
(approximately $1,100) fr om udarSsidéht3,Ghelimitpnpr ox i ma
cashpyments wil/l be | owered from 015,000 (appra
(approximately $11,000)Acquiring, reloading, and using prepaid cards alg8bbecome

subject to new reporting requirements the firstquarter of 2016, an identity document (ID)

wi || be required to buy, use, or reload a pre
(approximately $275). In France, identity cards are not currently verified fereobargeable

cards of | appraximatdh&2r5)ofdt fedhardeablecasd of up to 02,500
(approximately$2,750).

Thefisurveillanceé pillar is designed tincreag the exercise of due diligence by the financial

community. As part of this pillafiNi ¢ kaedountslow-cost financiakccounts that can be

opened at tobacco shopd|l have to be registered in the centralized national bank account

register as of January 1, 201®6here are approximately 80,008lckel accounts in France.

Additionally, currently it is possibletoexchamg up t o 08, 000 (approxi mat
currency anonymously, but as of January 1, 20R6vill be required for foreign exchange
transactions exceedi ng HRurterfdielinar(cial mgitutons wilhat e | y
have to increase vigilanceew @it ransacti ons odheckingthsangnlof vy hi gt
the funds, the recipientds i dreNotemken2015sad t he
French banking regulator, the Prudential Control Authority (ACPR)TaadFin,the French

financial intelligence unit (FIU), issued new joint guidelines abmitance andsuspicious

transaction reporting (STRpligations. A decree will be enacted on January 1, 20&6uiring
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banks to automatically notify Tr&mn of deposits and/or withdrawval of mor e t han 010
(approximately $11,200) in a montfihe currentobligation to inform French Customs of the

physical transfer of funds to and/or framtherEU country by natural persons when the

amount e x c dappdogimately 811,200y be extended to apply to freight and

express freight in the first quarter of 20&8. pending bill on AFreedom o
Her i t a g eombatilenal trade in cultural products, like antiquities.

Thefiactioro pillar reinforces capacitiexeated to freeze terrorist asset#is pillar expands the

governmentos ability to freeze the assets of
planning terrorist actsOn November 23, 201%he Finance Minister said Traion would be
authorr ed to track suspectso6 financial activity |

apply to movable and immovable assets, and to social/welfare befdéfgdinancial market
authority will see expanded capacities to sanction inside trading.

COSI the Systematic Communication of Funds Transfer Informaima,system created to

improve financial information available to TracKiom designated professionals and

institutions Effective in January 2016, COSI reporting will apply to transééraore than

U 10, (&praimately $11,200h a calendar month. The COSI is different from traditional
suspicious transaction reports (STRs) as it cannot be used by TracFin to initiate investigations. It
does not exempt institutions from their obligats tosubmitSTRs.

In February 2015, the ACP&pdatedts guidelines specific to the insurance sectbracFin

continues t@xamire ways new anonymous electronic payment instruments, gold, and employee
meal tickets (restaurant vouchers provided by epgrk) are used as alternatives to cash.

TracFin alsacontinues itgocus on tax and social benefits fraud.

The Government of France applies the EU directive by which politically exposed persons (PEPS)
from EU states may benefit from simplified vigilanprocedures, but only in a limited number

of cases. France should review its procedures to ensure all PEPs undergo enhanced due
diligence. France should examine AML reporting requirements of company registration agents,
real estate agents, jewelers,ioas, and lawyers to ensure they are complying with their
obligations under the law.

Germany

While not an offshore financial center, Germany is one of the largest financial centers in Europe.
Germany is a member of the Eurozone, thus making it ateao organized criminals and tax
evaders. Many indicators suggest Germany is susceptible to money laundering and terrorist
financing because of its large economy, advanced financial institutions, and strong international
linkages. Although not a majdrug producing country, Germany continues to be a consumer

and a major transit hub for narcotics. Germany allows the use of shell companies, trusts,
holdings and foundations that can help obscure the source of assets and cash.

Terrorists have carrieolut terrorist acts in Germany and in other nations after being based in

Germany. Germany is estimated to have a large informal financial sédtmmal value
transfer systems, such as hawala, are reportedly used by immigrant populations accustomed to
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such systems in their home countries and among refugees paying for their travel to
Europe/Germany. There is little official data on the scale of this activity.

Trends in money laundering include a decrease in cases involving financial agepersons

who are solicited to make their private accounts available for money laundering transactions.
Digital and cybercrime continue to challenge law enforcement. There are increasing cases of tax
evasiontransnational collusive agreemeatsd manipulaons,andcorruption and money
launderingnvolving globalfinancial institutions and corporatian8ulk cash smuggling by

organized crime elements is prevalent in Germany, especially illicit drug proceeds arriving in
Germany from the Netherlands. Theewf cash transactions is high. Free zones exist in
Bremerhaven, Cuxhaven, and Hamburg. Unfenced inland ports are located in Deggendorf and
Duisburg.

For additional information focusing on terrorist financinigase refer to the Department of
St a Cauritrg Reports on Terrorism, which can be foundhdip://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious cri meso appedicate erimés:Combinalidni st 0 appr
Are legal persons covered: criminall}O civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: NO
KYC coverecentities: Banks, financial services, payment, anch@ney institutions and their
agents; financial enterprises; insurance companies and intermediaries; investment companies;
lawyers, legal advisers, auditors, chartered accountants, tax advisers, agehtaxteusand
company service providers; real estate agents; casinos; and persons trading in goods

REPORTING REQUIREMENTS:
Number of STRs received and time fram&4,054 in 2014
Number of CTRs received and time fram&lot applicable
STR coveredmtities: Banks, financial services, payment, anth@ney institutions and their
agents; financial enterprises; insurance companies and intermediaries; investment companies;
lawyers, legal advisers, auditors, chartered accountants, tax advisers, arhtaxtagand
company service providers; real estate agents; casinos; and persons trading in goods

MONEY LAUNDERING CRIMINAL PROSECUTIONS/@NVICTIONS:
Prosecutions: 992 in 2013
Convictions: 882 in 2013

RECORDS EXCHANGE MEGANISM:
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With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Germany is a member of the FATF. Its most recent mutual evaluation can be found at:
http://www.fatfgafi.org/countries/d/germany/documents/mutualevaluationofgermany.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

On June 202015, amendments to the German Criminal Code entered into force to implement
UNSCR2178. The changes supplement prior legislation from 2009 outlawing certain
Apreparatory terrorist actionso such as atten
attempted travel as such preparatory actidrsey specifically criminalize all forms of terrorism

finance, including financing of terrorist travel.

Tipping off is a criminal offense only if it is committed with the intent to support money

launderng or obstruct justice, and applies only to previodigdyg suspicious transaction reports
(STRs) . Ot herwise, it is an administrative o
(approximately $109,500) under the AML Act. Legal persons are only acbbgriéhe

Administrative Offenses Act and are not criminally liable under the criminal céttele

Germany has no automatic currency transaction report (CTR) requirement, large currency
transactions frequently trigger STRs.

Germany has no federal stéits on the amount of assets forfeited in criminal money laundering
cases. Assets can be forfeited as part of a criminal trial or through administrative procedures
such as claiming back taxes. In practicsed forfeiture is limited in utility as theasé holds the
burden of proof to prove a tie to a specific and credible illegal act. Germany has time restrictions
on how long it can restrain forfeitable assets for foreign proceedBugh assetgenerally may

be heldfor one yearbut extensions agossible

In 2015, German bank Commerzbank agreed to pay a $1.45 billion fine for failing to comply

with U.S. sanctions laws adML regulations. According to the investigatid@tween April

2006- January 201@ommerzbank employees purposely triednislead regulators about the

identity of Iranian and Sudanese entitielated tomore than $253 billion in dollar clearing
transactions. I n addition, bank employees so
system so it woubhdbébcateréesfaweutdpedenti al mi

The governmenghould consider strengthening the provisiongipping off andhe regulations
on domestic politically exposed persons (PEPS).

Greece

Greece is a regional financial center for the Balkans, dsawa bridge between Europe and the
Middle East. Official corruption, the presence of organized crime, and a large informal economy
make the country vulnerable to money laundering and terrorist financing. Greek law
enforcement proceedings show that @eers vulnerable to narcotics trafficking, trafficking in
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persons, illegal migration, prostitution, smuggling of cigarettes and other contraband, serious
fraud or theft, illicit gaming activities, and large scale tax evasion.

Evidence suggests financ@imesi especially tax relatetl have increased in recent years.
Criminal organizations, some with links to terrorist groups, are trying to use the Greek banking
system to launder illicit proceeds. Criminatlgrived proceeds are most commonly invegted

real estate, the lottery, and the stock market. Criminal organizations from southeastern Europe,
the Balkans, Georgia, and Russia are responsible for a large percentage of the crime that
generates illicit funds. The imposition of capital controlsuneJ2015 has limited, but not

halted the widespread use of cash, which facilitates a gray economy as well as tax evasion,
although the government is trying to crack down on both trends. The government is working to
establish additional legal authoritimscombat tax evasion. Due to the large informal economy,

it is difficult to determine the value of goods smuggled into the country, including whether any
of the smuggled goods are funded by narcotic or other illicit proceeds.

Greece has three freedmzones (FTZs), located in the Heraklion, Piraeus, and Thessaloniki

port areas. Goods of foreign origin may be brought into the FTZs without payment of customs
duties or other taxes and remain free of all duties and taxes if subsequently transshigped or
exported. Similarly, documents pertaining to the receipt, storage, or transfer of goods within the
FTZs are free from stamp taxes. The FTZs also may be used for repacking, sorting, and re
labeling operations. Assembly and manufacture of goods arectaut on a small scale in the
Thessaloniki Free Zone. These FTZs may pose vulnerabilities forliesedel and other money
laundering operations.

For additional information focusing on terrorist financinigase refer to the Department of
St at e dnsRegddswm Terrorism, which can be found latp://www.state.qov/j/ct/rls/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:

AAl'l serious cri meso appedicate erimés:Combinalidni st 0 appr
approach
Are legal persons covered: criminalli)xO civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: NO
KYC coveed entities: Banks; credit companies, electronic money institutions, financial
leasing and factoring companies; money exchanges and postal companies acting as
intermediaries for funds transfers; stock brokers, investment services firms (including
portfolio investment and venture capital), and collective and mutual funds; life insurance
companies and insurance intermediaries; chartered accountants, auditors, and audit firms; tax
consultants, tax experts, and related firms; real estate agents and congaames;and
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gambling enterprises (including internet casinos); auctioneers, dealers-wvahighgoods
and pawnbrokers; notaries, lawyers, and trust and company service providers

REPORTING REQUIREMENTS:
Number of STRs received and time fram®&;198: &nuary I November 11, 2015
Number of CTRs received and time fram&lot applicable
STR covered entitiesBanks; credit companies, electronic money institutions, financial
leasing and factoring companj@esoney exchanges and postal companies acting as
intermediaries for funds transfers; stock brokers, investment services firms (including
portfolio investment and venture capital), and collective and mutual funds; life insurance
companies and insurance intexdiaries; chartered accountants, auditors, and audit firms; tax
consultants, tax experts, and related firms; real estate agents and companies; casinos and
gambling enterprises (including internet casinos); auctioneers, dealers-wvahighgoods
and pawbrokers; notaries, lawyers, and trust and company service providers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 328: January 1 November 11, 2015
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Greece is a member of the FATF. Its most recent mutual evaluation can be found at:
http://www.fatkgafi.org/countries/d/greece/

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Austerity measureis the budget have affected all government agencies, includirfopémeial

intelligence unit FIU). However, the FIU has limiteglet sufficientfinancial resources to

ensure it is able to fulfill its responsibilities and that its powers are in line with international

standards. The agency is currently in the process of upgrading its IT software and hardware.

Once Greecetranspesse i nt o | aw the EUO6S new AML directiwv
to take several implementation stepspolitically exposed persons (PEPS), the registry of

beneficial ownersandthe preparation of a National Risk Assessment. It is unclear whither

Ministry of Justice has enough resources available to deal with money laundering or terrorism
financing cases.

Greece has obtained opinions from legal experts who deéemot possible to implement
corporate criminal liability in Greece becausesitontrary to fundamental principles of the
Greek civil law legal systemGreecehas determinethis opinionis sufficientand will not take
anyfurther action However,many civil law countries have introduced corporate criminal
liability.

Capital controls have not affected the quality of suspicious transactions reports (STRs) banks
submit to the FIU. However, capital controls have increased procedural requirements for bank
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compliance officersGreece has not adopted a system for reporting large currency transactions.
Greece requires transactions above 0l1l,500 (a
cards, checks, or c astbhbusness sansadiansik excessiagfn ¢ 00! | b
(approximately $1,65Q)e carried out through checks or bank account transfers. All credit and
financial institutions, including payment institutions, also must report on a monthly basis all

transfers of funds abroad executed by credit card k¢cloeavire transfer. Transfers in excess of
0100, 000 (approximately $110,040) are subject

Greece should explicitly abolish compaisgued bearer shares. It also should continue to deter
the smuggling of currency across its bordérke governmerghould ensure companies

operating within its FTZs are subject to the same level of enforcement of AML/CFT controls as
other sectorsGreece should make legal persons subject to criminal sanctions for money
laundering. The government shoukehsure domestic PEPs are also subject to enhanced due
diligence, ensure designated Aigrancial businesses and professions are adequately supervised
and subject to the same reporting requirements as financial institutions, and work to bring
charitable ad nonprofit organizations under the AML/CFT regim&hile the AML/CFT law
contains provisions allowing for civil asset forfeiture and the Greek authorities make use of the
relevant legislation, Greece should take steps to ensure a more effective donfregate.

Greece also should develop procedures for the sharing of seized assets with third party
jurisdictions that assist in the conduct of investigations.

Guatemala

Guatemala is not considered a regional financial center. It continues to bsshieent route

for South American cocaine and heroin destined for the United Saatk$or cash returning to

South America. Smuggling of synthetic drug precursors is also a problem. Reports suggest the
narcotics trade is increasingly linked to armadficking.

Historically weak law enforcement agencies and judiciary, coupled with endemic corruption and
increasing organized crime activity, contribute to a favorable climate for significant money

laundering in Guatemala. However, beginning in ApBiL5 numerous corruption cases at the

highest levels have shed a new light on money laundeéamgched new criminal investigatigns
andforceda sittingpresidentyice presidentand other leading lawmakers to resign and await

criminal trials from prisa . The scandal Known-basedméneya Li neao
laundering and customs fraud; importers paid millions of dollars in bribes to avoid huge customs

tax payments.

With the ALa Lineaodo c¢or r upUNibacked antingpundydbddy act i n g
the International Commission against Impunity in Guaten@l@lG), andthe Public Ministry

turned their attention toward pursuing more regional politicians who have long enjoyed

impunity, despite multiple accusations of malfeasance.2lil& report, the CICIG asserts that
Guatemalés political parties derive half of their financing from corruption or from criminal

groups. Politicians create corrupt networks sourcing illicit funds from kickbacks, bogus public

works contracts, and occasaralliances with local drug trafficker©ver the last few decades,

organized crime grougsparticularly those involved with narcotics traffickindgiave infiltrated

politics through money and violence. Meanwhile, wealthy elites and businesses hatedypri
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financed candidates and political parties to gain access to public resources and pursue special
interests. Money coll ectors the CICIG calls
money within these networks, in order to influence botlalland national politics.

According to law enforcement agencies, narcotics trafficking, corruption, and extortion are the
primary sources of money laundered in Guatemala; however, the laundering of proceeds from
other illicit activities, such as humarafficking, firearms, contraband, kidnapping, tax evasion,
and vehicle theft, is substantial. Money laundering occurs in the real estate sector, yanching
concert business. Law enforcement agencies report money laundering occurs via groups of air
travelers heading to countries, such as Panama, with slightly less than the amount of the
Guatemalan reporting requirement ($10,000), and through a large number of small deposits in
banks along the Guatemalan border with Mexico. In addition, lax oversightafe

international flights originating in Guatemala provides an additional avenue to transport bulk
cash shipments directly to South America.

Guatemal ads geographic | ocation makes it an i
groups, includindhuman and drug trafficking organizations. The Central America Four Border
Control AgreemenamongEl Salvador, Guatemala, Honduras, and Nicaragua allows for free
movement of the citizens of these countries across their respective borders without passing

through immigration or customs inspection. As such, the agreement represents a vulnerability to
each country for the crog®rder movement of contraband, trafficked persons, and illicit

proceeds of crime. As a result of this agreement, Guatemalan cudtmiass are not requiring

travelers crossing their land border to report cash in amounts greater than $10,000, as required by
law.

There is a category of fAoffshoreo banks in Gu
Guatemalans with average dep®sf $100,000) is legally considered to be deposited in the
foreign country where the bankés head office
entities, with head offices in Panama, the Bahamas, Barbados, and Puerto Rico. These

i of f s h o aresubjdetdorthe same AML/CFT regulations as any local bank. Guatemala

has 17 active free trade zones (FTZs). FTZs are mainly used to impeftedugoods utilized

in the manufacturing of products for exportation, and there are no known casegairaaiethat

indicate the FTZs are hubs of money laundering or drug trafficking activity. A significant

number of remittances are transferred through money service businesses and may be linked to

the trafficking of persons.

Casinos are currently unregted in Guatemala and a number of casinos, games of chance, and
video lotteries operate, both onshore and offshore. Unregulated gaming activity presents a
significant money laundering risk.

For additional information focusing on terrorist financiniggse refer to the Department of
Statebs Country Reports o mttpTvewwsstate.gosjoirisicwhi ¢ch c

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
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THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr oach Albseriodsktrimest 6 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures fBEPs: Foreign: YES Domestic: YES
KYC covered entitiesBanks and offshore banks; credit unions; finance, factoring, and
leasing companies; bonded warehouses; credit card companies, cooperatives, issuers, or
payment agents; stock brokers; insueanompanies; Institute of Insured Mortgages; money
remitters and exchanges; pawn brokers; public accountants and auditors; raffles and games of
chance; nonprofit entities; dealers in precious metals and stones, motor vehicles, and art and
antiquities; reaéstate agenttawyers, notaries, and other independent legal professjonals
andchurches that receive funds from the Government of Guatemala

REPORTING REQUIREMENTS:
Number of STRs received and time framé&;013 January * October 31, 2015
Number of CTRs received and time frame8,194,138: January-1September 30, 2015
STR covered entitiesBanks and offshore banks; credit unions; bonded warehouses; finance,
factoring, and leasing companies; credit card companies, cooperatives, issuers, or payment
agents; stock brokers; insurance compatuexkers andindependent agents; Institute of
Insured Mortgages; money remitters and exchanges; pawn brokers; public accountants and
auditors; raffles and games of chance; nonprofit entities; dealers in prewtals and
stones, motor vehicles, and art and antiquities; real estate agents; armoring services and
rental of armored vehicles; providers of fiscal domicile and other corporate services

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions:41: January I November 13, 2015
Convictions: 41 January I November 13, 2015

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Guatemala is a member of both the Caribbean Financial Action Task Force (CFATF) and the
Financial Action Task Force of Latin America (GAFILAT), FABEyle regional bodies. Its

most recent mutual evaluation can be foundhdips://www.cfatf
gafic.org/index.php?option=com_docman&task=cat_view&gid=344&Itemid=418&lang=en

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:
Asar esult of the ALa Linead corruption scandal

for failing to complete suspicious transaction reports, in some cases allegedly directly linked to
money laundering activities and customs fraud. However, foregegular bank activities are
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small. Additionally, the Special Verification Agenc{yiVE), which is the Guatemalan financial
intelligence unitand banks themselves are taking a more careful look at bank transfers. The
IVE is also looking into money ming services for suspicious activities.

Recent multiple arrests for corruption and more aggressive law enforcement appear to be
bringing down the levels of illicit cash moving through the international airport in Guatemala
City. The recent appointment of a ftiline prosecutor assigned to thepart has helped in these
efforts. Additionally, there isa special policaunit that works at the airport 24/7. There is no
indication of terrorist financing activities.

A 2010 regulation establishes limits for cash deposits in foreign curréwoprding to law
enforcement authorities, banks6é purchases of
6.9 percent during the first nine months of 2015 in relation to the same period in the previous
year. Structuring of transactions to avoid cagborting requirements is not against the law in
Guatemala.

Guatemal ads AML | aw d o ed4inanctialbusinesseseand pifessions e si gn
(DNFBPs) included in international standards, in particular, lawyers. Notaries are covered under

the GFT law, but no implementing procedures have been adopted for them. Under the CFT law,
STR filing is optional for notaries. Reportedly, covered entities expressed fear that there may be
repercussions if they file reports. Tipping off is not criminalized.

Although staffing of théVE has increased over the last several years, as has the number of filed
Suspicious Transaction Reports (STRs), there are still relatively few convictions for money
laundering, most of which are for illegal transport of cabhe limited capacity and number of

both | aw enforcement officials a®fficc@G®), i ¢ Min
staff may hamper these authorities from enforcing the law and shdbgprosecuting more

cases. Furthermordnd AGO has bo many cases and no case management system, leading to a

lack of prioritization and yea#t®ng backlog of cases and seized assets. Currently, $15.1 million

of seized cash sits in a vault at the Public Ministry, related to cases dating back to 2008.

The Government of Guatemala should put into force a gaming law to regulate the industry and
reduce money laundering. A draft gaming law has been under consideration by Congress for the
last few years Guatemala should amend its AML/CFT legislatiorctininalize structuring of
transactions and tipping offpver all applicable DNFBRand protect filers 0B TRsfrom

liability. The Government of Guatemala should continue its efforts to shed light on entrenched
corruption and investigate and prosecute omghcriminal groups and others that attempt to

exert control over politicians and political parties via tainted funds.

Guernsey

The Bailiwick of Guernsey (the Bailiwick) encompasses a number of the Channel Islands

(Guernsey, Alderney, Sark, and Hernf)s a Crown Dependency of the UK, it relies on the UK

for its defense and international relations. While Alderney and Sark have their own separate

parl i aments and ci vil |l aw systems, Guernseyos
for all of the islands in the Bailiwick. Guernsey is a financial center, and as such, there is a risk

123



INCSR 2016 Volume Il Country Reports

that proceeds of crime will be invested in or pass through the Bailiwick. In terms of volume,
most criminal proceeds arise from foreign predicate offenses; tiorogminal activity, such as
drug trafficking, yields the highest overall number of money laundering casesprincipal

area of concern or vulnerability remains the risk of abuse of the financial sector to launder the
proceeds of overseas criminaligity, primarily financial crimes.

For additional information focusing on terrorist financinigase refer to the Department of
Statebs Country Reports o tpTivewvstate.govd/chls/cihi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THATOTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo appr oach Albseriodsktrimest 6 appr
Are legal persons covered criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: NO
KYC covered entitiesBanks, lending firms, financial instrument issuers and managers, and
money service businesses; insurance comggaand intermediaries; investment firms and
funds; safekeeping and portfolio management services; trust and company service providers;
lawyers, accountants, notaries, and estate agents; dealers of precious metals and stones; and
e-gaming services

REPORTING REQUIREMENTS:
Number of STRs received and time framé93 in 2014
Number of CTRs received and time fram&lot applicable
STR covered entitiesAll businesses

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 3 in 2015
Convicions: 3in 2015

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Through a resolution of the Council of Eurofajernseyormally participates in the mutual
evaluaton procedures of the Council of Europe Select Committee of Experts on the Evaluation
of Anti-Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a FATF
style regional body. Its most recentitual evaluatiorcan be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Guernsey_en.asp
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ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Guernseyos compr e h eamework providesl & basisHor anlefeectieel  f

AML/CFT regime, and remaining shortcomings are technical in nature. While no weaknesses

have been identified in the legal framework, concerns remain with respect to the implementation

of the money laundering provs i on s . Given the size of the Bali
status as an international financial center, the modest number of cases involving money

laundering and the small number of money laundering convictions raise questions concerning the
effedive application of money laundering provisions.

The Bailiwick has been actively involved in the provision of formal mutual legal assistance for
many years. The legal framework provides an ability to freeze and confiscate assets in
appropriate circumstees. A formal asset sharing agreement between Guernsey and the U.S.
Department of Justice was signed in February 2015.

Guernsey is a Crown Dependency and cannot sign or ratify international conventions in its own

right unless entrustedtodo so. R&r , t he UK is responsible for
affairs and, at Guernseyds request, may arran
extended to the Bailiwick. The UKOG6s ratifica

to include the Bailiwick in 2002; its ratification of the UN Convention against Corruption was
extended to include Guernsey in 2009; its ratification of the International Convention for the
Suppression of the Financing of Terrorism was extended to Guernsey ire2d(d& ratification

of the UN Convention against Transnational Organized Crime was extended to include Guernsey
in 2014.

Guinea-Bissau

GuineaBissau entereids second year of constitutional democratic governance in 2A8ft6r
months of simmeringgditical tensions between the president and prime ministerpresident
dismissedhe gime ministerin August. The country remained without a government until
October, wherhe presidenapproved a slate of ministers (the majority from the previous
government) subitied by the new prime ministeThe current Government of Guin&issau
hasonce agaitommitted itself to continue a program of security, judicial, and financial reform
and tas sought and received assistance from international partners.

Despitetheseinitial efforts on the part of the Bissdbuinean government, the conditions that led

to the labeling of GuineBi s s au ast at & hThpgafshere |ecation, lackf

government presencandinability to monitor shipping traffiof the88 islands that make up the
Bijagos Archipelago, combined with a militattyat is complicit in narcotics trafficking and is
largelyable to sidestep the authority of the civilian gowveent with impunity, continue to make

the country a favorite transshipment center for narcofieslg proceeds, often in U.S. dollars,
circulate in Guinedissau, albeit outside the formal financial systdbnug barons from Latin
America and their collzorators from the region and elsewhere have taken advantage of-Guinea
Bi ssauds extreme poverty, unempl oyment , histo
customs and law enforcement, and general insecurity to transship drugs destined for consumer
markets, mainly in EuropeThe value of the illicit narcotics trade in GuirBessau, one of the
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poorest countries in the world, is much greater than its legitimate national inttsimg threats
and bribes, drug traffickers have been able to infiltratie structures and operate with impunity.

The formal financial sector isndeveloped, poorly supervised, aiwlarfed by the size of the
unregulatedeconomy. The cohesion and effectiveness of the state itself remain very poor,

despite the beginningoféeh new gover nment s &brriupionisamdjoo i ni t i
concern and the judiciary has reportedly demonstrated a lack of integrity on a number of
occasions.Many government offices, including the justice ministry, lack the basic resources,

such as electricity, they require to functiohhe government generallgcks effective financial
management systems

On May 18, 2012, the UNSC adopted resolution 2048 imposing a travel ban on five Bissau
Guinean military officers in response to theizsee of power from theivilian government in

April 2012. On May 31, 2012, the EU followed with a travel ban and freezes on the assets of the
military junta membersOn April 8, 2010, the United States Department of the Treasury
designated two GuindBissaubased individuals, former Biss#@uinean Navy Chief of Staff

José Américo Bubo Na Tchuto and Air Force Chief of Staff Ibraima Papa Camara, as drug
kingpins, thereby prohibiting U.S. persons from conducting financial or commercial transactions
with those individuals and freezing any assets they may have under U.S. jurisdithier.S.

Drug Enforcement Administration arrested Na Tchntd013. Combined with a police history

of seizing only modest quantities of drugs in recent years, the arrestlahhNe and the

outstanding arrest warrant issued from United States District Court, Southern District of New
York against General Antonio Indjai, then Chief of The GuiBessau Armed Forces

underscore the extent of complicity with drug trafficking athityhest levels of government.

The September 2014 dismissal of Indjaifngsident/az was a positive indicator of increasing
civilian authority over the military that, as noted above,dregaged in highevel drug

trafficking activity with impunity. Camara continues as Air Force Chief of Staff and as a key
advisor to President Vaz as member of the Council of State.

For additional information focusing on terrorist financinigase refer to the Department of
Stateds Country Re panbdfeundathttpT vewwvistate.gosj/ovyls/cw hi ¢c h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl I serious crimeso appr oach Albseriodsktrimest 0 appr
Are legal persons covered: criminalli'ES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES  Domestic: YES
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KYC covered entitiesBanks, microfinance institions, exchange houses, securities
broker/dealers and firms, insurance companies, casinos, charities, nongovernmental
organizations (NGOs), lawyers, accountants, and notaries

REPORTING REQUIREMENTS:
Number of STRs received and time frameXot available
Number of CTRs received and time frameNot available
STR covered entitiesBanks; microfinance institutions, exchange houses, securities firms,
insurance companies, casinos, brokerages, charities, NGOs, lawyers, accountants, notaries,
and broker/deats

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: 0
Convictions: 0

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:NO
With other governments/jurisdictionsYES

GuineaBissau is a membaef the InterGovernmental Action Group against Money Laundering
in West Africa (GIABA), a FATFstyle regional bodylts most recent mutual evaluation can be
found at: http//www.giaba.org/reports/mutualvaluation/Guinedissau.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

GuineaBissau is not in full compliance with international standards and accords against money
laundering and terrorism financing because of inadequate resources, weak border controls,
underresourced and understaffed police, competing national prioateshistorically low

political will. The formal financial sector in Guindissau is undeveloped and poorly

supervised; and the financial intelligence unit (FIU) is only partially functional, owipgrtto

the lack of resources, analytical staff, aeachnical equipment, among many other issues

GuineaBissau has yet to criminalize most of the designated predicate offenses and lacks
adequate legal provisions for the conduct of customer due diligence proceditigs. 26 of

National Assembly Resotion No. 4 of 2004 stipulates that if a bank suspects money laundering

it must obtain a declaration of all properties and assets from the subject and notify the Attorney
General, who must then appoint a judge to investighite.e bank 6 s sasdetligti t ati on
from its client could amount to informing the subject of an investigatiomddition, banks are

reluctant to file STRs for fear of alerting the subject because of allegedly indiscrete authorities.
There is no record of investigations, prasgons, or convictions for the offense of money

laundering. Although the law establishes asset forfeiture authorities and provides for the sharing

of confiscated assets, a lack of coordination mechanisms to seize assets and facilitate requests for
coopeation in freezing and confiscation from other countries may hamper cooperGtiomea

Bissau has established an iateinisterial committee to review administrative freezing
decisions.GuineaBissauhasalegalframework for freezing terrorist assetgguant to
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UNSCRs 1267 and 137But there appear to be unnecessary delays in the notification and
freezing process that should be eliminated

GuineaBissau shouldlomesticate antinplement the AntMoney Laundering Uniform Laya

legislative requiremerfor members of the West African Economic and Monetary Union

(WAEMU) which was adopted in July 2015 urther, Guinedissau should@¢ontinue tamprove

the coordination of efforts at the national, gegional, regional, and international levels; reform

the countryds institutions; and conduct furthet
understanding of the scale of tm®ney laundering/terrorist financinigreat. GuineaBissau

should continue to work with its bilateral and regional partners tblettaand implement an

effective AML/CFT regime, including by criminalizing outstanding predicate offetose®ney

laundering criminalizing the provision of funds to an individual terrof@stany purpose

examining the feasibility and usefulness otiarency transaction disclosure system,

implementing its regulations on the crdssder movement of cash and bearer negotiable
instrumentsand developing a national system for the compilation of comprehensive statistics.
GuineaBissau also should ensuree sectors covered under the AML law have implementing
regulations and competent supervisory authoritieshould implement fully its terrorism
financing | aw, recruit technical staff for it
It should work to improve the training and capacity of its police, prosecutors, and judiciary to

combat crimesGuineaBissau also should undertake efforts to eradicate systemic corruption.

Haiti

Haitian criminal gangs are engaged in international thaf§icking and other criminal and
fraudulent activity, but do not appear to be involved in terrorist financing. While Haiti itself is
not a major financial center, regional narcotics and money laundering enterprises utilize Haitian
couriers primarily via maritimeroutes. Much of the drug trafficking in Haiti, as well as the
related money laundering, is connected to the United States. Furtstmf the identified

money laundering schemes involve significant amounts of U.S. curnetatyn financial

institutions outside of Haiti or nefinancial entities in Haiti, such as restaurants and other small
businessesA great majority of property confiscations to date have involved significant drug
traffickers convicted in the United States. lllicit preds are also generated from corruption,
embezzlement of government funds, smuggling, counterfeiting, kidnappings for ransom, illegal
emigration and associated activities, and tax fraud.

Foreign currencies compr i sednAufust2015, aceordinge nt o f
to the Haitian Central Bank, a 2.98 percent increase from a year earlier. The weakness of the
Haitian judicial system and prosecutorial mechanism continue to leave the country vulnerable to
corruption and money laundering, despitgroving financial intelligence and enforcement

capacity.

Haiti has two operational free trade zones in Ouanaminthe and Carrefour. There are at least 62
casinos in Haiti, the majority unlicensed. Online gaming is illegal.

For additional informationdcusing on terrorist financinglgase refer to the Department of
Statebs Country Reports o mttpTvewwsstate.gosjoirisicwhi ¢ch c
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF MONEY LAUNDERING:
AAlIl serious crimesoOo approach Listapprach st 0 appr
Are legal persons covered: criminallyES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence picedures for PEPs: Foreign: NO Domestic: NO
KYC covered entitiesBanks, casinos, securities dealers, insurance companies, notaries and
attorneys, dealers in jewelry and precious metals, art dealers, real estate agents, automobile
dealers, ath money remittance institutions

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions:0 in 2015
Convictions: 0in 2015

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:NO
With othergovernments/jurisdictions:YES

Haiti is a member of the Caribbean Financial Action Task Force (CFATHAT&-style
regional body. Its most recent mutual evaluation can be fourtdtas://www.cfatf
gafic.org/index.php/membeountries/dm/haiti

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Haiti continues to takeps such as training staff and coordinating with the

nat i o n,Gosimpleaentla sew AML/CFT regime based on legislation passed in 2013.
Implementation of théaw is in its early stagesSimilarly, in May 2014, the Executive signed a
longdelayedantc or rupti on bi |l I . After yearsitvef del ay
step to try to address public corruptidmplementation issueggmain. Fequent changes in

leadership, fear of reprisal at the workiegel, rumored intervention from the Executive, and a

lack of judicid follow-through (prosecutionshake implementation particularly difficult

The countrybds financi al intelligence unit (FI
capabilities and to do effective casewoilkhe UCREFhas fifteen open cases but has not

forwarded any cases tbe judiciary in 2015.Continued issues in the judicial sector médsan

U C R E progsess is not yet reflected in conviction ratésice a case is received an

investigating judge has two months from the arrest date to compile evidence, but thereits no lim

to the timeframe to schedule court dates, communicate with investigating agencies and

prosecutors, and track financial data
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The government remains hampered by ineffective and outdated croondedand criminal

procedural codes, and by the inabiltyunwillingness of judges and courts to address cases

referred for prosecution. Draft criminal and criminal procedural codes that would address these
problems were recently completed by a presidential commission. The codes will be reviewed

based on inpufrom judicial authorities throughout PaatrPrince. The codes must receive the
commi ssionds approval before they go to Parl.

Haiti should adopt therdft criminal and criminal procedural codesaddress noted deficiencies.

The governmenshould continue to devote resources to building an effective AML/CFT regime,

to include continued support to units charged with investigating financial crimes and the

development of an information technology system. The 2013 AML/CFT law, despite

strengthening the regulatory framework to combat financial crimes, undermines the
independence and effectiveness of Haitibds FI U
program to identify and report the crdssrder movement of currency and finahamsstruments.

Casinos and other forms of gaming should be regulated and monitored. The Government of

Haiti should take steps to combat pervasive corruption at all levels of Haitian government and
commerce.

Hong Kong

Hong Kong, a Special Administrative Region (S
maj or international financial and trading cen
mar ket was the worl dds sevent talizatian.r Areadytthe wi t h
worl dos eighth | argest banking center in term

foreign exchange trading center, Hong Kong has continued its expansion as the primary offshore
renminbi (RMB) financing center, accumute the equivalent of over $158 billion in RMB
denominated deposits at authorized institutions as of September 2015. Hong Kong does not
differentiate between offshore and onshore entities for licensing and supervisory purposes.

Hong Kongos andsimplifiedatax regiraet oeupled with its sophisticated banking
system, shell company formation agents, free port status, and the absence of currency and
exchange controls present vulnerabilities for money laundering, includingtiaadd money
laundeing and underground finance. Casinos are illegal in Hong Kong. Horse races, a local
lottery, and soccer betting are the only legal gaming activities, all under the direction of the Hong
Kong Jockey Club (HKJC), angnr of i t or gani z atlianweteam The HKJCH:
collaborates closely with law enforcement to disrupt illegal gambling outlets. Government of
Hong Kong officials indicate the primary sources of laundered fun#sived from local and
overseas criminal activiéy are fraud and financial crime#iegal gambling, loan sharking,

smuggling, and vice. They attribute a relatively low percentage of laundered funds to drug
trafficking organizations.

For additional information focusing on terrorist financing, please refer to the Department of
St a Caurtrg Reports on Terrorism, which can be foundhdtp://www.state.qov/j/ct/rls/crt/
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICA NT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious cri meso tapredicate arimbsAlbseriouskrimest 0 apopr
Are legal persons covered: criminallyES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC coverecentities: Banks, securities and insurance entities, money service providers

REPORTING REQUIREMENTS:
Number of STRs received and time fram8&0,028: January 1 September 30, 2015
Number of CTRs received and time fram&lot applicable
STRcovered entities:All persons, irrespective of entity or amount of transaction involved

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 194: January 1 September 30, 2015
Convictions: 99: January 1 September 30, 2015

RECORDSEXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Hong Kong is a member of the FATF and the Asia/Pacific Group on Money Laundering (APG),
a FATFstyle regional body. Its most recent mutual evaluation can be found at:

http://www.fatf
gafi.org/publications/mutualevaluations/documents/mutualevaluationofhongkongchina.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Over the last two years, financial regulators, most notabliAtmg Kong Monetary Authority,
conducted extensive outreach, including at the highest corporate levels, to stress the importance
of robust AML controls and highlight potential criminal sanctions implications for failure to

fulfill legal obligations under t Anti-Money Laundering and Count&errorist Financing

(AML/CFT, Financial Institutions) Ordinance.

In 2015, there was a U.S. indictment demonstrating how South Argeediagy cartelsisebanks

in Hong Kong and mainland China to launder the proceetteofmultibillion-dollar global
narcotics tradeThe laundering enterprisied by Colombian nationalndbased in Guangzhou,
China laundered more th&b billion through bank accounts in Chjiweth some money

flowing throughHong Kong on behalf ofdrug trafficking organizations to fund purchases of
counterfeit goods in China, which were then shipped to Colombia and elsewhere for resale.
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The United States and Hong Kong SAR are parties to the Agreement Between the Government

of the United States &fmerica and the Government of Hong Kong on Mutual Legal Assistance

in Criminal Affairs, which entered into force in 2000. As a SAR of China, Hong Kong cannot
sign or ratify international conventions in i
international affairs and may arrange for its ratification of any convention to be extended to

Hong Kong. The 1988 Drug Convention was extended to Hong Kong in 1997. The UN

Convention against Corruption, the International Convention for the Suppre$sien

Financing of Terrorism, and the UN Convention against Transnational Organized Crime were
extended to Hong Kong in 2006.

Hong Kong should establish threshold reporting requirements for currency transactions and put
in place structuring provisions tmunter efforts to evade reporting. As a major trading hub,

Hong Kong should closely examine traoiegsed money laundering. The government should
establish a crossorder currency reporting requirement. Hong Kong should also implement a
mechanism whergtthe government can return funds to identified victims once it confiscates
criminally-derived proceeds.

India

India is a regional economic power and financial center with both formal and informal financial
Ssystems. | ndi ads eandremttancevsgsteins) demsistantacdrruption,o n 0 my
onerous tax administration, and currency controls contribute to its vulnerability to economic

crimes that include fraud, cybercrime, identity theft, money laundering, and terrorism financing.

| ndi a 0 bordpre®anagecgraphic location between hepoaalucing countries in the

Golden Triangle of Southeast Asia and Golden Crescent of Central Asia make it a frequent

transit point for narcotics trafficking. Proceeds from Indiased heroin traffickers aradely

known to reenter the country via bank accounts, the hawala system, and money transfer
companies.

The high degree of corruption in Indian society generates and coiloegalproceeds. The most
common money laundering methods include opening multiple bank accounts to hide funds,
intermingling criminal proceeds with assets of legal origin, purchasing bank checks with cash,
and routing funds through complex legal structuresan3national criminal organizations use
offshore corporations and tratlased money laundering (TBML) to disguise the criminal origin

of funds, and companies use TBML to evade capital controls. lllicit funds are also sometimes
laundered through real esgaeducational programs, charities, and election campaigns.

Laundered funds are derived from narcotics trafficking, trafficking in persons, and illegal trade,
as well as tax avoidance and economic crimes. Counterfeit Indian currency is also a problem, as
criminal networks exchange higjuality counterfeit currency for genuine notes.

India remains a target of foreign and domestic terrorist groups. Several indigenous terrorist
organizations coexist in various parts of the country; some are linked toategrorist groups

with global ambitions. Terrorist groups often use hawala and currency smuggling to move funds
from external sources to finance their activities in India. Indian authorities report they have
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seized drugs for sale in India purchasedrulfa-based extremist elements from producers and/or
trafficking groups in neighboring countries.

India has licensed seven offshore banking units (OBUS) to operate in Special Economic Zones
(SEZs), which were established to promote expaanted commeial businesses. As of March
2015, there were 202 SEZs in operation, and 413 SEZs which have received formal approval but
have yet to start operations. Customs officers control access to the SEZs. OBUs essentially
function as foreign branches of Indiaanks, but with defined physical boundaries and

functional limits. OBUs are prohibited from engaging in cash transactions, can only lend to the
SEZ wholesale commercial sector, and are subject to the same AML/CFT regulations as the
domestic sector.

For additional information focusing on terrorist financindegse refer to the Department of
Statebs Country Report s o ttpTvewvistate.gowjoirisichi ¢ h ¢

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo approach Listapprach st 0 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks, merchant banks, and depositories; insurance companies;
housing and nobank finance companies; casinos; payment system operators, authorized
money changersaind remitters; chit fund companies; charitable trusts that include temples,
churches, and neprofit organizations; financial intermediaries; stock brokers;sokers,
and share transfer agents; trustees, underwriters, portfolio maregkrsjstodians;
investment advisors; foreign institutional investors; credit rating agencies; venture capital
funds and collective schemes, including mutual funds; and the post office

REPORTING REQUIREMENTS:
Number of STRs received and time fram&6,149: July 2014 April 2015
Number of CTRs received and time fram&,612,751: April 2014 March 2015
STR covered entitiesBanks, merchant banks, and depositories; insurance companies;
housing and notank finance companies; casinos; paymenesysiperators, authorized
money changersind remitters; chit fund companies; charitable trusts that include temples,
churches, and neprofit organizations; financial intermediaries; stock brokers;sokers,
and share transfer agents; trustees, undemsriportfolio managers, and custodians;
investment advisors; foreign institutional investors; credit rating agencies; venture capital
funds and collective schemes, including mutual funds; and the post office
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MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions 174 July 2014 May 2015
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

India is a member of the FATF, as well as two FASEfe regional bodies, the Asia/Pacific

Group on Money Laundering (APG) and the Eurasian Group on Combating Money Laundering
and Terrorist Financing (EAG). Its most recent mutual evaluation can be found a
http://www.fatfgafi.org/countries/d/india/

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Although India has taken steps to implement an effective AML/CFT regime, deficientiamre
While 2012amendments to the Prevention of Money Laundering Act (PMLA) widen the
definition of money laundering, the government has not changed its enforcement model.
Observers and law enforcement professionals express concern about effgaigveentation

and enforcement of the current lgwespecially with regard to criminal prosecutioBetween

July 2014 and April 2015, legal action against properties worth $769 million were confirmed at
the initial level of appellate reviewAs of Novenber 2014, the government had not won any
court cases involving money laundering or confiscatidray enforcement agencies typically
open substantive criminal investigations reactively and seldom initiate proactive analysis and
long-term investigationsReportedly, gredicate offense is usually needed in order for a money
laundering investigation to be truly successful, particularly in terms of sentencing. Money
laundering investigations without a predicate offense are rarely successfully prosetiued in
Indian judicial system and even if they are, the resulting punishment is often minimal.
Furthermore, while India has taken action against certain hawala activitiessulbessses
generally stem from prosecuting primarily nfamancial businesses theonduct hawala
transactions on the sidé positive development is a significant increase in the reporting of
suspicious transactions relating specifically to terrorist financing, especially with respect to
transactions not involving sanctioned indivadisiand entities.

In October 2015, India began implementing its controversial Black Money (Undisclosed Foreign

|l ncome and Assets) and I mposition of Tax Act
promise to repatriate to India previously isuibsed and netaxed financial assets. Some tax
analysts and members of the business community call the nedvdaaniangiven its potential

for 10-year jail terms, hefty financial penalties, dadk of immunity from prosecution I ndi ads
tax departrant has attempted to allay taxpayer fears of harassment and corruption by assigning
enforcement responsibilities to senior office

any action is taken.
According to Global Financial Integrity, over tteest decade India @ne ofthe top four

countries worldwide regarding the level of illicit financial outflows primarily based on TBML
and abusive trade miavoicing.
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Levels of training and expertise in financial investigations involving transnatiana or
terroristaffiliated groups vary widelgtthe federal, state, and local levels, and depend on the
particular jurisdictionds financi al capabil it
had limited success in coordinating the seszufrillicit proceeds with their Indian counterparts.
While intelligence and investigative information supplied by U.S. law enforcement authorities
have led to numerous money seizures, a lack of felloaugh on investigative leads has

prevented a moreomprehensive offensive against violators and related grdog)15,the

U.S.Drug EnforcementAdministrationworked a joint money laundering investigation with

Indian counterparts that resulted in a series of arrests of Indian nationals involved in the
laundering of narcotic proceeds derived from international drug trafficking organizations. These
individuals had substantial money laundering ties to the United States and are currently pending
trial in the Indian judicial system.

Although India is shwing increasing capacity with regard to extradition, U.S. requests for
extradition continue to be hampered by long delays which make the process of obtaining a
fugitive from India slow. As with extradition, India is demonstrating gradually increasinty abil
to act oomutual legal assistancequests but continues to struggle with institutional challenges
which limit their ability to provide assistance.

Indiashould considethe regulation of traditional money or value transfer servicesuatiter
facilitating the development and expansiomeiv payment products and servidesjuding

mobile banking Such an increase in lawful, accessible services would allow broader financial
inclusion of legitimate individuals and entities and reduce overall AML/CFT vulnerabilities by
shrinking the informal network, particularly in the rural sector.

India should ddress noted shortcomings in the criminalization of both money laundering and
terrorism financingas well asts domestic frameworkor confiscation and provisional measures.

The government should ensure all relevant designatedimanmcial businessesd professions

comply with AML/CFT regulations] ndi ads current safe harbor pr
protects principal officers/compliance officers of institutions who file STRs in good faith. India
should extend its safe harbor provision woatover staff or employees of institutiorhe

Government of India should seek to use data and analytics to systemattadigrade

anomalies that could be indicative of customs fraud, TBML, and perhaps coalugtion in

hawala networks.

Indonesia

Indonesia has a growing formal financial sector with approximately 120 commercial banks.
While not a major regional financial center, the country remains vulnerable to money laundering
and terrorist financing due to gaps in financial system legsland regulation, a caslased
economy, weak rule of law, and ineffective law enforcement institutions. Additionally,
indigenous terrorist groups, which obtain financial support from both domestic and foreign
sources, are present in the country. Theskide Jemaah Islamiyah (JI), and a loose network of

JI spinoff groups, including Jemaah Anshorut Tauhid and others, such as the Eastern Indonesia
Mujahedin.

135



INCSR 2016 Volume Il Country Reports

Most money laundering in Indonesia is connected to drug trafficking and other criminal activity
such as corruption, tax crimes, illegal logging, wildlife trafficking, theft, bank fraud, credit card
fraud, maritime piracy, sale of counterfeit goods, illegal gambling, and prostitution.

Indonesia has a long history of smuggling of illicit goods an#l bash, made easier by

thousands of miles of unpatrolled coastlines, sporadic and lax law enforcement, and poor
customs infrastructure. Proceeds from illicit activities are easily moved offshore and repatriated
as needed for commercial and personal ¥ghile Indonesia has made progress in combating
official corruption via its Corruption Eradication Commission, endemic corruption remains a
significant concern and poses a challenge for AML/CFT regime implementation.

Indonesia first appeared on the FATHoRu Statement in February 2012. The FATF removed

Indonesia from this statement in February 2@l s ed on I ndonesi abds passa
criminalizing the finance of terrorism, and its implementation of terrorist asset freezing pursuant

to UNSCRs1267 and 1373

For additional information focusing on terrorist financinigase refer to the Department of
Stateds Country Reports o mtpTvewwsstate.gojovrisittivhi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:

AAll serious crimeso approach Conmbinalidni st 0 appr
approach
Are legal persons covered: criminalli:ES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks; finance companies; insurance companies and brokers; pension
fund financial institutions; securities compasi investment managers; providers of money
remittance; and foreign currency traders

REPORTING REQUIREMENTS:
Number of STRs received and time fram&2,228: October 1, 20:4September 30, 2015
Number of CTRs received and time fram@,899,334: Octobel, 2014- September 30,
2015
STR covered entitiesBanks and finance companies; insurance companies and brokers;
pension fund financial institutions; securities companies, investment managers, custodians,
and trustees; postal services as providersraf ftansfer services; money remitters and
foreign currency changers (money traders); providers of payment candsey, and €
wallet services; cooperatives doing business as savings and loans institutions; pawnshops;
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commodities futures traders; propecympanies and real estate agents; car dealers; dealers
of precious stones, jewelry, precious metals, art, and antiques; and auction houses

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 138: October 1, 2014September 30, 2015
Convictions: 65: October 1, 2014September 30, 2015

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Indonesia is a member of the Asia/Pacific Group on Money Laundering (APG), a$tpéF
regional body. Its most recent mutual evaluation can be found at:
http://www.apgml.org/documents/seanasults.aspx?keywords=Indonesia

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In comparison to 2014, in 2015 there was a sizeable increase in the number of suspicious
transaction reports (STRs) filed, as had prosecutions and convictions. In the last year,
Indonesia haprosecuted 3 terrorist finance cases and achieved nine convictions.

|l ndonesiabs financi al intelligence unit (FI U)
Indonesian central banktov er see and i mpl ement I ndonesiads |
process of finalizing its National Risk Assessment identifying key money laundering and

terrorism finance risks in the country. Indonesia should focus on vulnerabilities in tpeafibn

sector, particularly monitoring of charitable giving. PPATK has also noted its intent to focus on
informal money transfer systems and networks, such as hawala networks and remittances, and to
continue its work on other AML/CFT risks it has identifed;du as t hose rel ated

r e g i capital parkets, insurance, car dealerships, and beneficial ownership.

In 2015, Indonesia adopted an inabanisterial joint regulation to further implement asset

freezing as required under UNSCRs 1267 and 1373leWidonesia continues to issue orders

to freeze the assets of all UNSCR 1267/1989 sanctioned individuals and entities, it is working to
implement an electronic delivery and signature system so that all needed parties can sign off on

new UNSCR 1267 listanges within the three working days cited in the joint regulation, and
ensure its freezi nglnpebraacy@Bls the Govermmenttofinolandsiad el ay
authorized the freezing of terrorigtked bank accountsPPATK, Bank Indonesia (the ceal

bank), and OJK (the financial services agency) should better define roles and responsibilities in
order to better address compliance and asset freezing.

Indonesia should strengthen its crbssder currency reporting requiremehtsenacting lawsa
counter money laundering schemdserebyindividualsdivide large amounts of currency or
monetary instruments, with each person or pgekcarrying an amount under the declaration
thresholdto circumvent reporting requirement€orruption, particularly within the police ranks,
impedes effective investigations and prosecutions. Indonesia should continue to develop
investigative resources and intelligence to better combat international organizations engaging in
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money laundering a@hterrorism finance while it struggles to identify and seize proceeds of crime
domestically or outside its borders.

Iran

Iran is not a financial hub, but timaminentlifting of sanctions, including financial sector
sanctionspursuant to the Joint Comghensive Plan of Actioh J CPOA) , coul d expan
regional financial significance, as investors and companies explore opportunities for new deals in
Iran. Iran has a large underground economy, spurred by restrictive taxation, widespread

smuggling, sactions evasion, currency exchange controls, capital flight, and a large Iranian
expatriate community. Iran is also a major transit route for opiates smuggled from Afghanistan
through Pakistan to the Persian Gulf, Turkey, Russia, and Europe. At leastdbtf opiates

leaving Afghanistan enter or transit Iran for domestic consumption or for consumers in Russia

and Europe. Iras Minister of Interior estimated in February 2015 that the combined value of
narcotics trafficking and sales in Iran is woh billion annually. Narcotics traffickers use

illicit proceeds to purchase goods in the domestic Iranian market, often for exportation to and
sale in Dubai. l rands merchant community mak
systems, including hawabnd moneylenders. Countesiluation in hawala transactions is often
accomplished via trade, thus traolesed transactions are a prevalent form of money laundering.

Many hawaladarsnd traditionabazaarihave ties to the regional hawala hub in Dubaioukd

400,000 Iranians reside in Dubai, with an estimated 50,000 Iramiard companies based

there. According to media reporting, Iranians have invested billions of dollars in capital in the

United Arab Emirates, particularly in Dubai real estate. Mond aunder er s al so us
estate market to hide illicit funds. There i
religious elite, government ministries, and governnuamitrolled business enterprises.

On November 21, 2011, the U.S. Governiridantified Iran as a state of primary money

laundering concern pursuant to Section 311 of the USA PATRIOT Act. The FATF has
repeatedly warned of Irandés failure to addres
around the world to imposmuntermeasures to protect their financial sectors from illicit finance
emanating from Iran.

In 1984, the Department of State designated Iran as a State Sponsor of Terrorism. Iran continues
to provide material support, including resources and guidamoaylitiple terrorist organizations

and other groups that undermine the stability of the Middle East and Central Asia, such as the
Houthi group Ansarallah in Yemen, the Asad regime in Syria, and multiple Shia militia groups in
Irag. Hamas, Lebanese Hizladl| and the Palestinian Islamic Jihad (P1J) maintain representative
offices in Tehran, in part to help coordinate Iranian financing and training.

Following the lifting of sanctions pursuant to JCPOA, Iranian financial institutions are expected
to haveaccess to financial messaging servidestecent years, international sanctions had

curtailed Irandéds ability to send and receive
lifted following JCPOA implementation, the United States will contittuenforce sanctions
targeting I rands support for terrorism, desta
activities.
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For additional information focusing on terrorist financinigase refer to the Department of
Statebs Country Report s o mitpTvewvistate.gowsjoirisicwhi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURREINY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. Not available

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr oach Albseriodsktrimest 6 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures foEPs: Foreign: Not available  Domestic:
Not available
KYC covered entitiesAll legal entities, including the central bank, banks, financial and
credit institutions, insurance companies, state regulator and reinsurance provider, the Central
Insurance, interedtee funds, charity foundations and institutions, municipalitiesgries,
lawyers, auditors, accountants, official experts of the Ministry of Justice, and legal inspectors

REPORTING REQUIREMENTS:
Number of STRs received and time framélot available
Number of CTRs received and time fram&lot applicable
STR covered eittes: All legal entities, including the central bank, banks, financial and
credit institutions, insurance companies, state regulator and reinsurance provider, the Central
Insurance, interedtee funds, charity foundations and institutions, municipalitietaries,
lawyers, auditors, accountants, official experts of the Ministry of Justice, and legal inspectors

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:NO
With other governments/jurisdictionsNot available

Iran is not a member of a FATdtyle regional body. In 2014, it applied for observer status in the
Eurasian Group (EAG).

ENFORCEMENT AND IMPLEMENTATION | SSUES AND COMMENTS
For nearly two decades the United States has undertaken targeted financial actions against key
Iranian financial institutions, entities, and individuals that include legislation and more than a

dozen Executive Orde (E.O.s). Noteworthy actions taken against Iran under E.O.s include
designating one statavned Iranian bank (Bank Saderat and its foreign operations), which were

139


http://www.state.gov/g/ct/rls/crt/

INCSR 2016 Volume Il Country Reports

designated for funneling money to terrorist organizations (E.O. 13224); the Qods Foargha

of Ilranés I slamic Revolutionary Guard Corps (
to the Taliban, Lebanese Hizballah, and P1J (E.O. 13224); and the Martyrs Foundation (also

known as Bonyad Shahid), an Iranian parastatal organizatiochi#anels financial support

from Iran to several terrorist organizations in the Levant, including Hizballah, Hamas, and the

P1J, designated along with Lebar@md U.S:based affiliates (E.O. 13224).

In October 2007, the FATF issued its first publicsteséent ex pr essing concern
of a comprehensive AML/CFT framework. Since 2009, the FATF has urged all jurisdictions to
apply effective countermeasures to protect their financial sectors from the money
laundering/terrorist financing risks emdng from Iran and also stated that jurisdictions should

protect against correspondent relationships being used to bypass or evade countermeasures or

risk mitigation practices. Most recently, in October 2015, the FATF reiterated its call for
countermeases, urging all members and jurisdictions to advise their financial institutions to

give special attention to business relationships and transactions with Iran, including Iranian
companies and financial institutions. The FATF, in its October 2015 Pubtienstnt, said it
remains concerned about I randés failure to add
this poses to the integrity of the international financial system. The FATF continues to urge Iran

to immediately and meaningfully address AML/CFT deficiencies, in particular by

criminalizing terrorist financing and effectively implementing suspicious transaction reporting
requirements.

Iraq

|l ragds ec on o mybased angits finarzial settor is segesely underdeveldpagl.
has about 2,000 financial institutions, most of which are currency exchanges and hawaladars.
There is approximately one commercial bank branch for every 50,000 people, and ATMs are
even less commorlJ.S. dollars are widely accepteBue to weak supeision and regulation of
banks and other financial institutions, there is little data available on the nature and extent of
money laundering in the countridawala networks, both licensed and unlicensed, are widely
used for legitimate as well as illigurposes.lragi law enforcement and bank supervisibos

carry out financial investigations and levy regulatory fineshlawe poor capabilities to detect

and halt illicit financial transactions.

Since June 2014, when | ramiq$tae oblnaqggaodthegevanto nf | i ct
(ISIL) escalated, it has been more difficult for the Government of Irag to monitor AML/CFT in

areas outside @ghecentral governmentsontrol. The Central Bank of Irag (CBI) has taken a

number of steps to cut off finaiat connectivity to ISIL, including by issuing a national directive

to prohibit financial transactions with banks and financial companies located Hed§tiolled

areas and publishing a list of companies prohibited from accessing the U.S. currencyaaualctio

have revoked the licenses of otheksowever, the CBI lacks adequate personnel and technical
capacity to fully monitor financial entities operating in Iraq and routinely encounters difficulty
engaging other parts of the Government of Iraq duringvisstigations.To overcome these

challenges, the CBI has requested technical assistance from international donors.
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Smuggling is endemic, often involving consumer goods, including cigarettes, counterfeit
prescription drugs, antiquitieandpetroleumproducts. ISIL has been able to take advantage of
insufficient law enforcement capacitysmugge and illicitly trade crude oil and refined fuels.

Bulk cash smuggling is likely common, in part because Iraqi law only allows for the seizure of
funds at pmts of entry, such as border crossings and airports. Trafficking in persons, intellectual
property rights violations, and currency counterfeiting also have been repNeezbtics

trafficking occurs on a small scale bytalong withincreasing kdnappngs for ransom

continues to bagrowing concern to Iragi authoritiegxtortion is rampant in ISHcontrolled
areas.Corruption is pervasive at the local, provincial, regional, and national government levels
and is widely regarded as a cost of doingibess in Iraq.

Irag has four free trade zones (FTZ#)e Basra/Khor aZubair seaport; Ninewa/Falafel area;
Sulaymaniyah; and &aim, located in western Al Anbar provincender the Free Trade Zone
Authority Law goods imported or exported from tHEZS are generally exempt from all taxes

and duties, unless the goods are to be imported for use inAdatitionally, capital, profits, and
investment income from projects in the FTZs are exempt from taxes and fees throughout the life
of the project, inluding the foundation and construction phasBsdebased money laundering

is a significant problem in Irag and the surrounding region and is linked to underground financial
systems such as hawala.

For additional information focusing on terrorist finarg; dease refer to the Department of
Statebs Country Report s o mttpTvewvistate.gowsjoirisichi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICA NT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AABErious crimesodo approach or Alfiseriosstrimesappr oac
Are legal persons covered: criminallyES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: NO  Domestic: NO
KYC covered entitiesBanks; managers and distributors of shares of investment funds; life
insurance companies; securities dealers; money transmitters, hawaladars, and issuers or
managers of credit cards and travelerbs chec
managerstransfer agentandinvestment advisers; and dealers in precious metals and stones

REPORTING REQUIREMENTS:
Number of STRs received and time framé8 in 2015
Number of CTRs received and time framé&1,863 in 2015
STR covered entitiesBanks; managers and distributors of shares of investment funds; life
insurance companies; securities dealers; money transmitters, hawaladars, and issuers or
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managers of credit cards and travelerods chec
managerstransfer agentgndinvestment advisers; and dealers in precious metals and stones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Irag is a member of the Middle East and North Africa Financial Action Task Force
(MENAFATF), a FATFstyle regional bodylts most recent mutual evaluation report can be
found at:http://www.menafatf.org/images/UploadFiles/Final_Iraq MER_En_31 12.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

|l ragds abil it ytmoneyladreldriegand othen fthanpal eimes is limited by
endemic corruption, capacity constraints in public institutions, weak financial controls in the
banking sector, and weak links to the international law enforcement community and regional
financialintelligence units.

In January2014, the Government of Iraq started to implement the first phase of a 2010 tariff law

that will eventually replace the acretd®-board 5 percent tariff rate enacted more than a decade

ago, with a much broader scale of lower, and mostly higher tariff rateBnplementation

thus far has been inconsistent and variablm August 2015, the Pri me Mi
the implementation of phase two after popular protests in Al Basrah Province.

In October 2015, Iraggssed a new AML/CFT law. The new law, while an improvement on the

2004 hw, will require extensive implementing regulations to ensure it is compliant with

international standards. The CBI is working witternational donorto draft thenecessary

regula i ons. The new | aw makes a numberlt of 1 mpro
establishes an AML/CFT Coundhat will be chaired by the CBI Governor and will include
representatives from a number of Iragi executive bodies. Broadly, its duties willdac

proposing new laws and developing needed AML/CFT regulations; monitoring and reporting on
AML/CFT developments in Iraqg; and facilitating the exchange of information across regulatory

bodies.

A newAML/CFT Officewilact as | raqds f i na,meplacmndthecurrdntel | i ge
Money Laundering Reporting OffigMLRO) at the CBI. The AML/CFT Office will analyz

and compi information related to illicit financial flows and will be empowered to suspend

transa&tions for up to one week to help ensure timely action against suspicious activity.

Currently, n practice, very fevguspicious transaction repo(&TRS9 are filed. Due to a weak

institutional culture and the lack of robust penalties for noncomplifacds often are

unmotivated to file reports and sometimes conduct internal investigations in lieu of filing reports.
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A CBI deputygovernor will chair anewcommittee empowered to freeze the funds and assets of
individuals designated by UN sanctioriBhe new law alsallows for the seizure of illicit funds.

It permits the judiciary to seize ML/FElated assets at the request of the public prosecutor, th
CBI Governor, or the AML/CFT @ice. Furthermore, the law sets penalty standards and
dictates tle scope of punishment for violating AML/CFT provisiomdoney laundering will be
punishable by up to 15 years in prison and a fine of up to five times the amount of the illicit
transaction; terrorism finance will be punishable by up to life in prison.

The 2015 lawstrengthens supervisory authorities. A number of ministries including the Ministry

of Trade and the CBI will be granted powers to develop inspection procedures and standards and
to issue guidelines to assist financial institutions with comglyirth the new regulationdt
alsoincreases the obligations of financial institutions. Banks and financial companies will be
required to report regularly to the AML/CFKJffice andto establish compliance prograro

reduce the potential for illicit fancial flows. Financial institutions must also follow customer

due diligence (CDD) and KYC procedures for opening new accoiims.implementation of

the new AML/CFT law should help to increase the regulation and supervision of the financial
sector, buthe capacity of the regulatory authorities is limited, and enforcement is subject to
political constraints.The CBI lacks adequate personnel and technical capacity to fully monitor
financial entities operating in Iraq and routinely encounters difficulgaging other parts of the
government during its investigations. Informal money and value transfer systems such as hawala
operate outside the scope of CBI control.practice, despite CDD requirements, most banks

open accounts based on the referrakofes t i ng cust omers and/ or ver.i:
employment. Actual application of CDD and other preventive measure requirements varies
widely.

Seniorlevel support and increased capacity for all parties are necessary to ensure AML/CFT
cases can bsuccessfully investigated and prosecuteestigators are frustrated when judges

do not pursue their cases; similarly, judges claim the cases they receive are of poor quality and
not prosecutablelraq reportedly has one judge assigned to processoakkynlaundering cases,

and that judge does not exclusively focus on money laundeFing.new law will likely help
empower prosecutions

Greater overall coordination between the Government of Iraq and the Kurdistan Regional
Government is needed to regtd financial transactions, crack down on smuggling networks, and
cooperate on AML/CFT effortsKk ur di st an officials report they
and there are initial efforts underway by the Central Bank of Iraqg to increase supervis®n of th
exchange house sector in Kirkukloreover, Kurdish customs requirements are less stringent

than I raqébés, which risks enabling thBesmuggl.
Government of Iraq should put in place the necessary regulations to fully implement and enforce

its new AML/CFT law. Iragi authorities should encourage increased reporting by financial

institutions through more idepth onsite supervision as wellasincrease in the penalties

levied for noncompliance.

Isle of Man
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Isle of Man (IOM) is a British crown dependency, and while it has its own parliament,
government, and laws, the UK remains responsible for its defense and international
representationOffshore banking, manufacturing, and tourism are key sectors of the economy,
and the government has actively encouraged the diversification of its economy, offering
incentives to highechnology companies and financial institutions that locate on tmelisla
Consequently, it now hosts a wide range of sectors including aviation and maritime services,
cleantech and bidech, creative industries;tisiness and-gaming, hightech manufacturing

and tourism.

Its large and sophisticated financial centgragentially vulnerable to money laundering. Most
of the illicit funds in the IOM are from fraud schemes and narcaotics trafficking in other
jurisdictions, including the UK. Predicate offenses to charge money laundering are minimal
within the jurisdictionhowever, there is concern owalueadded taxrimes and the growing
risk of cybercrime in its various forms, including identity theft and internet abuse.

For additional information focusing on terrorist financinigase refer to the Department of
Sta¢ eds Country Reports on Mhte:#dwwe.stategov//ct/nglert/ c h c an

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious cri meso appedicate erimés:Albserioustrimest 06 apopr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES  Domestic: YES
KYC coverecentities: Banks; building societies; credit issuers; financial leasing companies;
money exchanges and remitters; issuers of «ch
electronic money, or payment cards; guarantors; securities and commodities futures broker
portfolio, and asset managers; estate agents; auditors, accountants, tax advisors, lawyers, and
notaries; insurance companies and intermediaries; payroll agents; casinos and bookmakers;
high-value goods dealers and auctioneers; safe custody facititieash or liquid securities

REPORTING REQUIREMENTS:
Number of STRs received and time framé&;321 in 2014
Number of CTRs received and time framé&lot applicable
STR covered entitiesAll businesses

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 4 in 2014
Convictions: 3in 2014
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RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Compliance with international standards was e
Financial Sector Assessment Program. The report can be found at:
http://www.imf.org/exteral/pubs/ft/scr/2009/cr09275.pdf

The Isle of Man now formally participates in the mutual evaluation procedures of the Committee
of Experts on the Evaluation of Afidloney Laundering Measures and the Financing of

Terrorism (MONEYVAL), a FATEstyle regionabody. MONEYVAL has not yet evaluated the
IOM.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In 2015, he IOM carried out its first AML/CFhationalrisk assessment with the assistance of

an international donorlsle of Man legislation providesogvers to constables, including customs
officers, to investigate whether a person has benefited from any criminal canducbbtain
informatonabout that personds financial affairs.
recover criminal assets response to domestic and external requests.

In 2015, the Government of the Isle of Man amended the Proceeds of Crime Act 2008 so it
covers bitcoin companies, such as exchanges, operating from the iBlenderrorism and

Other Crime (Financial Restriohs) Act 2015 came into effect on January 1, 2015; this Act
consolidats, updats, and strengthesprevious IOM legislation.The AntrMoney Laundering

and Countering the Financing of Terrorism Code 2015, which updiatereplacethe 2013

Code, came it effect on April 1, 2015The Designated Businesses (Registration and
Oversight) Act 2015 came into effect on October 26, 2015; the Act psifeiddesignated nen
financial businesses and professibone be regi stered with the | OMOG:
and for there to be appropriate oversight of these bodies for AML/CFT purpbseg | OM®G s
financial services regulator is now the Isle of Man Financial Services Authority following the
merger 6the Financial Supervision Commission and the Insurance and Pensions Authority on
November 1, 2015.

There is limited evidence frosuspicious transaction repor&IR9 of suspicion that money
from domestic public corruption is being passed throughustsmn the IOM.Five of the 1,321
STRs filed in 2014 related to bribery and corruptidimefinancial intelligence unibelieves
there are few indications that tradased money laundering occurs in the IOM.

Recognizing that the nature of tax coop@matias evolved and automatic exchange of
information is becoming the global standard, the IOM is making commitments to international
co-operation for tax purposes. It has had a Tax Information Exchange Agreement with the
United States since 2004 and hatrang working relationship with the Internal Revenue
Service. The IOMasa similar intergovernmental agreement with the. UK
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IOM is a Crown Dependency and cannot sign or ratify international conventions in its own right

unl ess entrusted to do so. Rat her , the UK is
| OMG6s request, may ar r an g entblemrextendeckto thedsleioff i cat i
Ma n . The UKO6s ratification of the 1988 UN Dr

1993; its ratification of the UN Convention against Corruption was extended to include IOM in
2009; its ratification of the Internatal Convention for the Suppression of the Financing of
Terrorism was extended to IOM in 2008; and its ratification of the UN Convention against
Transnational Organized Crime was extended to the IOM in 2012. In 2003, the United States
and the UK agreed textend to the IOM the U.SUK Treaty on Mutual Legal Assistance in
Criminal Matters.

Israel

Israel is not regarded as a regional financial center. It primarily conducts financial activity with

the markets of the United States and Europe, andh iteceeasing extent, with Asia. Criminal

groups in Israel, either horggown or with ties to the former Soviet Union, United States, or

EU, often utilize a maze of offshore shell companies and bearer shares to obscure ownership.

| srael 6s delskegianally focdsed,vgth IsrasEingmorea market destination for
narcoticsthan a transit countryThe majority of money laundered originates from criminal
activities abroad, including fAcar ouseatded r aud,
tax loopholes. Proceeds from domestic criminal activity also continue to contribute to money
laundering activity. Electronic goods; liquor; cigarettes; cell phones; and pharmaceuticals,
especially Viagra and Cialis, have all been seized in resteaggling operations. Officials

continue to be concerned about money laundering in the diamond industry, illegal online gaming
rings, retail businesses suspected as money laundering enterprises, and public corruption. The
government adopted the recomrdations of the committee established by the Director General

of the Prime Ministerodos Office to explore the
currency in circulation, as part of an effort to combat both counterfeiting and money lagnderin
activity.

For additional information focusing on terrorist financing, please refer to the Department of
Statebs Country Report s o mttpTvewvistate.gowsjoirisichi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach ListapprGach st 0 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER(KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: NO
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KYC covered entitiesBanking corporations, credit card companies, trust compastoes
exchange memberportfolio managers, the Postal Bank, moneyiserliusinesses (MSBS),
dealers in precious stones, lawyers and accountants, and trading floeigh@achange
dealers)

REPORTING REQUIREMENTS:
Number of STRs received and time framd8,116: January 1L October 25, 2015
Number of CTRs received artine frame: 1,271,180: JanuaryilOctober 25, 2015
STR covered entitiesBanking corporations, credit card companies, trust companies,
members of thetock exchange portfolio managers, insurers and insurance agents, provident
funds and the companieshiwymanage them, providers of currency services, MSBs, the Postal
Bank dealers in precious stones, aratling floors

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 121 January I October31,2015
Convictions: 27. January * October31,2015

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT:YES Other mechanism:YES
With other governments/jurisdictionsYES

Israel is a member of the Committee of Experts on the Evaluation eMamtey Laundering
Measures and the Financing of Terrorism (MONEYVAL), a FASIfle regional body. Its most
recent mutual evaluation can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Israel_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

MSBs became required to implement customer due diligence (CDD) requiremenidaach

30, 2015. As of September 15, 2015, dealers in precious stones became subject to CDD and as
of September 15, 2016 will become subject to suspicious transaction reporting (STR)
requirements. Lawyers and accountants became subject to CDD mezntiseas of September

2, 2015. Additionally, on November 4, 2015, the AML/CFT regime was applied to trading

floors. While there is no legislative requirement for enhanced due diligence for domestic
politically exposed persons (PEPs), banking corporatodsthe Postal Bank apply such
procedures.

On July 27, 2015, the Knesset (parliament) approved in its first reading a bill for the reduction of
the use of cash. On August 26, 2015, a gover
servicebusiesses0O0 was published, establishing a ne\
financial services provided by MSBs, including Amemk loans.

On October 10, 2015, the Knesapproved in its first reading a bill which lists serious tax
crimes as pedicate offenses for money laundering. This also will enable dissemination of
information from the Israel Money Laundering Prohibition Authority (IMPA), under the
Ministry of Justice, to the Israel Tax Authority.
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On October 20, 2015, the Minister ofsfice authorized for publicatiandraft bill to amend the
Prohibition on Money Laundering Lathatincludes changes tmoney launderingffenses
regarding property and instrumentalities involved in money laundering and related penalties.
The bill alsoextends the definitiolf beneficial ownerso cover legal persons and to clarify the
definition of a controlling person

|l srael 6s Aright of returno citizenship | aws m
Israeli passport without meeting longsidence requirements. It is not uncommon for criminal

figures suspected of money laundering to hold passports in a home country, a third country for
business, and Israel.

The Financial Intelligence Unit, under the IMPA, cooperates closely with thbddies

responsi ble for enf or ce mebriag:and Moneyedauhderingnit, T a X
and the Israel National Police. Israel cooperates on legal assistance and on extradition requests.

Italy

I t al yds e c on-largegtinithe wdrldhamd tleeithgdngeshin the Eurozone. Its
financial and industrial sectors are diversified. The proceeds of domestic organized crime

groups, especially the Camor rcampost theemaid dbdrcea n g h e
of laundered funds. Numerous reports by Italian-governmental organizations identify
domestic organized crime as I talyds | argest e

In 2015, the Bank of Italy (BOI) said that suspicious bank transactions incteEgertent to a
record high as the pervasive problems of organized crime, corrugtidriax evasion were
exacerbated by a thrgear economic slump. The financial downturn has given-geshmafia
groups the opportunity to tighten their grip on theneroy. As banks reduce lending, the
criminal networks simultaneously boost their investments into various economic sectors.

Drug trafficking is a primary source of incom
from I talyos gnabngsritoafgreign arimimabosyanizatians in Bastern Europe,

China, South America, and Africa. Other major sources of laundered money are proceeds from

tax evasion and valuadded tax fraudsmuggling and sale of counterfeit goods, extortion,

corruption illegal gamblingandloan sharking Based on limited evidence, the major sources of

money for financing terrorism seem to be narcotics trafficking, petty crime, document

counterfeiting, and smuggling and sale of legal and contraband goods. Accortiagriost

recent official estimate (2014), the total S i
percent of GDP (approximately 0210 billion or
sizeable portion of this black market is for smudgieods, with smuggled tobacco a major

component. However, the largest use of the black market is for tax evasion by otherwise

legitimate commerce. Money laundering and terrorism financing in Italy occur in both the

formal and the informal financial sgshs, as well as offshore.

For additional information focusing on terrorist financinigase refer to the Department of
Statebs Country Report s o ttpTewvistate gogcimis/crtivh i ¢ h ¢
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr oach Albseriodsktrimest 6 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks; the post office; electronic money transfer institutions; agents
in financial instruments and services; @tment firms; asset management companies;
insurance companiesd intermediariesagencies providing tax collection services; stock
brokers; financial intermediaries; lawyers; notaries; accountants; auditors; loan brokers and
collection agents; commerciatlvisors; trusts and company service providers; real estate
brokers; entities that transport cash, securities, or valuables; entities that offer games and
betting with cash prizes; and casinos

REPORTING REQUIREMENTS:
Number of STRs received and time fram 71,758in 2014
Number of CTRs received and time framé47,242,000: JanuaryilJune 30, 2014
STR covered entitiesBanks; the post office; electronic money transfer institutions; agents
in financial instruments and services; investment firmstasanagement companies;
insurance companiesd intermediariesagencies providing tax collection services;
educational institutions of all levels; companies and state administrations in autonomous
regions, provinces, municipalities, mountain commundiged their associations; companies
and institutions of the national public health system; the metropolitan city administrations;
stock brokers; financial intermediaries; lawyers; notaries; accountants; auditors; loan brokers
and collection agents; commeicadvisors; trusts and company service providers; real estate
brokers; entities that transport cash, securities, or valuables; auctioneers and dealers of
precious metals, stones, antiques, and art; entities that offer games and betting with cash
prizes;and casinos

MONEY LAUNDERING CRIMINAL PROSECUTIONS/@NVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Italy is @ member of the FATF. Its most recent mutual evaluation can be found at:
http://www.fatfFqgafi.org/countries/d/italy/documents/mutual@luationofitaly.html
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ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Italy continues to combat the sources of money laundering and terrorism
financing. The current government has undertaken a number of reforms to curb tax avdsio
strengthenamt or r upti on measures, and the government
ongoing.

The Ministry of Economy and Finance is host to the Financial Security Directorate which
establishes policy regarding financial transactionsfevit efforts. The directorate published
l'talyds National Terrorist Financing Risk Ass

Law no. 186, criminalizing selihoney laundering, was added to the Italian Penal Code and

became effective on January 1, 20T%his new law defines deimoney launderings an

operation aimed to conceal the illegal origin of the money, carried out by the same person who
commi tted or participated in the predicate of
committed or participated in committing andntional crime, employs, replaces, moves, within
economic, financial, business or speculative assets, the money or others profits deriving from the
commission of such crimes(s), in a way such to concretely hinder the identification of the
criminal origin.o

The BOI continues to issue guidance on customer due diligence (CDD) measures, in order to
support banks and financial intermediaries in the definition of their CDD policies in accordance
with the riskbased approach. As of January 2014, regulatiemsire the application of

enhanced CDD measures for domestic politically exposed persons (R&Wsyer, the

obligation to identify domestic PEPs only applies to the financial sector

The UIF, the financial intelligence unit, has worked to increase the number of suspicious
transaction reports (STRs) filed by designated-firmencial businesses and professions

(DNFBPs), especiallthe public administration sectoifhese entitigs r sgondiue to make

up only a small portion of submitted STRs, filing only aroui@d@ in 2014. Italy has seen

some progress in DNFBP patrticipation, particularly from professionals, especially notaries. This
is likely a direct result of action by the Natal Council of Notaries which, in cooperation with
theUIF, published a set of STR guidelines for its membe2)15 Italy plans to continue to
implement measures that will significantly increase the number of STRs from DNFBPs,
particularly in the fied of public administration.

In September 2014 the National Anticorruption Authority (ANAC) published a Memorandum of
Understanding signed with the Guardia di Finanza (financial poliagegtease transparency in
public administration reportingANAC will send written requests to the Guardia di Finanza
indicating the transactions that merit specific attentibhe MOU also providesof additional

review by the Society fdnformation and Communication Technolo@OGEIl)under the

Ministry of Economy andrinance. SOGEI reports to ANAC and Guardia di Finanza with its
evaluations.All three parties agree to publish the results of this initiative through press releases
or placement on their own, publically accessible, websi@as September 25, 2015 tharitry

of Interior released decree clarifying the reporting responsibilities of the public administration
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sectorto block money laundering and terrorist financing activitiksays out the specific
indicators of suspicious activity and the methoddifimg a STR

After a multiyear investigation, in 2015 Italian prosecutors announcedatesgekng
prosecution of hundreds of Chinese migrants, as well as thedBank C s Milandm@nch, in

connection with a (4. 5ioM mdnéyilaondering ayegtigabodhemat el y

massive amount of money was transferred from Italy to China via smuggling, bank transfers, and
money remitting services. The money was reportedly earned through the counterfeiting of
goods, prostitution, tax evasi, and labor exploitationA judge is scheduled to rule on the
indictment in March 2016.

In 2015, the Italian Polizia di Stato (national police), a civilian police force responsible for
investigating crimes under the jurisdiction of the Ministry of fiote including narcotics
trafficking and money launderingnd the Guardia di Finanza (financial police), the primary
Italian law enforcement agency responsible for combating financial crime and smuggling,
cooperated on a number of occasions with vari$ authorities in investigations of money
laundering, bankrupteselated crimes, and terrorism financinigaly has one terrorism case
involving five individuals convicted for terrorism, where one of the individual was also
convicted for terrorist finazing.

Japan

Japan is a regional financial center but not an offshore financial center. The country continues to
face substantial risk of money laundering by organized crime, includinge3apaganized
crime groupgthe Yakuza)Mexican drugrafficking organizations, and other domestic and

international criminal elements. In the past several years, there has been an increase in financial

crimes by citizens of West African countries, such as Nigeria and Ghana, who reside in Japan.
The majorsources of laundered funds include drug trafficking, fraud, loan sharking (illegal
money lending), remittance frauds, the black market economy, prostitution, and illicit gambling.
Bulk cash smuggling also is of concerfhere is not a significant blackarket for smuggled

goods, and the use of alternative remittance systems is believed to be limited.

Japan has one free trade zone, the Okinawa Special Free Trade Zone, established in Naha to
promote industry and trade in Okinawa. The zone is regulatdteldyepartment of Okinawa

Affairs in the Cabinet Office. Japan also has two free ports, Nagasaki and Niigata. Customs
authorities allow the bonding of warehousing and processing facilities adjacent to these ports on
a caseby-case basis

For additionainformation focusing on terrorist financingepse refer to the Department of
Statebds Country Reports o mttpTvewwstate.gosjovrlsicw h i c h

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO
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CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo appr oach Albseriodsktrimest 6 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks; credit, agriculturahnd fishery cooperatives; insurance
companies; securities firms; real estate agents and professionals; precious rietimisem
dealers; antique dealers; postal service providers; lawyers; judicial scriveners; certified
administrative procedures specialists; accountants; certified public tax accountants; and trust
companies

REPORTING REQUIREMENTS:
Number of STRs receiveand time frame: 377,513 in 2014
Number of CTRs received and time framé@:001 in 2014
STR covered entitiesBanks; credit, agriculturaind fishery cooperatives; insurance
companies; securities firms; trust companies; real estate agents and professionals; precious
metals and stones dealers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Japan is a member of the FATF and the Asia/Pacific Group on Money Laundering (APG), a
FATF-style regional body. Its most recent mutual evaluation report can be found at:
http://www.fatfgafi.org/media/fatf/documents/reports/mer/MER%20Japan%20full. pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

On November 20, 2014, the Government of Japan enacted three pieces of AML/CFT legislation
to address recmiged deficiencies in its compliance regime. The legislatitwo bills that

amend Japands Terrorism Financing Act and 1its
Criminal Proceeds, and one that estabBshrew Law to Freeze Terrorist Assetsrimindize

the provision of direct or indirect financing, including the provision of any goods and real estate,
to terrorists; enable the freezing of terrorist assets without delay, includidgaanial

holdings; and require financial and rbnancial sectas to implement processes and procedures

to perform enhanced customer due diligence. The amendment to the Terrorism Financing Act
entered into force in December 2014. Japan promulgated Cabinet orders and Ministerial
ordinances pertaining to the remainiegislation during 2015; the Law to Freeze Terrorist

Assets came into effect on October 5, 2015 and the amendment to the Law on the Prevention of
the Transfer of Criminal Proceeds will become effective on October 1, 20fSpassage of this
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legislation geatly improved Japan's AML/CFT regime, which had previously been notably
deficient.

J a p a n 6 sof meestipadons, prosecutions, and convictions for money laundanampt

available; in relation to the number of drug and other predicate offéhegsareypically low.

These numbers are some of the most telling me
regime. The NPA provides limited cooperation to other domestic agencies, and most foreign
governments, on nearly all criminal, terrorison countefintelligence related matters. The

number of currency transaction reports (CTRs) filed is very low in comparison to the number of
suspicious transaction reports (STRS).

Japan should develop a robust program to investigate and prosecute aumaeyihg offenses,

and require enhanced cooperation by the NPA with its counterparts in Japan and foreign
jurisdictions. The government should release the number of money laundering convictions.
Japan also should provide more training and investiga¢sigurces for AML/CFT law

enforcement authorities. As Japan is a major trading power, the government should take steps to
identify and combat tradeased money laundering. Japan should ratify the UN Convention

against Transnational Organized Crime arelWiN Convention against Corruption.

Jersey

Jersey, the largest of the Channel Islands, is an international financial center offering a

sophisticated array of offshore services. Jersey is-@gedrning British Crown Dependency

with its own parliamet, government, legal system, and jurisprudence. The UK is responsible for
Jerseybds defense and international representa
domestic affairs, including taxation and the regulation of its financial sersesor.

The financial services industry is a key sector, with banking, investment services, and trust and
company services accounting for approximately
substantial proportion of customer relationshigswaith nonresidents, adherence to krgour-
customer rules is an area of focus for efforts to limit illicit money from foreign criminal activity.
Jersey authorities continue to indicate concern regarding the incidence of domestaiataa
crimes. Thecustoms and law enforcement authorities devote considerable resources to
countering these crimes. A large proportion of suspicious activity reportinglisltd&d. In

January 2015, Jersey published a typologies report outlining laundering methoelshangiies

of concern including tax evasion, corruption, laundering the proceeds of corruption with the
involvement of politically exposed persons (PEPS), the use of money service busaretsies

use of prepaid cards. Island authorities have undertaken successful measures, as recent high
profile cases have shown, to protect the financial services industry against the laundering of the
proceeds of foreign political corruption. Jerseyuiees beneficial ownership information to be
obtained and hellly itsregulated trust and company service providemsby its company

registrarin a central registrywhich can be accessed by law enforcement and tax authorities.

For additional informatio focusing on terrorist financinglgase refer to the Department of
Stateds Country Report s o mtpTivewwsstate.godjovrisicwhi ¢ch c
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DO FINANCIAL INSTITU TIONS ENGAGE IN QURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S: NO

CRIMINALIZATION O F MONEY LAUNDERING:
AAll serious crimeso appr oach Albseriousktrimest 06 appr

Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced dudliligence procedures for PEPs: Foreign: YES Domestic: NO
KYC covered entitiesBanks; life insurance companies; collective investment schemes and
operators; trust and company service providers; money exchanges and foreign exchange
dealers;fnanci al | easing companies; issuers of «cr
money orders, and electronic money; securities brokers, dealers, advisers, and managers;
safekeeping, trust, fund, and portfolio managers; collective investment schemes and
operators; insurance companies and brokers; casinos; real estate agents; dealers in precious
metals and stones and other highllue goods; notaries, accountants, lawyers, and legal
professionals

REPORTING REQUIREMENTS:
Number of STRs received and time free: 1,972 January  November 13, 2015
Number of CTRs received and time fram&lot applicable
STR covered entitiesBanks; life insurance companies; collective investment schemes and
operators; trust and company service providers; money excharjseign exchange
deal ers; financial | easing companies; issuer
money orders, and electronic money; securities brokers, dealers, advisers, and managers;
safekeeping, trust, fupdnd portfolio managers; colliee investment schemes and
operators; insurance companies and brokers; casinos; real estate agents; dealers in precious
metals and stones and other higllue goods; notaries, accountants, lawyers, and legal
professionals

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS
Prosecutions: 3 in 2015
Convictions: 1 in 2015

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Through a resolution of the Council of Europe, Jefeayally participates in the mutual

evaluation procedures of ti@mmittee of Experts on the Evaluation of Aktoney Laundering

Measures and the Financing of Terrorism (MONEYVALFATFstyle regionabody. In lieu

of a mutual eval uation, a report was prepared
Program. The report can be found http://www.imf.org/external/pubs/ft/sct@®9/cr09280.pdf
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ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Jersey is a customary law jurisdictioAccordingly, the jurisdiction does not have a
criminal/penal code.

According to the Proceeds of Crime (Jersey) Law 1999 and the Terroris@ay}Jeaw 2002,

(both as amendad 2014), it is necessary to have a conviction in order to obtain a confiscation
order for the proceeds of crinaut it is not necessary that a person be convicted of the predicate
offense upon which the criminal chargenodney laundering is brought. Predicate offenses are
all crimes with a punishment of imprisonment of one year or more.

Jersey does not enter into bilateral mutual legal assistance tr@dte#vestigation of Fraud
(Jersey) Law 1991 provides powéos the Attorney GenerdAG) to investigate a suspected
offense of serious or complex fraud, wherever it is commitféee Criminal Justice
(International Ceoperation) Law 2001 provides a mechanism for jurisdictions to request
assistance from th&G to obtain evidence for use in an overseas court in criminal proceedings.
The Government of Jersey reports &(@ frequently assists other jurisdictions in this regdrd.
2015, the guidelingsvhich stipulated a minimum threshold requirement of £2 million
(approximately $8 million) in relation to mutual legal assistapere abolished in order to
encourage foreign jurisdictions to make assistance requestassetsharingagreement
betweenhe United States and Jersegarding the sharing of confiscated or forfeited assets or
their equivalent funds came into force in April 2015

A number of changes in policy, laand implementation of regulations have come into force

2015. The defi nit oceadsof@ime Law and TerorismyLaw hava beenh e P
extended to adhere to international standards; provisions of the TerrorisFAssang (Jersey)

Law 2011 now automatically extend to natural or legal persons, grauestities pursuant to

UNSCRs 1267 ah1988; and the definition of funds subject to freezing now explicitly covers
assetsjointlyo or findirectlyd owned, heldor controlled by designated persons. The effect of

these changes is to give immediate legal effect in Jersey to UN designations.

The Proceeds of Crime (Financial Intelligence) (Jersey) Regulations 2015 formally establishes in

the Proceeds of Crime Law the Joint Financial Crimes Unit of the States of Jersey Police (JFCU)

as Jerseyo6s financi al i ntferbome tgne buttles lagislatidan. The
formalizes its existence and powers in legislation. JF@Unow also hashe power to gather

additional information from financial institutions and designatedfirancial businesses and

professions (DNFBPS) in circustances where thH=CUhas reasonable knowledge or belief that
they hold information relevant to the anal ysi
consulting on a change taistomer due diligenc€DD) requirements that would strengthen due
diligence obligations for foundations.

The Money Laundering (Jersey) Order 2008 has been amended to further clarify the application
of identification measures to trusts and to require policies and procedures to be maintained for
determining whether a bumss relationship or transaction is with persons connected to an
organization subject to sanctions or persons who are themselves subject to sanctions.
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Jerseybs authorities announced plans to regul
exchangebeginning in2016. The proposals will cover those persons who exchange fiat
currency into a virtual currency (and vice versa) by way of business.

In 2015, the Jersey Financial Services Commission substantially revised AML/CFT handbooks
for financial irstitutions and DNFBPs, the accounting and legal sectors, real estate agents
high-value dealers. In particular, guidance provided on identification of beneficial owners and
controllersis addressedAlso in 2015 the Commission was given authorityripose financial
penalties on regulated businesses of up to £4 million (approximately $4.3 million) for significant
and material breaches of the Codes of Practice, including contraventions of the AML/CFT
Handbook for financial institutions and DNFBPs.

Jessey, not being a sovereign state, cannot sign or ratify international agreements in its own right
unless entrusted to do so by Letters of Entrustment provided by the UK government, as is the

case with tax information exchange agreements. Rather,thetUKisponsi bl e for Je
international affairs and, at Jerseyds reques
international instrument to be extended to Jerseysey is seeking to obtain an Entrustment

from theUK Government to enter into anylMT that may be necessarf. he UKOGs r ati fi
of the 1988 UN Drug Convention was extended to include Jersey in 1998; its ratification of the

UN Convention against Corruption was extended to include Jersey in 2009; and its ratification of

the Internatioal Convention for the Suppression of the Financing of Terrorism was extended to
Jersey in 2008. The UK extendésiratification of theUN Convention against Transnational

Organized Crime to include Jersey on Decenfie2014. On January 28, 201theUnited

States and the Bailiwick of Jersey entered into an Agreement Regarding the Sharing of

Confiscated or Forfeited Assets or Their Equivalent Funds, which went into effect on April 24,

2015

There is no requirement to automatically apply enhanced CDD measures to a domestic
politically exposed person (PEP). Instead, a covered entity must take the status of an individual
who has been entrusted with a prominent public function in Jersey (as\ahammediate

family member or close associate of such an individual) into account in its risk assessment of
such individuals.Jersey should ensure identified domestic PEPsuject to enhanced due
diligence requirements in accordance with intermatisecommendations

Kenya

Kenya remains vulnerable to money laundering and financial fraud. It is the financial hub of
East Africa, and its banking and financial sectors are growing in sophistic&uiothermore,

Kenya is at the forefront of mobilenking. Money laundering and terrorism financing occur in
the formal and informal sectors and derive from both domestic and foreign criminal operations.
Criminal activities include transnational organized crime, cybercrime, corruption, smuggling,
tradeinvoice manipulation, illicit trade in drugs and counterfeit goods, trade in illegal timber and
charcoal, and wildlife trafficking.
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Kenyads financi al sector supports 43 |licensed

East Africa; 12 depostiking microfinance institutions, with 99 branches; 85 licenga@ign
exchangdureaus, with Nairobi hosting 69 bureaus and Mombasa nine; one mortgage finance
company; and 15 licensed money remittance provjd#rkocated in Nairobi There are three
licensed credit reference bureaus and seven representative offices of foreign banks itnKenya.

2014, Kenyads $58 billion in bank assets roug

61 percent of the total bank assets in East Africa.

Although bankswire servicesandmobile payment and banking systems are available to
increasingly large numbers of Kenyans, there are also thriving unregulated networks of
hawaladars and othanlicensedemittance systems thiaick transparency arfdcilitate cash

based, unreported transfers that the Government of Kenya cannot track. Foreign nationals,
including refugee populations, as well as ethnic Somali residents (both foreign nationals and
Kenyancitizeng primarily use the hawala system to send and receivédtagtes

internationally. Diaspora remittances to Kenya are growing annually, contributing significantly
to the countryods flrn20ll,eqitianceso Kanyatotgles $1i.48 illiow, w s .
andwere at $1.4 billiorbetween January ar@eptembeR015, with North America providing
between 450 percent of albf theseremittances and Europe and the rest of the world
accounting for approximately 25 percent each. Thend@th cumulative remittance inflow
through September 2015 increased by 7.7qmraver the previous comparable period (up from
$1.4 billion to $1.5 billion).

The Communications Authority of Kenya (CAK) reports that mobile phones have 74 percent
total market penetratiomwith about36 million mobile phone subscriptions in a pogdida of
approximately 45 million. Safaricom controls 67 percent of the mobile phone subscription
market. The CAK also reports there abmut 30million internet users, which implies that 68
percent of the population has access to the internet. Theadant 130,000 mobH@oney

agents in Kenya, most wW&3SAksysterg. Theherare avgriiO nSlleoh ar i ¢

M-Shwari accounts, Saf ar i c-thilofall activd MPESAuseBsBn ki ng

are also active Mshwari customers and pércent of MShwari accounts were held by
customers without any other bank account.

Kenya is a transit point for international drug traffickers and tkefed money laundering

continues to ba problem. There is a black market for smuggled and grey market goods in
Kenya, which serves as a major transit country for Uganda, Somalia, Tanzania, Rwanda,
Burundi, eastern Democratic Republic of Congo, and South Sudan. Goods marked for transit to
these countries are not subject to Kenyan customs duties, but Kenyan authorities acknowledge
that many such goods end up being sold in Kenya. Trade in goods is often used to provide
countervaluation in regional hawala networks.

Kenyads pr o xanakes ityan attactiig tocatoh for the laundering of certain piracy
related proceeds and a financial facilitation hub for the Sorhabad aShabaab, a UNand
U.S-designatedoreignterroristorganization

For additional information focusinghderrorist financing, lease refer to the Department of
Statebds Country Reports o mttpTvewwstate.dgosjovrlsicw h i c h
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr oach Albseriodsktrimest 6 appr
Are legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER(KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks and institutions accepting deposits from the public; lending
institutions, factors, and commercial financiers; financial lggBims; transferors of funds
or value by any means, including both formal and informal channels; issuers and managers of
credit and debit cards, checks, travelerodos c
electronic money; financial guarantors; tradgrsnoney market instruments, including
derivatives, foreign exchange, currency exchange, interest rate and index funds, transferable
securities, and commodity futures; securities underwriters and intermediaries; portfolio
managers and custodians; life iremce and other investmemated insurance underwriters
and intermediaries; casinos; real estate agencies; accountants; and dealers in precious metals
and stones

REPORTING REQUIREMENTS:
Number of STRs received and time fram&234: January October, P15
Number of CTRs received and time fram@.,504: Januaryi October, 2015
STR covered entitiesBanks and institutions accepting deposits from the public; lending
institutions, factors, and commercial financiers; financial leasing firms; trarnsfaréunds
or value by any means, including both formal and informal channels; issuers and managers of
credit and debit cards, checks, travelerods c
electronic money; financial guarantors; traders of money marketiinsnts, including
derivatives, foreign exchange, currency exchange, interest rate and index funds, transferable
securities, and commodity futures; securities underwriters and intermediaries; portfolio
managers and custodians; life insurance and othestimentrelated insurance underwriters
and intermediaries; casinos; real estate agencies; accountants; and dealers in precious metals
and stones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 2 in 2015
Convictions: 0

RECORDS EXCHANG& MECHANISM:

With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES
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Kenya is a member of the Eastern and Southern AfricaMatiey Laundering Group
(ESAAMLG), a FATFstyle regional body. Its most recent mutual evaluation report can be
found at: http://www.esaamlg.org/reports/view_me.php?id=228

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Proceeds of Crime and Aiioney Laundering Act (POCAMLA), as amended, prosgide
comprehensive framework to address AML issues and carappropriaé sanctions. The

Central Bank of Keny&CBK) licensesmoney remittance provider Kenyads Nationa
System Act provides regulation over mobile moaay isanother important component of
Kenyads move toward financial integrity and s

Of the 876suspicious transaction repor&TR9 submitted to the Financial Reporting Centre

( FRC) , Kenyads financi al intelligence unit, s
disseminated to law enforcement agencies for further investigation andi@@ssgecution.
The FRC6s analytical ability and efficiency w

the analysis. Although the FRC receives STRs from some money and value transfer services,
this sector is more challenging to supervise for AMLTG®empliance.

All cell phone devices and all mobitaoney accounts must be registered, with proper
identification. While mobile payment and banking systems are increasingly important, the
tracking and investigation of suspicious transactions remdiinsutti There is a riskhat illicit
actors could use mobile payment systems to engage in structuring, particularly by using illicit
funds to purchase mobile credits below reporting threshdldsertheless, data on these
transactions have the potentialfacilitate investigations and tracking, especially compared to
transactions executed in cash. The lack of rigorous enforcement in this sector, coupled with
inadequate reporting from certain reporting entities, increases thef abkise

In order todemand bank account records or to seize an account, the police must present evidence
linking the deposits to a criminal violation and obtain a court order. The confidentiality of this
process is not well maintained, which allows account holders to sneeke tipped off,

providing an opportunity to move their assets or contest the orders.

Kenya is overhauling its criminal justice system. The small numb&kMaf prosecutions and

the absence of convictions are tellinbhe Office of the Director dPublic Prosecutions (ODPP)

has significantly expandegince 2013and now has approximately 700 prosecutors, with plans to
expand to 900. The Department of Economic International and Emerging Crimes (D&EC)

of four departments within the ODPP resspnsible for the prosecution of corruption and

economic crime, cybercrime, narcotics, organized crime, money laundering, téimarising

piracy, and other terrorisimelated casesThe AML/CFT division,a thematic subdivision

formed in July 2014, spduaially deak with money laundering and terrorism financing offenses.
The AML/CFT division is made up of 18 Prosecution Counsels from the Nairobi office,
complemented by eight Prosecution Counsels from county offices. The ODPP has used ancillary
provisiorsin the POCAMLA to apply for orders to restrain, preserve and seize proceeds of crime
in Nairobi. In 2015, he ODPP filed a money laundering casel arrest warranegainst the top
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management of Dubai bankor the first time, in 2015 th@DPP usedhe POCAMLA to freeze
the assets of nine ivory trafficking suspects

The2013We st gat e Mal | attack, which resulted in t
Prevention of Terrorism Act, demonstrates the critical importance of first responders, regulator

law enforcement, and prosecutors continuing to develop their expertise to investigate and charge
high-impact cases, including terrorism financing and money laundering offenses, and to pursue
related asset recovery. Kenya passed the Finance Act of@Bith, includes amendments to

the POCAMLA to expand the mandate of the FRC to combat the financing of terrorism.

In July 2015, the Government of the Republic of Kenya made commitments to promote good
governance and antbrruption efforts, including sngthening its AML/CFT regime. The
Government of Kenya committed wark toward membership ithe Egmont Groupf Financial
Intelligence Units Additionally, Kenya agreed to work withternational donort conduct a

full risk assessment for money lawnohg and terrorism finance and to work with development
partners to facilitate the full implementation of SIL rules and regulations. Kengéso

agreed to accelerate its work to strengthen the capacity of the FRCB&nib track illicit

financial flovs and to increase bilateral information sharing and enforcement efforts.

The government, and especially the police, should allocate appropriate resources and build
sufficient institutional capacity and investigative skill to conduct complex financial
investigations independently. Kenya should also address the bureaandadihieimpediments
preventing it from pursuing investigation and prosecution of these crifesGovernment of
Kenya should fulfill its commitments on good governance;eotiuption efforts, and
improvements to it&AML/CFT regime

Latvia

Latvia is a regional financial center with a large number of commercial banks and a sizeable non
resident deposit base. Foreign depositors account for more than half of the 30 billion euros
(approximately $33 billion) in Latviads banki
European Union. Nonresident cash continues to flow across the border from neighboring Russia
and other former Soviet states. The Financial and Capital Madgatnission (FCMC) stated in

May 2015 that the growth of nonresident deposits from Russia has remained steady despite
international sanctions imposed in the spring of 2014. Nonresident deposits pose a substantial

risk in that money obtained from corruptiand other crimes committed outside of Latvia can be
laundered inside the countr{.at vi adés geographic |l ocation, | ar
(estimated at about 25 percent of the overall economy), and public corruption make it

challenging to combat money laundering.

Officials do not consider proceeds from illegal narcotics to be a major source of laundered funds
in Latvia. Authorities identify the primary sources of money laundered in Latvia as tax evasion;
organized criminal activities, such as prostitution anddfiaerpetrated by Russian and Latvian
groups; and other forms of financial fraud. Officials also report that questionable transactions
and the overall value of laundered money have remained belefimaneial crisis levels.
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Latvian regulatory agencies mitor financial transactions to identify instances of terrorism
financing.

There is a black market for smuggled goods, primarily cigarettes, alcohol, and gasoline;
however, contraband smuggling does not generate significant funds that are laundagid thro
the official financial system.

Four special economic zones provide a variety of significant tax incentives for manufacturing,
outsourcing, logistics centers, and the transshipment of goods to other free trade zones. The
zones are covered by the samagulatory oversight and enterprise registration regulations that
exist for other areas.

For additional information focusing on terrorist financinigase refer to the Department of
Statebs Country Report s o mttpTvewvistate.gowsjoirisichi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.. NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo appr oach Albseriodsktrimest 6 appr
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: NO
KYC covered entitiesBanks, credit institutions, life insurance companies, and
intermediaries; private pension fund administrators, investment brokerage firms, and
management companies; currency exchange offices, payment service providers, money
transmission or remittancefies, and anoney institutions; tax advisors, external
accountants, and auditors; notaries, lawyers, and other independent legal professionals; trust
and company service providers; real estate agents or intermediaries; organizers of lotteries or
other ganng activities; persons providing money collection services;oilded entities; and
any highvalue goods merchant, intermediary, or service provider

REPORTING REQUIREMENTS:
Number of STRs received and time framé;923: January ANovember 1, 2015
Number of CTRs received and time framé,134: January ANovember 1, 2015
STR covered entitiesBanks, credit institutions, life insurance companies, and
intermediaries; private pension fund administrators, investment brokerage firms, and
management copanies; currency exchange offices, payment service providers, money
transmission or remittance offices, antheney institutions; tax advisors, external
accountants, and auditors; notaries, lawyers, and other independent legal professionals; trust
and compny service providers; real estate agents or intermediaries; organizers of lotteries or
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